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Executive Summary

A4Cloud advances research on accountability, which is critical prerequisite for effective governance and
control of corporate and private data processed by cloud-based IT services. The research being
conducted in the project aims to support establishing trust in cloud computing by devising methods and
tools, through which cloud stakeholders can be made accountable for how they manage personal,
sensitive and confidential information in the cloud. Such methods and tools delivered by the A4Cloud
project combine risk analysis, policy enforcement, monitoring and compliance auditing, contributing to
the effective governance of cloud activities, providing transparency and assisting policy enforcement in
an inter-disciplinary co-design approach, which implements accountability from a technical, legal,
regulatory and socio-economic perspective.

This document describes the first attempt to instantiate the A4Cloud Accountability Framework, which
comprises a comprehensive specification for how to create accountability for cloud services, spanning
regulatory, legal, technical, business and user issues. To do so, the project offers an orchestrated set
of mechanisms for addressing accountability in a preventive (mitigating risk), detective (monitoring and
identifying risk and policy violation) and corrective (managing incidents and providing redress) way. In
this first prototype, we emphasise on the preventive and detective mechanisms. In that respect, we
showcase how the accountability framework can be applied in real life examples and we focus on the
instantiation of both the framework and the accountability reference architecture in the domain of
wearables.

From a technical point of view, this version of the A4Cloud prototype describes how the A4Cloud tools
enable cloud providers to define, enforce and monitor policy rules in response to compliance to
established regulations and business policies. Subsequently, through the appropriate implementation
of the respective measures, the cloud providers can provide design time and runtime verification of their
alignment to data protection concerns. Furthermore, the first instantiated prototype provides tool support
for cloud customers in making informed choices on how selected cloud providers would protect data in
the cloud, and be better informed about the risks, consequences, and implementation of those choices.

As previously mentioned a wearable use case has been designed to demonstrate the accountability
framework and the respective tools developed by the A4Cloud project in a real life example of a cloud
service chain, which exhibits certain security and privacy concerns. The use case constitutes a realistic
and topical scenario, in which the involved business actors have to take the appropriate actions to

ensure that the occurred coll ecti on franmwkargble deviges si n g

are handled responsibly, based on the established regulations and the declared organisational policies,
which address specific security and privacy requirements.

The scenario that we demonstrate in this first prototype is evolved from the perspective of the primary
cloud service provider and the cloud customer. The former delivers a cloud service, which gathers,
manages and stores personal data of the wearable customers in order to keep track of their long term
wellbeing status. The latter (the cloud customer) is a non ICT skilled SME, which seeks a cloud provider
hosting their online wearables business and enable the customers of the wearable cloud service to track
their wellbeing data and visualise aggregated wellbeing statistics.

The deliverable integrates the results of the first instantiated A4Cloud prototype and reports on the
knowledge transferred from the other A4Cloud WPs and the experience gained during the work of
integrating the A4Cloud framework and tools in the wearable use case. Since the project envisions an
interdisciplinary co-design of the Accountability Framework, this document joins up sections that can be
read by various target groups, being from a legal, socio-economic or technical background.

The project officially aims for a second and final prototype of the A4Cloud instantiation to the wearables
domain.
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1 Problem Definition
1.1 Introduction

Cloud data governance is a fundamental problem in current Internet-based applications, which sets
barriers to the wider adoption of cloud technologies for a variety of domain specific applications. The
problem of effective governance and control of corporate and private data requires from cloud providers
and customers to be accountable to the owners of personal data for their data handling procedures. The
A4Cloud project conducts advanced research on accountability, which is prerequisite for adequate
governance and transparency, by delivering the accountability framework and a set of tools to address
the requirements of various stakeholders involved in the cloud service delivery chain.

More specifically, the A4Cloud project has developed a conceptual model for accountability [1], which
defines accountability attributes, practices and mechanisms and how they relate to each other. The
accountability mechanisms incorporate legal, regulatory, socio-economic and technical approaches,
which are integrated into a framework to support an accountability-based cloud approach to cloud data
governance and are functionally classified into preventive, detective and corrective mechanisms.

The project delivers a toolset, which aims to support the implementation of these mechanisms. The tools
comprising this toolset are designed considering the existing gaps in accountability practices, thus, they
aim to implement those functions of the accountability mechanisms, for which little or no support was
found to exist out there to complement current privacy and security mechanisms. The definition and the
design principles of the toolset are based on the fact that each A4Cloud tool addresses different
elements of accountability, and may operate over different time scales, while interacting with data at
different stages of data life cycle. Thus, the tools implementing preventive mechanisms investigate the
potential risks in cloud data stewardship in order to form policies and decide on relevant mechanisms
that should be followed. The tools implementing detective mechanisms put in place detection and
traceability measures to monitor misbehaviours, such as policy violations, in the normal operation of
cloud processes. Finally, the tools implementing corrective mechanisms provide notification and
remediation, as a response to detected anomalies of the cloud service chains.

In that respect, this deliverable is the report following the prototype implementation of the first
instantiation of the A4Cloud accountability framework and the toolset in real life examples. As explained
in [2], we have selected the wearables domain and relevant use case scenarios from it to demonstrate
the effectiveness of the framework and the applicability of the tools to address the accountability
concerns raised in this use case.

1.2 The Scope of the First Prototype

In this first prototype, we present the specifications of the wearable use case and we analyse the
roadmap to demonstrate the accountability concepts through a prototype implementation of the
Wearable Service. The latter is a cloud service, which is designed and hosted so that the involved cloud
providers and the cloud customer are accountable for their data handling procedures in compliance with
the established regulations and business organisational processes brought into the market by the
relevant actors.

The coverage of the first prototype lays on the preventive and detective mechanisms and corresponding
tools. As such, this deliverable integrates the outcome of the Contract and Risk Management functional
area into the analysis phase of the accountability lifecycle processes, which drives the identification of
legal and normative obligations and the specification of relevant accountability policies. The latter are,
currently, built manually, but the document tries to integrate the knowledge from multi-disciplinary
business executives, hamely legal, socio-economic and technical experts. The deliverable shows how
these policies are enforced in various places within the cloud environment, set up for the purposes of
the wearable use case, and describes the processes for the collection of evidence from the runtime
execution of the wearable service. Emphasis is given on the detection of various incidents, which is
performed with the support of the A4Cloud tools. Finally, the first prototype includes steps for the internal
and external verification of the supported data handling processes, through audits.

Although this document summarises the activities with respect to the first A4Cloud prototype, the
document tries to map the complete specifications of the final prototype as well, by incorporating those
steps, which have not yet been integrated through manual steps in the process (for example the manual
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deployment of accountability measures). The goal is to offer insight about the full picture of the
accountability support in this use case, even at this stage of development.

1.3  Structure

In order to address the envisaged work for the first prototype, this document is structured as follows:

I Section 2 presents the business dimension of the wearable use case, by elaborating on the story,
which is evolved around this use case. It introduces the various roles in the operational scenario
and defines the specifications for the target cloud-based environment, under study, which is the
wearable service. It, then, presents an overview of the operations within the wearable service, as
seen from an accountability point of view. The information provided in this Section should be
accessible to all readers of this deliverable.

i Section 3 analyses the technical aspects of the first prototype. Starting from the Accountability
Reference Architecture, the section elaborates on the different aspects of this architecture, such as
the accountability support services, and provides guidelines for developers on how they can adopt
the Accountability Framework to build their own application from an accountability perspective. This
section mainly targets readers with a technical background, thus it, also, presents the physical
deployment of the A4Cloud First Prototype for the wearable use case.

i Section 4 is the core part of the first instantiated A4Cloud prototype. This section starts with the
history of the demonstration scenario and, then, elaborates the various aspects of the accountability
instantiated framework and tools for the analysis, design and operation of the cloud-based Wearable
Service. The presentation of the first prototype is unfolded around the Accountability Lifecycle steps.
As such, we select the most suitable time slots of the scenario to make emphasis on the perspective
of the key roles for this version of the prototype in the application of the framework and the tools. In
that respect, the demonstration is presented from the perspectives of the primary cloud service
provider (CardioMon) and the cloud customer (the Wearable Co). Since this section is the mirror of
the work performed in WP47 so far, this section reflects the requirements of all the readers.

i Section 5 describes the plan for the evaluation of the A4Cloud work in the context of the wearable
use case. Thus, it analyses the objectives of the user validation tasks and the process to be followed
in order for the appropriate stakeholders to be engaged in the user evaluation phase .

i Finally, Section 6 concludes this deliverable and provides the link to future work.

1.4 Glossary of Acronyms / Abbreviations

AﬁE:ZC?;?Jn Description
AAL Abstract Accountability Language
AAS Audit Agent System
AcclLab Accountability Lab
A-PPL Accountable Primelife Policy Language
A-PPLE Accountable Primelife Policy Engine
AT Assertion Tool
CARA Cloud Accountability Reference Architecture
CEO Chief Executive Officer
COAT Cloud Offerings Advisory Tool
DPIAT Data Protection Impact Assessment Tool
DT Data Track
DTMT Data Transfer Monitoring Tool
laaS Infrastructure-as-a-Service
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Aﬁg:g\r/‘i)gt?c;n Description

IMT Incident Management Tool

PaaS Platform-as-a-Service

PAPV Plug-in for Assessment of Policy Violation
[l Personally Identifiable Information

PLA Privacy Level Agreement

PO Privacy Officer

RRT Remediation and Redress Tool

SaaS Software-as-a-Service

SME Small-Medium Enterprise
TL Transparency Log
ul User Interface
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2 Specifications of the Wearable Use Case

The Wearable Use Case has been designed to demonstrate the accountability framework and the
respective tools developed by the A4Cloud project in a real world example of a cloud service supply
chain. This use case constitutes a realistic and topical scenario, in which the involved business actors
have to take the appropriate actonstoensur e that the collection
personal data are handled responsibly, based on the established regulations and declared security
organisational policies.

The specifications of this scenario aim to cover the complete accountability life cycle for the involved
actors, in order to deliver the service envisioned in the Wearable Use Case (the Wearable Service). In
that respect, the scenario is constructed from the perspective of the cloud customer, who aims to build
a Web-based application for offering well-being data analytics services to its customers. In order to do
s0, this cloud customer needs to carefully select the cloud provider(s), who will provide the respective
cloud environment to host this application and the supporting services involved. The application
integrates various functionalities, which require the collaboration of different cloud providers in the
background. As such, the selection process should consider the implications of potential third partiesd
engagement in the provision of the Wearable Service, who should prove their commitment to the legal
framework and their custome r s 6 p r ewitlerespent to ¢he personal and business confidential data
made available to them for processing (i.e. access, analysis, management, storage, etc.).

In order to draw the boundaries of the first instantiated prototype of the Wearable Use Case, in this
deliverable we focus on the accountability interactions that happen between the following actors in
specific accountability interaction paths, namely agreement, reporting, demonstration and remediation,
as they are introduced in [3]:

1 The Cloud Subjects, who are the customers of a company offering a service which utilises cloud
resources (Cloud Customer). A Cloud Subject and the Cloud Customer interact with each other,
during the following accountability paths: agreement, reporting and demonstration.

1 The Cloud Customer, who establishes a business relationship with a Cloud Provider for processing
personal data and business confidential information as part of its service provision. These actors
interact during the following accountability paths: agreement, reporting and demonstration.

1 The Cloud Provider, who on its own or in collaboration with other Cloud Providers provides the
necessary resources for processing personal data and business confidential information. These
actors interact during the following accountability paths: agreement, reporting and demonstration.

1 The Cloud Auditors and Supervisory Authorities, who are responsible for performing external
verification and compliance checks towards cloud providers and customers. These actors interact
during the demonstration accountability path.

In this first prototype, we eliminate the interactions referring to the demonstration of compliance between
the Cloud Customer and Providers to the Cloud Auditor in case of policy violations, while the respective
demonstration of compliance to policy specifications is left for the final prototype. We, also, leave the
demonstration of the corrective accountability mechanisms and the implementation of the remediation
interaction path for the final instantiated prototype. However, the description of the use case in this
section addresses the requirements of the both the first and the final instantiation.

2.1 The Storyboard of the Use Case

The Wearable Co is an SME company, established in Greece, which aims to enter the wellbeing market
by offering innovative products and services to address the needs of the general public. The business
will initially target Greece and other European Union Member States. The Wearable Co manufactures
wearable devices, which are offered to customers on a fee-basis and collect real time data for them,
such as heartbeat rate, number of steps walked and blood pressure, etc. The company wants to support
the business of selling physical devices by packaging them with value-added software services that
collect personal data (both static/profile and dynamic real-time data) off the wearable devices, store,
analyse and visualise them to make personalised reports on the wellbeing status of the device users
and recommendations on preserving a wellbeing attitude. As such, the Wearable Co devices expose a

and

pro



D:D-7.1: First system and use case prototype

communication interface to remotely deliver and monitor data to an external storage and processing
space.

The Wearable Co, as a traditional manufacturer of hardware devices lacks the appropriate resources
and know-how to develop and support innovative wellbeing software applications on their own. Firstly,
due to the envisaged big data volume and the lack of supporting infrastructure, the Wearable Co has to
engage an Infrastructure-as-a-Service (laaS) Provider to host the vast amount of data collected from
the wearable devices. Additionally, as a non-ICT company, the Wearable Co has to rely on one or more
third parties to implement the systems responsible for receiving the data exposed by the wearable
devices, storing them in the cloud infrastructure and making the wellbeing recommendations available
through a Web application, which is the Wearable Service. However, the engagement of third parties
and the need for a cloud deployment of the Wearable Service raises concerns on whether the
collaborating cloud providers are accountable organisations to ensure the security and privacy of both
the personal data gathered from the wellbeing customers and the business information for issuing the
wellbeing recommendation, which is confidential.
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Devices Devices

Cloud Service Supply Chain
Collect recorded wearable data ]
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Figure 1: The conceptualisation of the Wearable Service

Figure 1 presents the concept of the Wearable Service. As shown there, the Wearable Co, as the
manufacturer of the wearable devices, needs to select a cloud provider to build a Web-based service,
on their behalf. This service should facilitate the processing and storing of wearable data and providing
user level functionalities, which will be consumed by the wearable customers via a Web User Interface
(Ul). The Wearable data will be collected following two ways: i) automatic collection via the wearable
device and ii) manual input from the customer via the Web application. Part of the application will involve
the visualisation of aggregated statistics on maps. It should be noted that the service should be realised
through one or more cloud service providers (the cloud service supply chain).

As shown in Figure 1, the Wearable Co may raise some concerns with respect to the implementation of
the Wearable Service in the cloud. These concerns are driven by the legal framework and the type of
personal data that should be collected. In this case, the Wearable Co should ensure that all the personal
data collected by the wearable customers (either automatically or manually) is protected at all phases
on their processing, while a specific set of geographical data centres should be considered for storing.
At the same time, this SME should apply specific data access and data handling rules that should be
enforced at runtime by all the involved stakeholders in this Wearable Service.
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We now consider CardioMon, which is a Software-as-a-Service (SaaS) cloud provider offering a
complete solution in the wellbeing domain, by means of providing features for collecting, managing,
storing and processing wellbeing data. CardioMon is doing business with many other customers with
similar functional / business requirements as Wearable Co and has an existing business agreement with
DataSpacer, an laaS Cloud Provider, who offers advanced security and privacy mechanisms (such as
data access groups, data encryption, etc.) for the protected storage and processing of personal and
sensitive information. Furthermore, the CardioMon service allows for the core functionality to be
expanded via third-party services to enrich the experience of the wellbeing users. Such an expansion is
provided by Map-on-Web, which is a separate SaaS cloud provider, with expertise in map visualisations
for big data sets. Thus, Map-on-Web complements CardioMon by expanding the available data
visualisation features.

The scenario of this use case assumes that (after a period of researching the market) Wearable Co

selects CardioMon as the provider of the software service that it will make available to its customers.
Implementing the outcomes of the A4Cloud project, the Wearable Co adopts an accountability-based
approach over how the data collected about the customers are handled and processed. This involves

the establishment of a policy agreement with CardioMon, who, in turn, will be responsible for protecting

the customersé personal data and the Wearable Co
CardioMon in order to facilitate the provision of the desired functionalities. This policy involves rules and
conditions with respect to data handling practices. CardioMon is responsible for enforcing the policy in

their interactions with both the Cloud subjects (the Wearable Customers) and the providers (Map-on-

Web and DataSpacer).

At the same time, the corresponding cloud providers are assumed to have already implemented the
accountability tools and other mechanisms of the A4Cloud project for their own part, being accountable
to their collaborating providers. For example, CardioMon agrees with Map-on-Web on specific
accountability policies with respect to how the aggregated data of the Wearable Customers are
processed by the Map-on-Web service to offer the requested map visualisations. A4Cloud supports the
definition and enforcement of these policies on both providers, so that Map-on-Web is accountable to
CardioMon for the way that the aggregated data of the Wearable Customers are processed to produce
the map visualisations, while CardioMon is accountable to the Wearable Co for the conditions under
which the Map-on-Web, as a third party, accesses this personal data.

This will enable the operators of the Wearable Service to act in an accountable manner and be compliant
to certain legal requirements. However, within the service lifetime, policy violation and security and
privacy incidents are likely to occur, which set the Wearable Service vulnerable to accountability related
inconsistencies. The latter can originate either from an abnormal operation undertaken by any actor in
this use case or a security or privacy related failure in the cloud service supply chain itself. Thus,
A4Cloud tools assist CardioMon, for example, in detecting an incident raised by either a policy violation
or a security/privacy breach. CardioMon, subsequently, has to remedy the incident, according to the
provisions of the policy and mitigate the risk arising from this incident. The same applies for the other
cloud providers. In this sense, DataSpacer is hosting the relevant A4Cloud tools, which are monitoring
DataSpacer actions and raise an alert about a data transfer action that could potentially be a policy
violation.

Based on this storyboard, in the next section, we elaborate on the definition of the Wearable Service.
2.2  Updated Definition of the Wearable Service

In Section 2.1, we elaborated on the storyboard for the Wearable Service and the expected high level
overview of the actions to be taken by the identified actors for this first prototype. In this section, we
elaborate on the definition of the Wearable Service, by extending the specifications of this scenario, as
they have already been introduced in the A4Cloud Deliverable D:B-3.2 [2]. In order to do so, we build
on the main objective of the Wearable Service, which is to gather, manage and store personal data of
the wearable users to keep track of their health status over time for long wellbeing preservation. The
wellbeing related information integrates real time data that are recorded by the wearable devices
provided by the Wearable Co and transmitted through the communication interface of these devices to
CardioMon. The latter implements certain security and privacy preserving mechanisms to share part of
this information with Map-On-Web and serve the wearable customers with a Web 2.0 application, which
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enables them to consult their wellbeing data, receive wellbeing recommendations and visualise
aggregated wellbeing statistics on interactive maps.

Figure 2 shows an overview of the Wearable Service, which is the implementation of Figure 1 for the
selected cloud service supply chain. Consequently, in this figure, we depict the cloud environment,
consisting of the respective service and infrastructure providers that serve the Wearable Service and
the actors that will operate and consume this application. As such, the figure presents the relationship
between these actors and the flow of the information in order to deliver the Wearable Service to the
appointed customers.

i
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Devices

Wearable
Devices
Collect recorded
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Figure 2: The use case overview for the Wearable Service i the Business Perspective

As it can be seen from Figure 2, the Wearable Co, as an SME, aims to offer an application (the Wearable
Service) and, to this direction, it utilises the cloud by offering its customers a Web-based application that
will enable them to control the data collected by the wearable devices (operated by the Wearable Co)
and get customisable visualisations of their wellbeing status. The Wearable Service is supported by the
cloud service chain depicted in this Figure 2. As stated in Section 2.1 and shown in Figure 2, CardioMon
is the primary cloud service provider, which establishes a business relationship with the Wearable Co,
acting as the interaction point between the cloud service supply chain and the cloud customers. In the
back end, this supply chain is implemented through the collaboration of CardioMon with Map-on-Web
and DataSpacer to serve additional functionalities.

In this respect, the Wearable Customers maintain two different data streams with the Wearable Service.
The first one goes through their devices to CardioMon in order to automatically push wellbeing data to
the cloud. In the second flow, the Wearable Customers subscribe to the Web Application offered by
CardioMon and being operated by the Wearable Co to gain access to the respective wellbeing
functionalities. In both cases, a matter of major concern from a data protection perspective is the way
that the customers are informed of the obligations and the data handling procedures of Wearable Co,
in order to give their consent for their personal data collection and processing. For example, upon
registration to the Web-based cloud application, a customer profile is created, which is used by the
service to continuously provide the customer with visualisations of his/her data, according to the analysis
of his/her daily body measures. The registration process involves the customers giving their consent
regarding the collection of their data by the devices and their handling by CardioMon and the Wearable
Co, as well as any involved third party providers. The customers (Cloud Subjects) are then authorised
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to interact with the service and use the suggested wellbeing programs, while, at a later point in time,
they can further request an analysis of their wellbeing status, based on historical records.

At this stage of design, the Wearable Service offers a set of functionalities, which aim to satisfy the
needs of the Wearable Customers on preserving a wellbeing life style, through their daily exercise. In
that respect the Wearable Service offers the functionalities shown in Table 1.

Table 1: The user level functionalities of the Wearable Service

iEe @ Description
Functionality P
Create a customer account to the Wearable
= Create Customer | Service, by determining the credentials for Wearable Customer
Profile logging into the service and providing profile
data to be processed by the service
Create an account for managing the users
Create Business | registered to the Wearable Service and Wearable Co
F2 X S X . .
User Profile retrieving information about their public data employee
submitted to the service
. Provide the security mechanism for the user BEEIELElE CUSEImEs |
F3 Log in o . Wearable Co
authentication to the service
employee
Wearable Customer /
F4 Manage Profile | Add / edit / update / delete profile information Wearable Co
employee
Upload data stream with the recorded wellbeing
information per time unit (e.g. per hour or per
Submit Real-time day) as collected by wearable device. Such
F5 . data involve the heart beat rate, the blood | Wearable Customer
Information
pressure, the sugar blood level, etc. These data
are associated with the current geographical
position of the user.
Retrieve a timeline visualisation of the wellbeing
Request Real- collected records, along with the typical
F6 ~eq . threshold values for the wellbeing metrics per | Wearable Customer
time Information o
age group and country (for the specific
customer)
E7 Update _V\_l(_allbelng Spec!fy everyday actlvm_es (such as the Wearable Customer
activities duration of a running / walking exercise, etc.)
F8 Get W_el_lbelng Recel\{e rec_or_’nmendatlons on the available Wearable Customer
training wellbeing training courses
Receive a single value wellbeing score by
F9 Get wellbeing combining information from the collected real Wearable Customer
score time information and wellbeing training
activities.
. Define the thresholds (per real time data
Manage Business
stream, e.g. blood pressure, per age and Wearable Co
F10 Formula for ; .
[ T country) and the weights, through which the employee
9 wellbeing score of a customer is determined
F11 Update Update the threshold for the acceptable values Wearable Co
Thresholds of the wellbeing metrics, possibly customised to employee
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Title of

Functionality Description

geographical locations (affected by climate and
altitude factors)

Browse through the list of registered users and Wearable Co

Joo | Viewactive users | ot of their profile data employee

Get a map visualisation of the anonymised

R wellbeing record data (i.e. blood pressure HiEE sl CUsmmED
RO I accountgbilit score, etc.) . ér countr pand a é vizErElle Co
Visualisation y » €1C) P y 9 employee
group
Request data Get an audit report on how data involved in the
F14 r?an dlin Wearable Service are handled in the cloud, by Wearable Co
'ing presenting relevant evidences, such as access employee
compliance

logs and listing access violations (if any)

Get a summary of the personal data that the
Wearable Service is processing for the specific | Wearable Customer
Wearable Customer

Request data

£S5 disclosure path

Receive alertson | In cases of human body metrics getting
F16 excessive exceptional (beyond thresholds) values, raise | Wearable Customer
wellbeing values | notifications to the referred user

Receive policy Receive a notification on the type of policy BEEIELEE CUSBImEs |

Py violation alert violation and detailed information about it izereble Cy
employee
Receive transfer | Receive a notification on the detailed data Clieslne Cusitmzy §
F18 . . . . Wearable Co
violation alert transfer violation
employee
: : : . Wearable Customer /
F19 Receive breach Receive security and/or privacy breach Wearable Co

notification notifications

employee

These functionalities depict the actions that should be taken by the target end users to consume the
results of the Wearable Service through the available functions of the front-end User Interface. In the
back end, the data produced or consumed by the Wearable Customer and the Wearable Co are
processed by the respective cloud providers, namely CardioMon, Map-on-Web and DataSpacer.
CardioMon is the primary cloud service provider in the supply chain and the one that has been appointed
by the Wearable Co to serve the functionalities offered by the Wearable Service. As such, CardioMon
is the primary receiver of the accountability obligations that dictate the responsibilities undertaken by
this actor to deliver a secure and privacy friendly cloud environment.

Through the available interfaces, CardioMon builds the wellbeing profile of the customers, consisting of
personally identifiable information (PII). For this use case, it is considered that some data are publicly
available and can be viewed by more actors than the data subjects, whereas some others are
considered sensitive. By sensitive data, we mean all these private data, access to which is allowed only
to the data subjects and those actors that have rights to process them, according to the policies. The
classification of data types is summarised in Table 2. It must be noted that the assignment of data to
data types in this Table is just an example adopted for this deliverable.

Table 2: Type of data comprising the wellbeing profile

Data Name Data Description

Username The username used as user credentials, along with the | Sensitive PII
password, to log in to the Wearable Service
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o Type of
Data Name Data Description Data

Password The password used as user credentials, along with the | Sensitive PII
username, to log in to the Wearable Service

User ID The unique identification number assigned to the user in order | Sensitive PlII
to accomplish user specific actions within a session life time

Display Name The nickname selected by the user to display on the Wearable | Public PlI
Service front end, as a comprehensive user reference

Gender The gender of the user to be used for determining the | Public Pl
threshold values applied to the collected wellbeing metric
values. Gender is considered to affect the optimal values
determining the threshold values.

Age The age of the user to be used for determining the threshold | Public PII
values applied to the collected wellbeing metric values.
Different age groups are considered to have different optimal
values determining the threshold values.

Height The height of the user to be used for determining wellbeing | Sensitive PII
related information by joining up the wellbeing record with the
body type.

Weight The weight of the user to be used for determining wellbeing | Sensitive PlII
related information by joining up the wellbeing record with the
body type.

Sugar Level The sugar | evel in the user 0] SensitvePll
device

Blood Pressure The user6s bl ood pressure, m| Sensitive Pl

Heartbeat Rate The userds heart beat r atdevice | Sensitive Pl

Training Activity The daily exercises taken by the user, such as time of walking, | Sensitive PlII
running, swimming and any other physical exercise

Wellbeing Score The value of the wellbeing score, based on the formula defined | Sensitive PII
by the cloud service

Country The country of permanent residence of the user Public PII

2.3 Introduction to the Accountability Phases of the Wearable Service

In order to examine this use case from an accountability perspective, we first provide a holistic view on
how the different roles involved in the scenario depicted in Figure 2 should collaborate in the various
functional elements of the accountability lifecycle by implementing respective preventive, detective and
corrective accountability mechanisms. In order to implement these mechanisms in the context of the
accountability lifecycle, we first need to consider the cloud computing and data protection role assigned
to each actor of the use case.

The role assignment strongly refers to perspective, from which the accountability lifecycle is considered
and the time scale of the use case. For example, at the time that CardioMon wants to find appropriate
cloud providers to set up the Wearable Service, this actor is a Data Controller. In this sense, Table 3
presents the assignment of the actors to roles with focus on the time that the Wearable Co wants to buy
an instance of the Wearable Service. In this case, the Wearable Co acts as a Data Controller.

Table 3: The assignment of roles to the actors of the Wearable Service Use Case
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Wearable Short Business Cloud Computing .
Service Actor Description Role RISl (X (c
Wearable The end user of the Wearable Individual Cloud .
; . Data Subject
Customer Service Subject

The SME operating the | Organisational Cloud
Wearable Service Customer

A SaaS SME cloud provider

Wearable Co Data Controller

CardioMon offering the Wearable Service Cloud Provider Data Processor
A SaaS cloud provider
allowing the creation of maps

Map-on-Web overlaid with  annotated Cloud Provider Data Processor

itineraries, based on
annotated GPX traces

An laaS cloud provider
operating an OpenStack-
DataSpacer based cloud environment for Cloud Provider Data Processor
processing and  hosting
different types of data

Figure 3 recalls the functional elements of the accountability lifecycle as they have been introduced in
the A4Cloud DeliverableD:C-2 . 1 fiConceptual Framewor k 0. Base
use case should demonstrate how the different actors involved the scenario follow these functional
elements and adopt and perform the accountability practices, which are implemented through respective
mechanisms.

In order to realise how the Accountability framework is instantiated for this Wearable Service, we, first,
need to consider from which actor perspective we follow the evolution and execution of the accountability
processes. To this end, the role of the data controller (the Wearable Co in our case) could be the starting
point. However, due to the nature of the wearable scenario, it would be appropriate to assume the
perspective of CardioMon as well, since this is the actor running a specific instance of the Wearable
Service on behalf of the Wearable Co. Thus, the presentation of the accountability elements for the
Wearable Service emphasise on the role of CardioMon in the execution of this use case, while, in
Section 4, we put the perspective of the Wearable Co into the picture. It must be clarified, though, that
the functional elements of the accountability lifecycle depicted in Figure 3 should be followed by all the
cloud providers in this use case, depending on the timing of the use case scenario execution and their
involvement and/or contribution to the development of the cloud service supply chain. For example, prior
to their business operational phase, Map-on-Web should have followed the accountability lifecycle to be
able to be accountable to any collaborating cloud provider and/or customer. Thus, the steps, which will
be presented in the remaining of this section apply to the other cloud providers as well.
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Figure 3: The functional elements of the Accountability Lifecycle

Having the above in mind, we start with the Analyse and Design Phase of the Lifecycle for CardioMon,
which includes preventive accountability mechanisms and targets the processes that CardioMon should
follow in order to select the cloud service chain to work with, given the security and privacy requirements
that the Wearable Service should comply with. By accepting responsibility (functional element 1 in the
Accountability Lifecycle), CardioMon has analysed the functional, security and privacy requirements of
the Wearable service, taking into consideration the legal constraints for the implementation of an
electronic service, involving processing of personal data. The requirements arise from the functionalities
shown in Table 1, the type of data need to be collected, processed and stored, as depicted in Table 2,
and the obligations that the specific provider has to accept in order to operate the cloud-based service,
involving this data, in compliance with the data protection regulations.

Given these, CardioMon moves to the next functional element 2 of the Accountability Lifecycle, in which
the responsible organisational staff (the Privacy Officer) need to find a cloud infrastructure provider
fulfilling a given set of security and privacy requirements. This is shown in Figure 4, in which we present
the interactions between the cloud and data protection roles for the accomplishment of the preventive
accountability mechanisms for this use case. Addressing the 2™ functional element of the lifecycle,
CardioMon decides to collaborate with DataSpacer and further investigate the necessary controls that
should be implemented by CardioMon in the Wearable Service or supported by DataSpacer in the cloud
environment setup to address the given privacy and security requirements. Thus, CardioMon performs
a risk and data protection assessment for that data that will be processed in a cloud. The analysis of
this assessment will guide CardioMon on whether and how to proceed with the development of the
relevant cloud service. Figure 4 shows that this step is, also, adopted by the Wearable Co at a later
stage to finally decide that CardioMon is the appropriate cloud provider to operate the Wearable Service
on behalf of this cloud customer.

The proper implementation of the accountability measures (functional element 3 of the Accountability
Lifecycle) implies that the Privacy Officer of CardioMon is responsible for defining the specific conditions,
under which the implementation of the business level operations of Table 1, involving the data being
listed in Table 2, can happen in an accountable manner. At this stage, the definition of the accountability
policies refers to the default way that the CardioMon operational service will process the selected set of
data being collected from all their cloud customers. When coming to the Wearable Co instance, a
separate agreement between CardioMon and Wearable Co may apply (see Figure 4), which overrides
the default one published by CardioMon and instantiates the defined accountability policies for the case
of the Wearable Co operational cloud service (the instance of the Wearable Service). In both cases, the
implementation of the accountability measures is concluded with the enforcement of the policies on the
CardioMon side and the IT Director of CardioMon is ultimately responsible for the correct enforcement
of these policies.
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Figure 4: The perspective of the Wearable Use Case for the implementation of preventive accountability
mechanisms

The perspective of the Analyse and Design Phase ends up with the deployment of the accountability
measures, implemented in the previous steps, including the configuration of the monitoring, detection
and auditing mechanism and the validation of these deployed mechanisms to the whole cloud service
supply chain (as part of the implementation of preventive mechanisms shown in Figure 4). At this point,
CardioMon collects the necessary account from the cloud service supply chain regarding the way that
accountability is effectively deployed in this chain, through specific processes and tools. Moreover,
CardioMon needs to verify that adequate data processing practices are in place by all cloud providers
to support the operation of the target cloud service. CardioMon is, then, accountable to the Wearable
Co for the proper accomplishment of this functional element 4 (a and b) of the lifecycle (being
implemented by the IT department of CardioMon) by delivering to the CEO of Wearable Co the
respective evidence of account, both by demonstrating the effectiveness of the deployed measures to
support the obligations of CardioMon (and the subsequent cloud providers in the supply chain), arising
from the regulations, the respective obligations (see Section 8.2) and identified privacy and security
requirements, and showcasing the results of the validation of the data processing practices.

Upon completion of the Analyse and Design Phase, CardioMon is ready to operate its cloud service
and, consequently, offer an instance of it to the Wearable Co. At this Operate Phase, the runtime
monitoring of the Wearable Service is used to log user level actions (i.e. submit personal data for
storage, request access to personal data previously collected, etc.), in order to gather evidence about
the adopted data processing practices and use this evidence to prove verification of these practices to
the collaborating cloud providers and customers for auditing purposes. As such, Figure 5 demonstrates
the detective accountability mechanisms of the Wearable use case, which are partially implemented in
this Operate Phase. In this phase, CardioMon, Map-on-Web and DataSpacer perform specific data
protection related tasks to serve the application layer functions of the Wearable customers (which can
be summarised as: providing personal data, through either their devices or the Web interface of the
Wearable service, and accessing these data on a case-by-case basis). These providers exploit the
deployed accountability measures to gather evidence (functional element 5 of the Accountability
Lifecycle) about the compliance with data stewardship policies. The process of gathering evidence is
materialised by the collection of various types of logs from the cloud environment. Depending on their
cloud service deployment model, CardioMon, Map-on-Web and DataSpacer may use different tools to
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generate logs from their inherent behaviour against the established accountability measures (such as
the accountability policies) and collect logs from the interaction with the cloud environment.

These logs are, further, processed to build evidence records, which are exploited by the cloud providers
to verify their data processing practices at runtime. These records are eventually used to detect incidents
and anomalies reflecting potential policy violations and data breaches by developing the appropriate
account for the attribution of failures (see functional element 4c of the Accountability Lifecycle).

The incident detection process is realised in the whole cloud service supply chain of the wearable use
case. Each cloud provider is responsible for detecting incidents happening in their regime of
responsibility or receiving requests and complaints about potential violation of the agreements. We
emphasise different types of incidents, which may refer to various interactions and data protection
control points spread across the Wearable service. The following Table 4 summarises the incidents,
which are considered in the specification of this use case.

Table 4: The incident types considered in the specification of the Wearable Use Case

N[o] Incident Type Description of the incident
The Wearable Co employee browses the list of registered wearable
1 Unauthorised Data | customers and requests to access the complete record of the personal
Access information of a customer, which is not allowed by the specified policy.
CardioMon raises a data access exception.
The agreed accountability policy between CardioMon and the Wearable
2 Inadequate Data | Co defines that the personaldatac ol | ect ed fr om t h
Retention / Deletion | must be deleted if being older than 6 months. However, a backup of the
CardioMon store is left.
The Wearable Co has agreed with CardioMon that only data centres in
3 Unauthorised Data | Europe are used for storing the personal data of the customers. A
Location sudden hardware failure in DataSpacer results in the CardioMon store
being moved to a third country location.
The Map-on-Web uses encrypted communication with CardioMon to
. access the personal information of the customers collected from their
Encryption " . _ X
4 o devices in order to generate the statistics per geographical area.
vulnerability o . : ; J
However, at a specific period of time this communication turns to be
unencrypted.
The Wearable Co employee performs too many requests to access the
. list of wearable customers and get their profile data. Although being an
Right to know vs. . . .
5 authorized party, the employee invokes the relevant service too many
Need to know : S L .
times, indicating an abuse of its right, hence a (probable) security
violation.
. The Wearable Customer requests the visualisation of statistical
Service . ; S .
6 S information, but the communication between CardioMon and Map-on-
unavailability .
Web is broken.

At any time of the operational phase of the Wearable Service, the Audit and Validate Phase can run in
parallel to the Operate Phase (and the other phases of the lifecycle), enabling cloud providers being
accountable to the other collaborating providers, the Wearable Co and the Data Protection Authorities
for verifying the declared data processing practices and demonstrating their compliance to the legal
framework and their organisational policies (functional element 6 of the Accountability Lifecycle). This
is achieved by allowing these actors access the auditing process of the cloud providers and generate
audit reports, which entail the evidence-based verification of the data processing practices for specific
accountability policy-based tasks.

Additionally, CardioMon must be able to showcase their data processing practices to the Wearable Co.
Finally, the wearable customers may take control over the disclosure of their wellbeing data in the cloud
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by tracking the data processing practices of CardioMon, and the subsequent practices of their third
parties, such as Map-on-Web and DataSpacer.
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Figure 5: The perspective of the Wearable Use Case for the implementation of the detective accountability
mechanisms

It has to be clarified that the verification of the data processing practices may refer to both internal and
external audits. For example, the IT Director of CardioMon may require an internal audit on the
supported data processing practices for the operation of the Wearable Service, while the CEO of the
Wearable Co is subject to performing frequent external audits on CardioMon to verify their compliance
to the agreed policies.

Moving to the Handle Exceptions Phase of the Accountability Lifecycle, the incidents detected in the
various points of the cloud service supply chain (as shown in Figure 5) have to be communicated to the
relevant stakeholders, according to the obligations arising from the legal framework and the
specifications of the accountability policies. Figure 6 shows the implementation of the corresponding
corrective mechanisms for the various actors in the wearable use case. As shown there, the parties
responsible for the detection of incidents are accountable to their collaborating actors (accountees) for
further implementing the respective remediation actions, ranging from simple notification reports on the
type of detected incident (as per functional element 7 of the Accountability Lifecycle) to the actual
redress and activation of controls (see functional element 8 of the Accountability Lifecycle) so that the
cloud service provision returns to a normal behaviour.

As shown in Figure 6, at any time of this phase, the cloud providers involved in the Wearable use case

have to adopt the functional elements of the Audit and Validate Phase. In that respect, the providers of

accountability (accountors) can effectively demonstrate their compliance with the accountability policies,

even in the case of an incident detection, while the cloud providers and customers receiving
accountability assurance (accountees) ¢ a n , at any ti me, reqguest verifica
processing practices by receiving relevant audit reports.!

The detailed instantiation of the accountability framework for this prototype of the Wearable use case is
performed in Section 4, based on the integration work described in Section 3.

1 For a detailed analysis of the concepts on accountor and accountee, please refer to [1].
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Figure 6: The perspective of the Wearable Use Case for the implementation of the corrective accountability
mechanisms

3 Integration of the A4Cloud Components
3.1 Instantiation of the Cloud Accountability Reference Architecture

This section presents the instantiation of the Cloud Accountability Reference Architecture (CARA), as it
has been described in WP:42 and Deliverable D42.3 [4]. More specifically, we focus on how CARA is
instantiated to explain the implementation of accountability across the wearable use case actors. In that
respect, it presents the adoption of the accountability support services and the respective accountability
artefacts from each actor of Table 3 and elaborates on the perspectives of the (preventive, detective
and corrective) phases of the accountability mechanisms, explaining the use of the relevant A4Cloud
tools.

For this version of the A4Cloud prototype, we focus on the tools that present a certain maturity level,
with respect to their current capability to interface with other A4Cloud tools and the components of the
Wearable Service, as a cloud-based application. Thus, currently, we can only use and demonstrate the
following accountability support services, artefacts and A4Cloud tools:

i Policy Definition and Compliance: this service enables the cloud providers and customers to define
and configure Accountability Policies, which are based on the functional, security and privacy
requirements of these actors and the development of policy terms in accordance to their legal,
normative or contractual Obligations. Contractual Obligations are used in this service to allow cloud
providers specify their Capabilities, in terms of their cloud service offerings, which take the form of
machine-readable contracts. Currently, the policy definition and compliance accountability support
service is realised through the use of:

- COAT for the selection of a compliant cloud service provider, based on its Capabilities.

- DPIAT for the impact assessment regarding the use of a specific cloud service provider to
process personal data. Impact assessment is based on the defined organisational and business
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operations, exhibiting certain functional, security and privacy requirements, and the resulting
Obligations.

- The machine-readable specification of the accountability policies, in the form of A-PPL, entailing
the personal data to be handled by the providers and the access and usage controls over this
data.

The policy definition and compliance accountability support service is based on a human readable
representation of the privacy policies, which is translated to A-PPL, as defined in D:43.2 [5]. The
presentation of the translation of human readable privacy policy to A-PPL is left for the final
prototype.

i Policy enforcement: this service involves the execution of the data processing practices, in
accordance to the policies defined in the previous step. The policy enforcement part engages the
use of A-PPLE as the enforcement engine to allow data processing operations.

i Collection & management of evidence: this service is realised through the use of the following
A4Cloud tools:

- A-PPLE, which generates logs with respect to actual decisions made in the policy enforcement
part.

- DTMT, which monitors the cloud environment networking part and generates logs with respect
to data transfers identified in it.

- AAS, which monitors the various layers in protocol stack of the cloud service delivery models
(SaaS, PaaS, laaS, etc.) and collects logs that may relate to potential security breaches or
policy violations.

During this accountability support service, the machine-generated logs collected by the above
mentioned A4Cloud tools are used to compile Evidence Records about the operation of the
Wearable Service by the involved cloud providers. This service also refers to the management of
logs within their full lifecycle, according to specific integrity, confidentiality and access control
requirements. At this stage of development, the evidence can only be built on the records produced
by AAS.

This evidence is, then, exploited to support the demonstration of compliance to established and
agreed data processing practices through the execution of (both internal and external) audits, using
the AAS Ul and the generation of Audit Reports, including evidence records and related objects
such as related logs and policies.

Both the compilation of Evidence Records and the support for internal and external audits, through
the relevant Audit Reports constitute the basis for the provision of the account, in order for the
actors in this wearable use case to be accountable for their operations to their collaborating actors
from Table 3. This will be, further, explained in Section 4.

i Notification: this service is partially supported in the first A4Cloud prototype by enabling the tools of
the previous accountability support service (hnamely A-PPLE, DTMT and AAS) raising incidents
about policy violations and security breaches. The incidents are communicated in the form of
Notification Reports, enumerating the types of the detected incidents and other information specific
to these incidents.

The Notification accountability support service will be completed in the final A4Cloud prototype and will
be linked to the Remediation service. Furthermore, the Data Subject Enablement service, which is
realised mainly by the use of DT, has not yet been integrated with the policy enforcement service and,
thus, it has been excluded from this first prototype.

Following the above description, the first A4Cloud prototype instantiates the toolkit, by focusing on the
support of the preventive and detective accountability mechanisms, along with the execution of the
functionalities of the Wearable Service, as they are presented in Table 1. In that respect, the actors
involved in the wearable use case exploit the A4Cloud tools as depicted in Table 5.

It is clarified that the whole timeline of the Wearable Service operation (starting from the development
of DataSpacer, the operation of Map-on-Web and CardioMon and the implementation and operation of
the cloud-based wearable use case on behalf of the Wearable Co) involves more accountability support
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services and tools to be consumed by the wearable service actors. However, for the sake of this
deliverable, we focus on the interactions described in this Table 5.

Table 5: The first instantiation of the A4Cloud Cloud Accountability Reference Architecture for the wearable use

case?

Wearable
Service Actor

Wearable No tool

Customer

A4Cloud Tool

support, but

realised through the
Wearable Service

Addressing
Accountability Support
Service

Policy Enforcement
(indirectly through giving
consent)

Involving Accountability
Artefact

Accountability Policies

COAT

Wearable Co

DPIAT

Any text editor to
manually edit A-PPL

Policy Definition and
Compliance

Capabilities of cloud
providers
Obligations

Capabilities of cloud
providers
Obligations

Accountability Policies

Manually created A-

policies
i Capabilities of cloud
COAT providers
i Obligations
Policy Definition and i Capabilities of cloud
DPIAT Compliance providers

Obligations

Accountability Policies

PPL
CardioMon A-PPLE Policy Enforcement Accountability Policies
A-PPLE Machine-generated logs
Collection & management | I Machine-generated
AAS of evidence logs
1 Evidence Records
1 Audit Reports
A-PPLE oy . g .
Notification Notification Reports
AAS
Manually created A- Policy Definition and o -
PPL Compliance Accountability Policies
A-PPLE Policy Enforcement Accountability Policies
Map-on-Web A-PPLE Machine-generated logs
Collection & management | | Machine-generated
AAS of evidence logs
1 Evidence Records
1 Audit Reports

2In the Collection & management of evidence accountability support service, the A4Cloud tools integrate
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The actual use of the tools and the production of the accountability artefacts in the context of the
accountability support services for the wearable use case will be presented in Section 4.

3.2 Physical Deployment of the A4Cloud First Prototype

The first prototype of the instantiated A4Cloud toolkit for the wearable use case has been deployed,
following the steps provided in this section. This step-by-step analysis of the physical deployment is
useful to understand the required deployment procedures, during the different phases of the
accountability lifecycle for each provider. Although the physical deployment of the A4Cloud instantiation
for the wearable use case prototype may include more components in the end, for the time being and
for this section, we only focus on the use of DTMT, AAS and A-PPLE. It must be noted that the A4Cloud
tools for the policy definition and compliance service (namely COAT, DPIAT and AcclLab), are not
depicted in this section, since they are used only once and as offline tools, during the analyse and
Design Phase. On top of that they are manually configured to operate for the wearable use case, as it
will be explained in Section 4.

DataSpacer is the laaS provider, which deploys the cloud infrastructure. The physical deployment
consists of an OpenStack [6] installation and for the project purposes it is being hosted at ATC premises.
This installation uses the ninth release of OpenStack, which is called Icehouse [7]. The installation has
been based on the three-node OpenStack architecture configuration [8], in which we have set up a
Controller Node, a Network Node and two Compute Nodes. The Controller Node represents the heart
of the OpenStack environment and controls the storage volumes for storing data in this infrastructure.
DataSpacer manages the Controller Node and any other cloud service, through the OpenStack
Dashboard. Any other service provider, like CardioMon and Map-on-Web use the OpenStack
Dashboard with their own tenant account to manage the cloud infrastructure resources allocated to their
VMs. The Network Node handles all the interconnection of the various Virtual Machines within the
OpenStack installation environment and with the outside world.

Additionally, DataSpacer configures two Compute Nodes, each one simulating a distinct geographic
zone, and each one capable of hosting tenant virtual machines (VMs) or instances. In the DataSpacer
case, Compute Node 1 embodies the data centres physically located in the territory of Europe, while
Compute Node 2 embodies the data centres physically located in the territory of USA. Finally, a storage
volume is provided by DataSpacer, which can be potentially attached to the VMs, either in Compute
Node 1 or 2.

From an accountability perspective, the deployment of the A4Cloud tools in the DataSpacer area of
responsibility is important. For that reason, we emphasise on the DataSpacer architecture and the role
of the Controller Node and the two Compute Nodes. In this architecture, the responsible IT Admin of
DataSpacer deploys the relevant A4Cloud tools, namely DTMT and AAS. This is shown in Figure 7.
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Figure 7: The deployment of the A4Cloud tools in DataSpacer

The Controller Node hosts DTMT to collect logs about data transfers happening within the DataSpacer
environment, as they are captured on this node. DTMT embeds a TL instance, which is used to log any
actions related to data transfers. Furthermore, the core version of AAS is deployed in the Controller
Node to provide the processing of logs collected from the laaS layers of DataSpacer. These logs are
collected through the AAS clients, which are deployed in each Compute Node. DataSpacer maintains a
central Evidence Store, operated by AAS Core, which uses a TL instance for secure and encrypted
storage of the DataSpacer evidence records. The latter are invoked in case that an external or internal
audit is requested through the Ul of AAS Core.

Based on this infrastructure and deployment, DataSpacer allocates cloud resources to Map-on-Web
and CardioMon to host their SaaS offerings and provide cloud services to their potential customers. In
the wearable use case, we assume that both Map-on-Web and CardioMon select to use the data centres
in Europe. So, DataSpacer allocates the requested resources from Compute Node 1 in the form of VMs.
Both Virtual Machine 1 and Virtual Machine 2, which will eventually host the Map-on-Web and
CardioMon respectively, are running a 64 bit Ubuntu Operating System version 14.04 [9].

Within each VM (1 and 2), the relevant Saa$S cloud provider will have to deploy their own accountability
tools. Of particular interest for this case is the deployment of the policy enforcement tool (A-PPLE) and
AAS. Figure 8 shows how Map-on-Web complements the view presented in Figure 7, when this cloud
provider enters into the picture and has to analyse personal data for any purpose. As it can be seen
there, Map-on-Web deploys an instance of A-PPLE to enforce policy rules on the Pl processed by the
Map-on-Web service. Any action happening in A-PPLE is logged in the TL. The latter, then, enables a
client of the AAS in this provider collecting these logs and transforms them to evidence records. Map-
on-Web maintains its own evidence store for facilitating audits on the evidences gathered within the
area of responsibility of Map-on-Web.
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Figure 8: The deployment of the A4Cloud tools for the collaboration of DataSpacer with Map-on-Web

Following the same approach, CardioMon reserves its own cloud resources through a dedicated VM in
Compute Node 1 of DataSpacer and deploys the respective A4Cloud tools. Figure 9 demonstrates the
deployment of the cloud environment and the A4Cloud tools for the wearable use case. As it can be
seen there, similarly to Map-on-Web, CardioMon creates its own instances of the A4Cloud tools. Within
each VM, each cloud provider maintains its own log collection flow (captured with the orange highlighted
arrows of Figure 9), using the following components:

i The TL instance embedded to the A-PPLE instance, which is used for the encrypted storage of the
logs created by this A-PPLE instance (logs related to the access and usage of PII, following the
underlying policy rules).

i The AAS client, which is used to collect the logs of the TL and transform them to evidence records,
before they are maintained in the Evidence Store instance. The AAS client is, also, used to collect
the logs from the cloud layers of VM 1 or 2 for Map-on-Web or CardioMon, respectively.

i Indirectly, the DTMT, which forwards any data transfer logs (maintained in the TL instance of
DataSpacer) as a potential data transfer violation alert (green arrows in Figure 9) and this is,
subsequently, logged by the TL instance of A-PPLE and the AAS client.
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Figure 9: The physical deployment of the A4Cloud tools for the complete cloud service supply chain of the wearable
use case

Apart from logging and evidence storage purposes, as mentioned above, Figure 9, also, shows the
interactions between the tools in case of generating alerts for the purpose of potential violations. Thus,
green arrows reflect the communication of DTMT with the configured A-PPLE instances in cases of data
transfer incidents. An example is shown with the red arrows in Figure 9. As shown there, we assume
that the storage volume provided by DataSpacer is, initially, allocated to VM1 and 2, both belonging to
Compute Node 1 and physically located in Europe. Due to some reason, this storage volume, which can
maintain the data created within the VM 1 and/or 2, is detached from Compute Node 1 and is attached
to Compute Node 2, which physically located in USA. This can potentially raise a data transfer exception,
in case that the accountability policy specifies that data collected and processed by CardioMon, for
instance, should be maintained in Europe. In this respect, DTMT should log this transfer action on their
own TL instance in DataSpacer and inform the A-PPLE instance of CardioMon, as reflected by the green
arrow.

Another type of tool interactions arises from the incident types shown in Table 4. In that respect, some
types of incidents (namely 2, 4, 5 and 6) are discovered by the AAS client of CardioMon, should be
stored in the relevant instance of Evidence Store and be analysed by the respective AAS Core of
CardioMon, which is responsible for raising an alert to the A-PPLE instance of CardioMon about the
type of detected violation.

3.3 Guidelines for Use Case Developers
This section is dedicated to the developers that want to build their own use case, based on the

accountability framework. We use as an example the steps we have followed (or need to follow) in order
to set up the necessary environment and prepare the use case development for the wearable use case.
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The example is provided in the form of guidelines for the potential use case developers. The
presentation of this section is elaborated from the perspective of the accountability support services
(see Table 5), which implement specific functional elements of the accountability lifecycle, as it was
described in Figure 3.

It must be noted that this section facilitates architectural specifications for the potential use case
developers and aims to go beyond the work done for the first prototype. In this sense, it extends the
accountability support services presented in Section 3.1 and tries to cover the specifications of the whole
Accountability Lifecycle.

3.3.1 Policy Definition and Compliance

In the policy definition and compliance service, the relevant cloud provider or customer SMEs use COAT
in order to assess the Capabilities of the available cloud providers and select a cloud service (or service
supply chain) to work with. This is the case of the Wearable Co, which is assisted in the selection of
CardioMon for hosting and running the Wearable Service. As shown in Figure 10, the Wearable Co
defines the business operations that need to be supported (such as the ones presented in Table 1) and
lists the arising functional, security and privacy requirements in the form of Obligations. The latter involve
the contractual bindings of the collaborating parties, the restrictions introduced by the legal framework
for the support of the business operations and the ethical sense to support accountability in order to
deliver these business operations in a secure and privacy enabled manner, through the cloud
environment.
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Figure 10: The process of the Wearable Co to use COAT in order to select CardioMon

Figure 10 reflects that the Privacy Officer of the Wearable Co uses COAT in order to match their
requirements for the development of the Wearable Service with the Capabilities of CardioMon. By
following COAT, the Privacy Officer of the Wearable Co can assess the capabilities of CardioMon and
select this provider as the cloud operator of the Wearable Service. By settling down this decision, an
additional step is executed. The Privacy Officer of the Wearable Co needs to assess the impact of
selecting CardioMon for processing personal data collected from the Wearable Service in this cloud
environment. This process, which is presented in Figure 11, involves the analysis of the implications of
the data processing requirements for the specific business operations held in the selected cloud setting.
By successfully completing this step, the respective policy editor has performed all the necessary
compliance checks to start developing the accountability policies.
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Figure 11: The process of the Wearable Co to use COAT in order to select CardioMon

The policy definition part starts with the specification of the privacy policy. This policy is derived by a
Privacy Officer and takes the form of a legal document, which has to be enforced by an ICT tool (the A-
PPL Engine in our case). We take as an example the case of CardioMon. The Privacy Officer of
CardioMon elaborates on the CardioMon obligations and the business operations (functionalities) of the
cloud service that has to provide. These will determine the rules of the lawyer readable privacy policy.
In order for this policy to be enforced, along with the cloud service, the lawyer readable privacy policy
will be translated to a machine readable accountability policy (in A-PPL format).

The process for delivering the machine readable accountability policy is presented in Figure 12. As
shown there, the Privacy Officer of CardioMon can select two alternative flows. The first flow involves
this actor to use a tool so that to express the lawyer readable privacy policy to the requirements of a
Privacy Level Agreement (PLA) and the tool (PLAT?) to translate this PLA to an A-PPL accountability
policy. As an alternative, the Privacy Officer can appoint a policy expert to translate the lawyer readable
privacy policy to the intermediate AAL policy and, then, the expert uses AccLab to come up with the A-
PPL and check the compliance of this policy with the defined data handling practices. In both cases, the
outcome is a set of accountability policies in A-PPL format, which describe the policy targets (the PII)
and the access and usage control rules, such as rules on data access, data retention and deletion and
data transfer.

When this privacy policy is agreed with the Privacy Officer of the Wearable Co at a later stage, in order
for the CardioMon cloud service to operate the Wearable Service, the rules and restrictions of this policy
should be presented to the wearable customers in a user friendly manner, thus this policy to be human
readable.

3 PLAT will be introduced in the next version of the Accountability Reference Architecture (see work in
WP42). The scope of this tool is to enable the semi-automatic translation of PLA statements to machine
readable A-PPL rules.
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Figure 12: The alternative flows for the generation of the machine readable accountability policies

A step prior to the actual enforcement is the deployment of the relevant tools in the territories of each
cloud provider. The deployment process for an instance of an A4Cloud tool does not differ among the
cloud providers of the wearable use case, but it follows the same steps and it happens in different a
timeline. As such and following the timeline realised from the storyboard of this use case (see Section
2.1), the deployment of the tools in the various cloud providers is evolved, as explained in the following
lines.

Deployment of DataSpacer:

Deployment of DTMT at the Controller Node of DataSpacer

DataSpacer is running the cloud OS listed in Section 3.2 (three-node architecture of the Icehouse
version of OpenStack) and needs to deploy an instance of DTMT on their Controller Node.

The IT Admin of DataSpacer should follow the instructions of [15] to deploy an instance of DTMT in the
Controller Node of DataSpacer.

In order to test the proper deployment of DTMT to capture data transfers happening within DataSpacer,
the IT Admin attaches a storage volume to Compute Node 1 and then detaches it from this node and
attaches the volume to Compute Node 2 (this is reflected in Section 3.2 and Figure 9).

Deployment of AAS to DataSpacer:

The IT Admin of DataSpacer should follow the instructions in [16] to deploy an instance of AAS in the
Controller Node of DataSpacer. As shown in Figure 9, DataSpacer configures two AAS client instances,
which monitor the respective Compute Nodes 1 and 2 respectively to collect evidence about the
processing of data along the cloud layers of DataSpacer.

Deployment of Map-on-Web:
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The Map-on-Web service is installed in a VM created at DataSpacer for the exclusive use of this cloud
Saa$S provider. This VM is allocated a dual core CPU and 2 GB of RAM. The VM operates a 64 bit
Ubuntu OS version 14.04 and runs Apache HTTP server 2.4 [10] and Apache Tomcat server 7 [11].

As shown in Figure 9, this VM hosts an instance of A-PPLE and an instance of AAS.
Deployment of A-PPLE to Map-on-Web:

The IT Admin of Map-on-Web deploys A-PPLE in the VM of Map-on-Web, based on the instructions
provided in [5].

After completing the steps listed in the A-PPLE ReadMe file, A-PPLE is considered to have successfully
been deployed in the VM of Map-on-Web. A final step involves the communication of the IT Admins of
Map-on-Web and DataSpacer to configure DTMT of DataSpacer, so that it points to the A-PPLE
instance of Map-on-Web, in case that a relevant policy rule about data transfers with reference to Map-
on-Web happens.

Deployment of AAS in Map-on-Web:

The IT Admin of Map-on-Web should follow the instructions in [16] to deploy an instance of AAS in the
VM of Map-on-Web.

As shown in Figure 9, Map-on-Web configures AAS client instance, which is used to monitor the actions
happening on the potential log sources in this VM. Thus, AAS client is used to monitor and collect
evidence about the processing of data along the cloud layers of Map-on-Web, as well as to monitor the
actions logged from the A-PPLE of Map-on-Web and translate them to evidence records.

Deployment of TL in Map-on-Web

In order to facilitate both encrypted and secure log storage and communication, TL is deployed by the
IT Admin of Map-on-Web*.

Deployment of CardioMon:

The CardioMon cloud operation for the Wearable Service is installed in a VM created at DataSpacer for
the exclusive use of this cloud SaaS provider. As in the case of Map-on-Web, this VM is allocated a
dual core CPU and 2 GB of RAM. The VM, again, operates a 64 bit Ubuntu OS version 14.04 and runs
Apache HTTP server 2.4 and Apache Tomcat server 7. As shown in Figure 9, this VM hosts an instance
of A-PPLE and an instance of AAS.

Deployment of A-PPLE in CardioMon:
The IT Admin of CardioMon follows the same instructions as the ones for Map-on-Web.

A final step involves the communication of the IT Admins of CardioMon and DataSpacer to configure
DTMT of DataSpacer, so that it points to the A-PPLE instance of CardioMon, in case that a relevant
policy rule about data transfers with reference to CardioMon happens.

Deployment of AAS in CardioMon:

The IT Admin of CardioMon follows the same instructions as the ones for Map-on-Web. As shown in
Figure 9, CardioMon configures an AAS client instance, which is used to monitor the actions happening
on the potential log sources in this VM. Thus, the AAS client is used i) to monitor and collect evidence
about the processing of data along the cloud layers of CardioMon, and ii) to monitor the actions logged
from the A-PPLE of CardioMon and translate them to evidence records.

Deployment of TL in CardioMon

In order to facilitate both encrypted and secure log storage and communication, the IT Admin of
CardioMon deploys TL, as per the instructions followed by the IT Admin of Map-on-Web.

4 In order to test the deployment of TL, the IT Admin of Map-on-Web uses a Secure Shell (SSH) client
(like PUTTY [14]) to create three instances and run the indicating shells, namely sender.sh, recipient.sh
and demo.sh. Running the latter, the IT Admin successfully sees the logs, giving the correct output in
the first two parts.
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3.3.2 Policy Enforcement

During the policy enforcement accountability support service, the accountability policies are enforced in
A-PPLE and the associated A4Cloud tools are configured, based on the policy rules. The enforcement
is triggered by the CardioMon IT Administrator, who is responsible for the deployment of the necessary
A4Cloud tools in the territory of CardioMon. As per Table 5 and Figure 9, these tools include A-PPLE
and AAS, which embed TL for the secure an encrypted storage of logs. For this reason, the process
that is depicted in Figure 13 is followed. In this figure, the IT Admin of CardioMon enforces the A-PPL
accountability policy, as it was derived from the flow of Figure 12, into the A-PPLE instance of
CardioMon. The rules of this policy have to be distributed to all the involved tools of CardioMon and the
respective tools of both Map-on-Web and DataSpacer.
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Figure 13: The process for the enforcement of the policy rules in the various actors of the wearable use case
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