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Cloud Computing

A €& e n abmuitous, gonvenient, on-demand
network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly
provisioned and released with minimal management
effort or service provideri nt er acti ono

Mell, P. and Grance, T. (2009) A NIST Definition of Cloud Computing,
National Institute of Standards and Technology, NIST SP 800-145,
http://www.nist.gov/itl/cloud/upload/cloud-def-v15.pdf




Q Cloud Computing

A very significant shift in the ICT landscape

A Of the same magnitude as shifts from mainframe to
client-server, to PC, to www, to web2.0 and to mobile!

Transformational for all actors in the ICT value chain

A Infrastructure as a Service - Capex to Opex, $$$ not
required!

A Platforms as a Service i innovation eco-systems from
micro to macro scale!

A Applications as a Service i a huge choice of apps with
no IT department in the way!




m Cloud is complex

A Shared resources

A Multi-tenanted clouds

A One-to-many relationships

A Complex value chains

A Global markets

A Dynamic and changing

A New technologies

A New business models

A = A complex ecosystem of distributed online services
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Topic: Cloud @ Discover Follow via: =)

One year on, has the G-Cloud
project really changed the way the
government buys I'T?

Summary: Cloud buying is simpler, quicker, cheaper, says the UK government - but there's still

=l

a long way to go until the model becomes the norm.

@ By Steve Ranger | February 19, 2013 -- 17:30 GMT

‘1 . W Follow @steveranger

G-Cloud: A hit or miss?

While the CloudStore has been up and running for a year, s o far spending
has actually been limited I there have only been 200 purchases of IT
services through the  CloudStore , totalling a mere £6m, of which 61
percent (more than £4.6m) has been with SMEs. However, the
CloudStore's  total is dwarfed by overall government IT spending,

which is around £16bn per year d meaning 0.04 percent of all
government tech purchasing is carried out through the store

G-Cloud programme director Denise McDonagh said the move to
purchasing IT services as a commodity requires a culture shift for

the public sector that won't happen overnight
http://www.zdnet.com/uk/cloud-buyingis-simplerquickercheapersaysuk-government7000011506/



http://www.zdnet.com/g-cloud-app-store-gives-small-businesses-a-lift-3040095082/
http://www.zdnet.com/uk/cloud-buying-is-simpler-quicker-cheaper-says-uk-government-7000011506/

CLOUD
né%?chTTAB'“W Top threats to cloud computing

12
¢

1.Data Breaches

Top Threats Working Group

2.Data Loss The Notorious Nine

Cloud Computing Top Threats in 2013

3.Account Hijacking
4.Insecure APIs

5.Denial of Service
6.Malicious Insiders
/.Abuse of Cloud Services
8.Insufficient Due Diligence

9.Shared Technology Issues

This project is partly funded fr om t hBrogimmeo(fP&/2007-2C18)mmder grant agreedment 1®e3l 7E50 {A4CLOUDY. me wo r K



Cloud Computing, Data & Trust

Data moves to the cloud
Reduced transparency
Less control

Concerns over security, integrity, privacy
New risks and vulnerabilities

YFirms reluctant
boundaries into the cloud

Y Individuals have concerns over privacy, lack of control

Cloud
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The project focusesn accountabilityas the
most critical prerequisite for effective
governance and control of corporate and
private data processed by clotdmhsed IT
services.

It aimsto assist holding cloud (and other)
service providers accountable for how

they manageersonal, sensitive and
confidential informationWAy (0 R&® O
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A4Cloud aims
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Governance
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Address major perceived barriers to trustworthy
clouddased services

Develop techniques for improved trustworthiness of
cloud ecosystems as prerequisite for accountability

Support users in deciding and tracking how their data
is used by Cloud Service Providers

Extend accountability across cloud service
value chains
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Conceptual Definition of Accountability

Applicable across different domains and Concerned about governance:
capturing a shared multidisciplinary processes which devise ways of
understanding achieving accountability

s WoOrking Definition of Accountability

AAccountability consists of defining governance to comply in a
responsible manner with internal and external criteria, ensuring
implementation of appropriate actions, explaining and justifying
those actions and remedying any failure to act properly.

—

Responsible and proactive (explaining, Compliance with respect to internal and
justifying, remedying) delivery of actions external criteria
\to appropriate external entities

This project is partly funded fr om t hBrogiammeo(ffP&/2007-2C18)mmder grant agreément D31 7650 {A4CLOWDY. me wo r k




Scope

This project is partly funded fr om t hPBrogammeo(ffPg/2007-2CL8)mmder grant agreement IHe3L7E50 (A4CLOWDY. me wo r k

. Thefocus of the Cloud Accountability Project is accountability under data
protection laws for personal data processed in cloud service provision
ecosystems.

. Wewill consider accountability obligations owed by cloud service providers,
andorganisationghat use cloud services, to data subjects and data
protection regulators. Accountability of individuals in a private context is
excluded, although accountability of service providers for the actions (or
inactions) of their employees is in scope.

. Wewill also consider how our proposed accountability mechanisms might
apply to certain types of confidential information that do not involve
personal data.

. Governmentsurveillance, including government acquisition of data from
cloud service providers, is outside the scope of this project, except where it
relates specifically to a data protection law accountability mechanism.
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Accountability for Data in the Cloud Contextualising accountability for data ]

governance in cloud ecosystems

ma \VOrking Definition of Accountability Personal and/or confidential l
data

AAccountability for an organisation consists of acceptinw
responsibility for the stewardship of personal and/or confidential
data with which it is entrusted in a cloud environment, for
processing, sharing, storing and otherwise using the data
according to contractual and legal requirements from the time it
is collected until when the data is destroyed (including onward
transfer to and from third parties).

Alt involves committing to legal and ethical obligations, policies,
procedures and mechanisms, explaining and demonstrating
ethical implementation to internal and external stakeholders and
remedying any failure to act properly.

—\ ——\

[Ethical aspects of accountability ]gfa{ Deploying mechanisms and
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From accountability to being accountable

A Operationalise the accountability definitions

A Capture different abstraction levels of accountability
A Identify attributes contributing towards accountability
A Characterize accountable organisations

A Identify elements of accountability practices

A Enable accountability practices

This project is partly funded fr om t hBrogiammeo(ffP&/2007-2C18)mmder grant agreément D31 7650 {A4CLOWDY. me wo r k
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Accountability

This project is partly funded fro



of accountable <
organisations

what orgs must
do to be <
accountable

Technical &
non technical<
support

Y4

Y4

Accountability ]

Attributes ]

abstract

Practices

J

Tools

Mechanisms &

concrete




CLOUD
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Observability: A property of an object, process or system which describes
how well the internal actions of the system can be described by observing
the external outputs of the system

Verifiability: A property of an object, process or system that its behaviour can
be verified against a set of requirements

Attributability: A property of an observation that discloses or can be
assigned to actions of a particular actor (or system element)

Transparency: The property of an accountable system that it is capable of
Angiving accounto of, or providing vi
governing rules and commitments

Responsibility: The state of being assigned to take action to ensure
conformity to a particular set of policies or rules

Liability: The state of being liable (legally responsible)

This project is partly funded fr om t hPBrog&ammeo(ffP&/2007-2C18)mmder grant agreedment 1He3L 750 {A4CLEBWDY. me wo r k
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Defining central behaviour of an organisation adopting an
accountability-based approach

Defining governance to responsibly comply with internal and external

criteria, particularly relating to treatment of personal data and
confidential data

Ensuring implementation of appropriate actions (including
procedural mechanisms to ensure these policies get rolled out)

which might include some technology in the form of decision support
systems and risk assessment

Explaining and justifying those actions - demonstrating regulatory

compliance, that stakehol dersodo ex
organizational policies have been followed

Remedying any failure to act properly

This project is partly funded fr om t hBrogiammeo(ffP&/2007-2C18)mmder grant agreément D31 7650 {A4CLOWDY. me wo r k
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o and Tools

Accountability Mechanisms and Tools | ™\
P Diverse accountability
technical mechanisms and tools that
mechanisms support accountability
practices, that is, accountability
standards .
1 practices use them P
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S Putting it all together

Providers
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Regulators

[ Inter-disciplinary co-design }
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Questions?



