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C-6.1: Risk and trust models for accountability in the cloud

Executive Summary

Adequate trust and risk management are fundamental for governance in the cloud. Data controllers,
processors, or more generally cloud customers must be aware of specific risks for business confidential,
personal and other kinds of sensitive data subject to regulatory restrictions when using cloud services.

In this deliverable we describe the progress in defining a representation of trust and risk for cloud service
chains. We build on existing methodologies to create a high level approach to define risk in terms of the
actors involved in a cloud service chain, possibly combining Software as a Service (SaaS), Platform as
a Service (PaaS) and Infrastructure as a Service (laaS), their responsibilities, obligations, and other
accountability attributes, to finally determine how the trust assigned to each link in the chain will influence
risk assessments.

We reviewed extensively risk analysis methodologies, guidelines, models and standards to identify the
gaps they have when applied to cloud computing, under the perspective of accountability. We propose
a broad approach covering all risk categories mentioned in the literature, very close to the enumeration
proposed by ENISA(ENISA, 2009).

Establishing a level of trust about a cloud service is dependent on the degree of control an organization
is able to exert on the provider to provision
data and applications, and also the evidence provided about the effectiveness of those controls. The
majority of cloud computing agreements are offered in standard form, often drawn on traditional
outsourcing or technology licensing models, but those types of agreements may not cover the particular
risks associated with cloud computing. We provide an analysis of the impact of risks to the conclusion
of cloud contracts, and how risk allocation affects the reliability of contracts as effective trust
mechanisms - in particular, the security obligations allocated to data controllers -and data processors-
established under the Data Protection Directive aim at mitigating risks, given that both entities are
obliged to adopt "appropriate security measures" depending on the nature of processing.

Trust also greatly influences the adoption of cloud services, shifting the cloud market. It is necessary to
understand how social behaviour of (potential) cloud consumers will affect their choice to make use of
cloud services. Aiming to integrate both the computer and social science perspectives on trust we
investigate the social economic impact of changing roles, responsibilities and risks due to the use of
cloud services by the different cloud consumers, ast r u st is shaped by the
risk in cloud providers and their services. We depicted different perspectives on trust, in particular on
how to make it measurable via the notion of reputation and other important elements for a risk and trust
model. The deliverable also elaborates on the understanding of the relationships among accountability,
risk, and trust and how this enables accountability governance. We present an analysis of stakeholder
feedback (from the B2 i Stakeholder Elicitation workshop dedicated to risks)

We created an abstract meta-model for cloud ecosystems, to which we mapped the A4Cloud conceptual
framework of the work package C2. From this we can instantiate specific cloud service chains, following
a structured approach in order to determine the trust and risk levels. In this deliverable, we set up the
basis for modelling trust relationships and for enumerating risks in cloud ecosystems that will be the
starting point for the privacy impact assessments. We also investigated how continuous risk monitoring
of cloud services can be performed in an accountable and trustworthy setting, by creating a generic
analytical model to understand how concrete events about the service operations, security and privacy
will influence the risk and reputation levels for a given service composition. We confirmed the fitness of
the model using numerical analysis using Monte Carlo simulations.
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1 Introduction

Cloud security requirements reflect intrinsic security problems not seen in regular IT security scenarios.
Current risk assessment methods are not tailored to cloud computing: the lack of transparency on how
cloud service ecosystems are composed prevents the seamless application of traditional methodologies
and standards. While the future internet creates new business opportunities it also creates a variety of
new risks as connectivity and the multi-domain created by trust and organizational boundaries
increases. Because of its setup, cloud computing creates several types of technical, organizational and
regul at or yeson chogkgp | e x i t

The typical risk management lifecycle involves risk assessment, setting policies to mitigate these risks,
implementing controls and running systems in accordance with these controls, and monitoring and
auditing to ensure risks are mitigated.

Nowadays, the state of the art does not tackle new, emerging aspects related to cloud and

accountability. Uncert ai nty about cl| oud sm@acticesars ungertaintyialtbetr s 6

beh

the cloud services offered can ies$. fA® lighlightel m  Silva,c o ns u me

Westphall, Mattos, & Santos, n.d.) major difficulties regarding risk analysis in cloud computing stem
from the lack of clarity about the involved agents and their respective responsibilities in the risk
management processes.

For example, moving to cloud will remove control and flexibility from service users, so that better risk
planning must be achieved prior to contract negotiation and service initiation. In this report, we provide
an initial socio-economic analysis of the notions of risk in cloud ecosystems, looking at the interaction
between (perceived) risks and the cloud ecosystem. Exploring these notions will provide an
understandingofst akehol der s6 behaviour with regard to

As IT functions are spread across the cloud, companies will need not only event monitoring systems
that cross cloud boundaries, but also assurance systems that demonstrate that each service provider is
enforcing their required policies and that the combination adequately manages risk. These objectives
are to be achieved by the A4Cloud project as a whole; however the missing link among them is a
common model to allow assessing risk based on some trust assumptions and how to use such
representations to derive contracts, policies and controls that will enable accountability. In this report we
describe how we can build machine-readable models to allow for an accountability-based approach for
risk and trust management for the cloud. In order to understand the objectives of this work, we introduce
briefly the terminology, the cloud scenarios where risk analysis is needed, and the relationship of the
risk and trust models to other parts of the A4Cloud project.

1.1 Terms and Definitions

Throughout this document the following terms are defined according to the A4Cloud glossary, which
describes common terms used along the A4Cloud project, and the EC ICT Work Programme 2011-12.
In this section, we list the terms that are relevant to this deliverable and define others that are included
in the A4Cloud glossary?.

1 Risk Is a measure of the extent to which an entity is threatened by a potential circumstance or
event, and typically a function of 1) the adverse impacts that would arise if the circumstance or
event occurs; and 2) the likelihood of occurrence.

1 Risk analysis is the systematic use of information to identify sources and estimate risk.

9 Trust: Trust (or, symmetrically, distrust) is a particular level of the subjective probability with
which an agent assesses that another agent or group of agents will perform a particular action,
both before he can monitor such action (or independently of his capacity ever to be able to
monitor it) and in a context in which it affects his own action.

1 http://www.a4cloud.eu/lexicon/glossary/letter a
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1 Trustworthiness is defined as: The attribute of a person or enterprise that provides confidence
to others of the qualifications, capabilities, and reliability of that entity to perform specific tasks
and fulfil assigned responsibilities.

ARi sk in the modern world is confronted and dealt wit
to our fast, instinctive and intuitive reactions to danger. Risk as analysis brings logic, reason and

scientific deliberation to bear on hazard management. When our ancient instinct and our modern

scientific analyses clash, we become painfully aware of a third reality i r i sk as (Rlowit,i ti cs. 0
Finucane, Peters, & MacGregor, 2004). The literature brings further definitions for risk:

AiRi sk, in general, means t he p(Rousseau, Bitkid, Bptr&Chraeker, | i ty of
1998)
ARi sk is a measure of probabi(Ldwtance, &976). severity of adyv

An essential element of risk management is risk analysis, for which an analytical definition is the
following: risk analysis is an estimation of the occurrence of events, their possible consequences, their
causes, and existing and/or planned countermeasures and mitigations. Risks are related to uncertainty,
which is expressed as a probability P that is associated to a given event. The information used to assess
a probability P associated with an event A is a base of knowledge K. The conditional probability P(A|K)
expresses the probability of occurrence of event A given K, and the conditional probability P(B|A,K)
expresses the probability of occurrence of consequence B given A and K. Note that knowledge base K
is full of assumptions and uncertainties.

Ri sk analysis is defined as fian attempt to envision h
or inaction is takeno (Kaplan and Garrick 1981). Thre

1 A scenario s; (i.e., What can go wrong?)
1 The probability p; of s (i.e., the probability that the scenario is realized)
I The consequence X; of s;

Hence, the risk R is a set of triplets that answers three questions (i.e., R={<s;, pi, x> } , i =1) 2, é,
for N scenarios (i.e., N represents the number of all possible scenarios) (Kaplan and Garrick 1981). This
definition focuses on a single risk. However, risk analysis should end up with a set of N risks, where
hopefully N is the number of all risks.

From (Landoll, 2011), we take some key terms and definitions:
I Asset - Resource, data, or other item of value to the organization
1 Threat - A threat is an undesired event that may result in the loss, disclosure, or damage to an
organizational asset
1 Vulnerability - A vulnerability is a flaw or oversight in an existing control that may possibly allow
a threat agent to exploit it to gain unauthorized access to organizational assets

The next sections of the document discuss in depth the concepts of trust and its implications to
accountability from a security and privacy perspective.

1.2 Generic Scenarios

Here we present the generic scenarios considered in this WP that illustrate the problem of concern
within concrete contexts thus giving a rationale behind the requirements in the next section.

1.2.1 Scenario la: Enterprise moving to Cloud

In this scenario an Enterprise would like to move part of its business process to the cloud thus improving
the connectivity with their customers (Figure 1). However, such a drastic change apart from
opportunities presents a number of risks (e.g. see Section 6.4). If the Enterprise is the data controller
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this move will lead to compliance challenges as whatever happens with the personal data in the cloud
service provision chain, the data controller is liable according to the EU Data Protection regulation.

Thus, before switching to the new business model the Enterprise has to do a thorough risk assessment
of the different cloud deployment models (Private, Public, Community, or Hybrid) and different CSPs.
The decision then will be made balancing the business opportunities versus risks.

1.2.2 Scenario 1lb: Enterprise reassessing subcontracting risks

Over time the risk landscape provided by the initial risk assessment changes. This may be due to change
in the cloud ecosystem (e.g. new subcontractor, new software installation) as well as the environment
(e.g. discovery of new hypervisor vulnerabilities, new regulations). In order to have an up-to-date risk
landscape the Enterprise has to continuously monitor these risks and revaluate its decisions if necessary
(e.g. switch to a more secure CSP or implement additional controls).
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1.2.3 Scenario 2a: CSP subcontracting another CSP

In this scenario CSP A acting as a data processor decides to subcontract another CSP B and outsource
part of the provision, e.g. infrastructure (Figure 2). However, if the binding agreements are in place
between the Enterprise and CSP A regarding the security guarantees in case of a security incident CSP

A wi | | be | iable even i f the incident is a subcontrac

this change CSP A has to perform a thorough risk assessment of the different cloud deployment models
and different subcontractors. The decision then will be made balancing the business opportunities
versus risks.

1.2.4 Scenario 2b: CSP reassessing subcontracting risks

Over time the risk landscape provided by the initial risk assessment changes. In order to have an up-to-
date risk landscape CSP A has to continuously monitor these risks and revaluate its decisions if
necessary (e.g. switch to a more secure subcontractor or implement additional controls).
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1.2.5 Scenario 3a: Cloud broker subcontracting a CSP

In this scenario an Enterprise would like to move part of its business process to the cloud but it decides
instead of dealing directly with potential CSPs to use a Cloud broker (Figure 3). They setup binding
agreements that transfer the liability on Cloud broker in case of the selection of an unreliable CSP. In
order to contain the risks the Cloud broker has to perform a thorough risk assessment of the different
cloud deployment models and different CSPs. The decision then will be made balancing the business
opportunities versus risks.

End user
(Data
subject)

CSPA
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> / p )

Y CSPB
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Figure 3 Scenario 3 - Cloud broker to CSP
1.2.6 Scenario 3b: Cloud broker reassessing subcontracting risks

Over time the risk landscape provided by initial risk assessment changes. In order to have an up-to-date
risk landscape, the Cloud broker has to continuously monitor these risks and revaluate its decisions if
necessary (e.g. switch to a more secure subcontractor or implement additional controls).

1.3 Objectives and Scope of the Risk and Trust Models Work package

Understanding the risks of using cloud services is a fundamental issue, whose importance is reinforced
by the need to analyse the risks to accountable data processing in the cloud.

In WP:C-6 we follow a multidisciplinary approach to embed the concept of accountability in the cloud.
We integrate legal, socio-economic, regulatory and technical approaches into a framework to provide
accountability pre-emptively, to assess risk and avoid privacy harm and reactively to provide
transparency, auditing and corrective measures for redress. In addition to the interdisciplinary
background of the work package partners themselves, it is important to explain how the WP:C-6 results
will be used across the project. The interactions of our results with other work packages from the
requirements work stream are highlighted in Figure 4.
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Co6c risk
methodology

B2 Risk B4¢ socio
assessment economic
workshop studies

Figure 4 C6 dependencies with respect to Stream B

Our approach is to focus on the concepts emerging from the framework from WP:C-2 to determine the
methodology and to identify which input we need to collect from cloud stakeholders in the inter-disciplinary
risk workshop organized by WP:B-2. In B4, the development of a game-theoretic model of economic
governance to study under which circumstances and how accountability can solve the moral hazard problem
i or, in differentterms,theone-s i ded Pr i soner 6§ inived ie cloodacomputirg bT heenodel
will use input from risk assessment (WP:C-6), consequence estimations of accountability breaches and data
collected from enterprises through case studies and interviews. In the current report, we used some simple
scenarios from the B3 use cases to illustrate some features of our models. A complete risk and trust analysis
of the use cases will be performed in Task T:C-6.4.

In terms of the work stream C, the cohesion of the work in C6 is also very strong, as shown in Figure 5.
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Figure 5 C6 relationships in Stream C

The conceptual framework from C2 determined the attributes of the cloud environment itself to the C6 models,
in particular the way we represent accountability relationships. As we follow a very classic object oriented
approach, the models can assume a machine-readable representation in a straightforward way, to be later
used in combination with the metric techniqgues emerging from WP:C-5. These machine readable
representations will be useful in WP:C-8, in order to automate the A4Cloud framework of evidence.

This report covers the first two tasks of work package C6. First we investigate the relationships among
accountability, risk, and trust, and we derive a computer-based representation for it that will allow us to
continuously assess the risk and trust levels for a given cloud service. Second, we develop a
representation for cloud ecosystems, together with a methodology to analyse risks in cloud service
chains, where multiple levels of outsourcing may happen. Our work focuses on personal data protection,
but other regulatory compliance concerns could also be modelled.

From the input received from the other work packages, we identified the following requirements for
A4Cloud risk and trust model and relate it to the main tasks:

T:C-6.1 Definition of the risk and trust models

1 REQ (Representing stakeholders assets) Capt ure each stakehol der 6s

personal and business sensitive data.

1 REQ (Modelling trust relationships) Provide a representation usable for modelling of trust
relationships and delegations in the cloud supply chain.

1 REQ (Separate risk profiles) to allow for the creation of separate risk profiles for different
stakeholders: cloud consumers, cloud providers, cloud brokers, when performing their risk
assessments.

1 REQ (Represent vulnerabilities and threats) Be able to represent explicitly in the risk and
trust models specific vulnerabilities and threats

a
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T:C-6.2 Modelling cloud infrastructures and controls

1

REQ (Modelling cloud environments) Encapsulate cloud and accountability concepts (main
parties, deployments model, service supply chains, security (accountability) controls).

REQ (Machine-readable representation) Provide machine-readable representations
amenable to automated treatment by tools.

REQ (Dynamic risk monitoring) Associate risk analysis with event monitoring in order to
determine impact and the risk thresholds in different cloud landscapes. Constantly update the
risk and trust model based on the new events.

T:C-6.3 Data protection impact assessment tool - this task started on month 13 and will use the
results reported in the current deliverable.

f

REQ (Impact assessment) Assess the impact of specific events from cloud environment (using
accountability metrics from WP:C-5).

REQ (Risk estimation) Estimate the risk levels (using accountability metrics from WP:C-5).
REQ (Facilitate CSP selection) Facilitate the selection of a Cloud Provider matching
customerb6s business needs and risk profile.
REQ (Support contractual negotiations) Support the negotiations of contract terms and SLAs
based on the risk profile.

T:C-6.3 Usecases risk and trust assessment z this task will start on month 19, thus it will benefit
from the maturity of the research and development performed int  he previous tasks

f

14

REQ (Applicability to Business Use Cases) the models must support realistic use cases,
composed of multiple cloud service providers, as defined in WP:B-3

Document Organisation:

The remainder of this document is organised as follows:

f

Section 2 discusses related works and the state of the art concerning risk for cloud computing
complemented.

Section 3 presents different perspectives on the notion of trust with an analysis of the socio-
economic and aspects in dealing with (perceptions of) risks related to cloud computing
technologies by organisations and individuals.

In Section 4 we will explore how contracts might operate as trust mechanisms between cloud
service providers and cloud service users.

Section 5 discusses the emergent relationships between accountability, risk and trust, and how
such relationships underpin accountability governance.

On Section 6 we elaborate a meta-model where it is possible to represent the different
accountability concerns in terms of the relationships among the different cloud actors, building
on the knowledge introduced in the first sections and on the A4Cloud conceptual framework.
Section 7 describes an accountability-based approach to risk, positioning the modelling
approach within the risk management life cycle, including the risk monitoring phase, for which
we propose an analytical approach for computing risk and reputation, based on the observed
events in the cloud ecosystem, supported by experimental results.

Section 8 summarizes the contributions reported here and how it responds to the requirements
enumerated above.
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2 Perspectives and Related Work on Risk

Risk and trust are complex notions that have attracted researchers for thousands of years in various
contexts. Recently in the field of computer science, risk assessment and security 7 especially for cloud
computingi have become one of the focal research fields both for industry and academia. In this section,
we provide a survey on the recent literature for risk and trust modelling in the field of computer science
as well as related standards. Please note that our survey in this report cannot be exhaustive due to the
extensive literature in the field. We include the most recent and relevant work to the accountability based
approach for cloud computing in this section. In the following section, the social and legal perspective
of risk and trust are discussed.

2.1 Risk Assessment

Risk assessment is a more difficult issue for a cloud customer than for a conventional information system
user. Not all cloud service providers (CSP) clearly inform the locations of their server farms and data
centerstocustomers2The architecture and the details of
customers. Due to the autonomic features of a cloud, such as self-configuration, self-optimization and
self-healing algorithms, even CSPs may not know in which actual physical servers the processes and
the data of a consumer are located at a given time. Additionally, CSPs have to prioritize the issues to
solve when risks occur. These uncertainties increase the risks for cloud users. Similarly, all these facts
also introduce new threats and vulnerabilities with increased value of assets and consequences for
CSPs. Therefore, the risks that a CSP is exposed to may also be much higher than a conventional IT
service provider, which makes risk assessment a more important and difficult task for CSPs.

Risk assessment is a part of risk management and includes risk analysis (see Section 6 for details).
There are many risk assessment methodologies available in the literature, and they can be categorized
based on various approaches as listed below:

- Formal versus informal procedures: For risk assessment, a formal process can be used.
Alternatively, it can be carried out without following any predefined formal technique.

- Qualitative versus gquantitative techniques: The results of risk assessment can be given by using
qualitative scales, such as high, moderate and low, or by using numbers, such as 0.95.

- Consequence versus cause analysis: For risk assessment, the consequences, the causes or
both can be analyzed.

- Inductive versus deductive techniques: Risk assessment can be made forward looking and
planned starting from potential threats and vulnerabilities. It may be made also backward
looking from the potential events.

In this subsection we explain a selected set of risk assessment methodologies and identify their
categories according to the approaches listed above when applicable.

211 Mi cr osof t Risk D&isioruFdamework

Microsoft has proposed a Cloud Risk Decision Framework(Stone & Noel, 2012) based on the ISO 31000
risk management standards3. Its purpose is to help cloud consumers assess potential cloud offerings and
select the one that meet certain risk acceptance criteria. For each of the cloud offerings, the adapted
ISO 31000 process is executed to construct the respective risk profile, which is subsequently compared
to the current solution (maybe a non-cloud solution) as the baseline. During the analysis particular
attention is paid to the relevant corporate governance policies and guidelines and to the regulatory
environment. The document provides a list of possible risks for the cloud grouped in four categories:
compliance risks, strategic risks, operational risks and market & finance risks, aimed at helping the risk
identification. For the compensating controls the framework recommends to use CSA Cloud Control
Matrix (CCM)(CSA Cloud Security Alliance, 2013b).

2 http://www.cloud-council.org/publiccloudSLA.pdf
3 http://www.iso.org/iso/home/standards/iso31000.htm
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Mi c r o LloudtRiBks Decision Framework seems to be better suited for risk assessment of cloud
scenarios than general frameworks. At the same time the process remains quite abstract and does not
dictate which specific Risk and Trust models to build that would facilitate subsequent risk identification
and estimation. Additionally, it considers only the point of view of a cloud consumer and ignores those
of cloud provider and cloud end user.

2.1.2 Quantitative Impact and Risk Assessment Framework for Cloud Security - QUIRC

In (Saripalli & Walters, 2010), a framework for assessing security risks associated to cloud platforms is
presented. A set of six primary security objectives is identified relative to cloud security i CIAMAU
(Confidentiality, Integrity, Availability, Multiparty trust, multiple Auditability and Usability), but they do not
address explicitly the principle of accountability. Each organisation defines the priorities for the security
objectives.

The risk assessment is performed by analysing a predefined set of common cloud threats and assessing
the probability and impact values of each one on the corresponding objective. Among the list of common
cloud threats only few are cloud-specific and the rest are generic internet threats.

The probabilities are estimated by analysing the history of previous attacks, e.g. the one provided by
SANS Institute*. However, it should be noted that this report gives only the number of attacks and without
an actual number of access attempts and the percentage of successful attacks. Therefore, it is
problematic to infer real attack probabilities based on it. The impact values are organization specific
assigned by managers and domain experts. Lastly, the quantitative risk values can be calculated by
multiplying threat events probabilities on the impacts and aggregating for all security objectives.

Similarly to the previous approach, the paper does not attempt to construct a comprehensive risk and
trust model for the cloud ecosystem, taking into account the service supply chains, trust and
accountability relationships. However, it could be practical when there are statistics of previous incidents
and several security experts are involved.

2.1.3 Failure Modes and Effect Criticality Analysis (FMEA)

FMEA(Bowles & Pelaez, 1995) (or FMECA) is a simple analysis designed to reveal possible failures
and predict effects on a system. It is a systematic inductive method. FMEA divides a system into singular
components and investigates the consequences of a failure. FMEA is based on forms that list all
components of a system, their relationship to other components, probabilities of failure and their
consequences among other fields in a given form. FMEA considers one component failure at a time and
thus is not suitable for detecting critical combination of components. FMEA provides a systematic view
of important failures and also a good basis for more comprehensive risk analysis. However, FMEA
overlooks human failures, as it focuses on component failures and is unsuitable for systems with much
redundancy. In addition, FMEA is a resource demanding analysis, as all components of a system are
analyzed individually.

This kind of analysis requires a great deal of knowledge of the security processes implemented in the
cloud ecosystem and hence can be used mainly by the CSPs.

2.1.4 Fault-Tree Analysis (FTA)

FTA (W. S. Lee, Grosh, Tillman, & Lie, 1985) is one of the most used threat modelling methods. It is
based on a deductive logical tree which describes the relations between system failures (events) and
failures of the components of a system. It starts by identifying undesirable events and identifying their
causes and placing them on top (root) of a logical tree. The bottom of the tree (the leaves) consists of
component failures and/or human errors, the so-called basic events. The branches of the tree are

4 http://isc.sans.edu/reports.html
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connected with logical gates, such as logical AND, OR, etc. FTA is able to identify combination of
component failures.

Like FMEA, FTA is time consuming and not tailored to the cloud or even the IT domain.
2.1.5 European Network and Information Security Agency (ENISA)

ENISAS €loud Computing Security Risk Assessment guide (ENISA, 2009) provides an overview of
assets, vulnerabilities and risks associated to the cloud (specific to the cloud and to Internet in general).
The risks are categorised into policy and organizational risks, technical risks, legal risks and risks not
specific to the cloud. The description of each risk includes risk levels (likelihood, impact), the comparison
to the baseline (non-cloud solution), affected assets and exploited vulnerabilities. The guide also
provides a template questionnaire for a typical CSP that covers various control categories and thus
provides transparency into CSP6s operations.

It aims to help the cloud consumers at comprehensively assessing risks to moving to the cloud and
choosing appropriate CSPs as well as developing effective strategies and policies for mitigating the
underlying risks. We extensively used this guide in developing our approach described in Sections 5
and 7.

2.1.6 Shared Assessments Guide

Shared Assessments (Niall Browne, Susanna Space, 2010) is a process specifically designed for the
financial institutions for the evaluation of the security controls introduced by their information technology
service providers. It discusses how new technologies present unknown risks that must be considered
before and during migration to cloud environments, and is based on ISO 27002 (see the standards
subsection of this section of our document). It includes agreed upon procedures (AUP) and standardized
information gathering questionnaire (SIG). AUP and SIG are used for evaluating security controls.

2.1.7 Joint Risk and Trust Model for MSaaS Mashups

Joint Risk and Trust Model for MSaaS Mashups (JRTM) is a model developed by an A4Cloud partner
and published recently (Cayirci, 2013), where a mashup is a service comprising multiple cloud services
in various forms (i.e., laas, PaaS or SaaS) for providing a composite service. JRTM is a quantitative
trust and risk model introduced for modelling and simulation as a service (MSaaS) mash-ups. In this
model, the real risk is defined as the risk that cannot be (or is not) eliminated by a CSP. The model
describes how to estimate the security and the service outage risk to the cloud service customer, where
the risk is perceived as the probability that a security threat is realized or the probability that a service
outage occurred. The trust is evaluated as the probability that the CSP can eliminate a security risk
when it occurs or the probability that the CSP can recover from a service outage before it hampers the
userb6s operations. The probabilities for risk
negative and positive performances are differentiated and the freshness of the data is taken into
account. We explored this model as a means to perform continuous monitoring of risk indicators and of
the performance of accountability controls in Section 7.6

2.1.8 Cloud Security Alliance (CSA) Guidance

CSA does not provide a full-fledged methodology for risk assessment for the cloud. Its security guidance
report (Brunette & Mogull, 2009) brings an editorial note on how to assess the relevance of critical risks,
intended as a quick method for estimating risk tolerance of potential cloud adopters. The approach is
structured as follows:

- ldentify the asset for cloud deployment (data, or applications, functions and processes) i this
consists in determining exactly what data or business process will move to the cloud.

- Evaluate the asset i determine the importance of the asset to the organisation. It is a basic
assessment of the sensitivity of the asset. In essence, determine confidentiality integrity, and
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availability requirements for the asset, and whether the risk changes if all or part of it is handled
in the cloud.

- Map the asset to a Cloud deployment model (public, private, community, or hybrid) i choose a
model that provides an acceptable risk level.

- Evaluate the potential cloud ecosystem models and providers i evaluate whether laaS, PaaS,
or Saas is the appropriate choice for the asset, depending on the desired level of control. This
will impact on being responsible for implementing risk mitigations. Specific requirements will
influence the decision, for instance, if handling data subject to specific regulations.

- Map out the potential data flow 7 it is necessary to identify the data flows from the cloud
consumer organisation, the cloud provider service, and customers (or other nodes). The
principle is to understand how data can move in and out of the cloud. Risk exposure points can
be delineated, and some unacceptable flows eliminated in this manner.

The security guidance suggests the approach to be performed prior to adopting the security
recommendations it makes, as not all security controls are suitable or necessary for a given asset and
cloud deployment. A high-value regulated asset might entail audit and data retention requirements. For
high-value assets, which are not subject to regulatory restrictions, the cloud consumer may focus on
more technical security controls, such as encryption to protect it on the cloud, with fewer constraints on
auditability.

The report also emphasizes the importance of an effective program for governance and enterprise risk
management for cloud computing, see the CSA GRC Stack project®, from which we highlight the CCM
i Cloud Control Matrix (CSA Cloud Security Alliance, 2013b): The Cloud Control Matrix is a list of control
points and their specification, which are mapped to other security standards, control frameworks and
regulations, such as NIST, ISO certifications. It will be useful in modeling controls in our work.

2.1.9 Open Security Architecture

Open Security Architecture (OSA)® provides a generic architecture implementing a set of controls and
addressing a number of threats. The most relevant part of this initiative is the control catalog and
graphical security architecture patterns which map controls to specific elements in the architecture. The
Cloud Computing pattern, in particular, depicts the involved actors and the recommends the distribution
of security controls between the system components and involved actors. This is the main difference
with CSA CCM that merely lists the security controls without specifying so explicitly the application
points.

2.2 Information Security and Risk Management Standards

As stated above, regulatory compliance is an important factor that influences the trust in a CSP.
Moreover, CSPs have to comply with regulations to operate within the EU. We also survey international
standards to which CSPs can be required to comply with in this subsection. Apart from international
standards, every EU member state has a special law, typically called fData Protection Acto on the
protection of personal data. Most of these laws have been in effect for around 15 years, and mandate
the protection of personally identifiable information, for which a high demand for IT security risk
management framework emerged. Recent cyber security incidents have increased the interest in this
topic and efforts for standardization.

Internationally recognized information/cyber security standards also applicable to cloud infrastructures
include the following:

5 https://cloudsecurityalliance.org/research/grc-stack/
6 http://www.opensecurityarchitecture.org/cms/
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International Organization for Standardization (ISO) Standards 2700x series publications: ISO
270017 standardizes the certification process for Information Security: it defines an information
security management system that includes a structure and controls. ISO/IEC 270028 describes
good IT security management process. The standard is arranged into 11 control areas, covering
confidentiality, integrity and availability properties.

National Institute of Standards and Technology (NIST) 800-xx series publications®: NIST 800-
1210 gives an overview of computer security good practices and elaborates on control areas;
NIST 800-14' explains security principles commonly used; NIST 800-37%? introduces a risk
management framework to federal information systems; and NIST 800-5313 is a guide for
assessing the security controls in federal information systems.

Internet Engineering Task Force (IETF) publications: Request for Comments (RFC) 2196 is
an IETF publication that provides an overview on topics related to the development of security
procedures and policies for the information systems in the Internet.

International Society for Automation (ISA) standards: ISA/IEC 6244315 describes the
electronically secure industrial automation and control systems with a wide perspective that
includes all the stakeholders from various domains, such as, manufacturers, security
practitioners, system integrators and users.

However, the standards explained in this subsection define a set of generic processes and controls for
ensuring information security and as such are also applicable to cloud infrastructures. However, these
generic frameworks have the following disadvantages:

Expensive and time consuming. For example, to perform a full risk assessment process (e.g.
from ISO 3100016) would need hiring a consulting agency and involve a number of parties and
iterations. This is not often feasible for SMEs and so they would need a more efficient approach
tailored for cloud computing. Moreover, this process ideally has to be done for each potential
CSP, in case the customer is deciding which one to choose for outsourcing part of his business
process.

Opacity of CSP infrastructures and processes. For an effective risk evaluation one would need
to get objective picture of the level of security that the CSP has implemented in his infrastructure.
CSPs, however, rarely disclose this kind of information: at best they can reference some
obtained certificates.

Limited treatment scope. In case the risks are unacceptable cloud consumers have little room
for introducing mitigations. As they do not usually have management access to the underlying
cloud infrastructure the choice are restricted to contractual mitigations or adopting another CSP.

There are also international standards on risk management. A generic standard for risk management is
ISO 31000, which provides principles and guidelines for risk management. ISO 31010*7 focuses on risk
assessment concepts, principles and approaches for selecting risk assessment techniques.

7 http://www.iso.org/iso/iso27001

8 http://www.iso.org/iso/catalogue detail?csnumber=54533

9 http://csrc.nist.gov/publications/PubsSPs.html

10 http://csrc.nist.gov/publications/nistpubs/800-12/800-12-html/

11 http://csrc.nist.gov/publications/nistpubs/800-14/800-14.pdf

12 http://csrc.nist.gov/publications/nistpubs/800-37-rev1/sp800-37-revl-final.pdf

13 http://dx.doi.org/10.6028/NIST.SP.800-53r4

14 http://tools.ietf.org/html/rfc2196

15 http://isa99.isa.org/ISA99%20Wiki/Home.aspx

16 http://www.iso.org/iso/iso31000

17 http://www.iso.org/iso/catalogue detail?csnumber=51073
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Examples of risk management related standards specialized on IT: NIST SP 800-30 and NIST SP 800-
37 (NIST, 2010, 2012) and cloud computing: NIST SP 800-144 and NIST SP 800-146 (Badger, Grance,
Patt-Corner, & Voas, 2012; Jansen & Grance, 2011). Although these publications cover both risk
management and security in cloud computing, there is not yet a publication on the intersection of both
areas. It is clear that the intersection of risk management and cloud computing needs careful attention,
as cloud computing raises new problems and challenges to organizations that outsource their
information systems.

In the cloud-related publications, NIST provides a collection of identified risks and threats, categorized
according to the cloud ecosystem model (Software as a Service, Platform as a Service, and
Infrastructure as a Service) and type of cloud (public, private, community and hybrid). One of the main
points made in these publications is that the outsourcing of services, systems and processes to the
cloud makes the evaluation of threats and risks difficult, as the internal procedures and systems of the
cloud cannot be controlled, and in some cases, little or no information about them is available to the
cloud customer. Organizations should then carefully assess the trade-off between the advantages of
moving to the cloud and the disadvantages associated to the loss of control.

Apart from NIST SP 800-30 series, 1SO1333518, ISO/IEC 27005%°, BS7799-320 and ISACA Risk IT are
also standards that specifically address IT risk management. The ISO/IEC 27005 framework provides
guidelines for risk assessment, risk treatment, risk acceptance, risk communication, risk monitoring and
review. It accepts context establishment as the first step in IT risk management in which basic criteria,
purpose, scope and boundaries of risk management are determined. Risk assessment consists of risk
analysis (risk identification and estimation) and risk evaluation.

ISO/IEC 27005 recommends the following among the things to be examined for risk assessment:
security policy, organization of information security, human resources security, physical and
environmental security, access control, information security incident management and regulatory
compliance. Risk identification aims to identify what could cause a potential loss and examine the
following for this: assets, threats, security measures, vulnerabilities, consequences and related business
process; risk estimation involves deriving the risk levels by estimating probabilities and consequences
of potential unwanted events; risk evaluation is concerned of providing decision on the risk mitigation
strategies (accept, transfer, mitigate).

2.3 The Notion of Risk and St a k e h o IRdleRercdption

The emergence of cloud computing has drastically changed the use of information technology; from a
private to a public utility. However, together with the rapid transition towards the clouds, the number of
concerns with regard to e.g. security, reliability, and privacy has risen. Uncertainty about cloud service
provi der s 6 alftriblies (i.€. campetence, benevolence, and integrity) and uncertainty about

the cloud services offered can a. . HeMcKnight,|Clooudiiuryc& st o mer s

Kacmar, 2002). The concept of perceived risk, from a customer perspective, defines risk in terms of the
customer 6s per ce minty and adversd cortsdgaencesmtusimgta service, in this case
cloud computing (Dowling & Staelin, 1994). Perceived cloud risk means the extent to which a user
believes it is unsafe to use the cloud or that negative consequences are possible. Perceived risks
therefore (might) affect purchasing behavior and subsequently innovation. The different stakeholders in
cloud ecosystems potentially identify different cloud computing risks and/or perceive the identified risks
differently. With respect to governing the behavior of cloud customers and cloud providers an
understanding of the perceived risks is relevant since choices to adopt the cloud are not only based on
facts, but often also on more intuitive considerations (Ryan & Falvey, 2012; Sjoberg & Fromm, 2001).

18 http://www.iso.org/iso/catalogue detail.htm?csnumber=39066
19 http://www.iso.org/iso/catalogue detail?csnumber=56742
20 http://shop.bsigroup.com/ProductDetail/?pid=000000000030125022
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2.3.1 Risk Perceptions: Cu st o m€Ilow&oncerns

In this section we wil!/l analyse cloud compunttheng ri sk
following, we will focus on the perception of a) business cloud customers and b) individual cloud users
on risks. It appears that both type of cloud customers see the (potential) benefits of cloud computing,
but also have concerns with cloud computing. Whereas the business cloud customers concerns
encompass both technical and perceived risks, the individual cloud customerséconcerns mainly relate
to perceived and/or emotional risks. This reiterates the necessity of a socio-economic perspective on
cloud computing as well as the concerns stakeholders might have. Not only uncertainty of the technology
itself is commented upon in the perceptions described below, but also economic and societal concerns.

In general, business cloud customers mainly see the benefits of cloud computing (it offers scalability of
resources and subsequently cost reduction) and focus less on the risks. Nevertheless, research on
cloud adoption demonstrates that the risks of using cloud-services, according to business cloud
customers in general are: a) policy and organizational risks, b) technical risks, c) legal risks, and d) non-
cloud specific but infrastructural risks(Lin & Chen, 2012). Policy and organizational risks refer to, for
example, vendor and data-lock in and loss of governance. Technical concerns relate to, for example,
the loss of data due to misuse of cloud services by other users and identity verification and outsiders
attacks due to multi-tenancy (Phaphoom, Oza, Wang, & Abrahamsson, 2012). The legal risks
specifically focus upon the protection of data, for example, when jurisdictional boundaries are crossed.
Infrastructural risks most often refer to the (lack of) availability of cloud services, and likely is one of the
main perceived risks by business c¢cloud customers. fi U
especially the concern over unexpected system downtime and disruption, could deter companies from
adopting cloud computing because itincreasespr oj ect and (hiu&Gheng2012, pr584%. k o

With regard to cloud security business cloud customers do not only have technical concerns (e.g. related

to the underlying infrastructure and the security), but also have more emotional concerns e.g. trust and

privacy issues (Savola, Juhola, & Uusitalo, 2010). Though scalability is the main benefit of cloud

computing, business cloud customers perceive risks in lack of verifiable knowledge in the utilization of

resources available (Phaphoom et al., 2012). Last, the cloud offers a business model that requires
changing role and responsibilities within business cu
of resistance to change and is due to feelings of loss of control.

Importantly, Lin & Chen indicate that the categories of risks, the number of risks and the perception of

their severity vary between most businesses (Lin & Chen, 2012). These variations in risk perceptions

depend on the companyds si ze, technol ogi cal experti
Whereas SMEs and LEs both have business perspectives on the use of cloud services, their positioning

might still differ. Smaller enterprises are likely less capable of negotiating contracts with cloud providers

than bigger enterprises. Yet SMEs seem to adopt cloud computing quicker than large organizations.

Moreover, there are differences between small and large companies as regards the ease of adoption

(adoption simplicity) and the costs induced by the effort of implementing Cloud Computing services

(adoption costs). Also, these characteristics imply that a learning effect can occur which affects marginal

adoption costs (adoption costs).

Similar to business cloud customers, individual cloud customers (or the population at large) mainly see

the benefits of cloud computing and are only to some extend aware of related risks. However, individual

cloud customeuséraadadperceptdi ons of risk seem more rel
information in the cloud and transparency rather than related to e.g. technical risks as identified by

business cloud customers. (Sjoberg & Fromm, 2001) demonstrate that risks of on-line service use are

above all ethical and legal risks and concerns issues such as personal integrity, privacy and freedom of

speech.

Mor eover, i ndividual cloud customersd risk perceptior
Cloud. Research by Marshal & Tang (2012) on File Synch and sharing in the Cloud for example shows

t hat cl oud us er s @conceptiorsrlitited their yability to dullyntake advantage of the
serviceds features. Users needed more accurate and r
cl oud comput (Marghalls&eTang,i2@ld)s 61t i s reasonable to assume t
lack of knowledge and understanding of cloud computing influences their risk perception.



C-6.1: Risk and trust models for accountability in the cloud

2.3.2 Risk Assessments in Cloud Computing

Governing innovation, in a modern technological culture in which the existence of uncertainty of scientific
knowledge and related societal problems are key characteristics, requires a thorough understanding of
the risks that come with innovation (Beck, 1992). Cloud computing is such an innovation in need of
responsible governance. The ¢l oudés compl e x(e.@ thd relatipnabgtween data-t ur e
subjects, data-controllers and data-processors is unclear) and its inherent technological, cross-border
and dynamic character raise problems for its responsible governance. Subsequently, identifying what
uncertainties exist, and what the (potential) risks are, has become core business in the analysis and
assessment of innovations. Whereas cost-benefit analysis and other positivist sciences seem to
dominate the risk assessment landscape, societal and other values have less room for informing
regulators in the responsible governance of science and technologies. Yet, increasingly it is recognized
that social, ethical and economic impacts have an important role in the assessment of science and
technology. The A4Cloud project recognizes that the concerns with cloud computing not only relate to
the uncertainty of the technology itself, but also to its ethical, economic and societal impacts.

Taking this wider socio-economic approach to risks and governing innovation entails that risk
assessment should not only produce the best estimate of the harm that a threat may induce but should
be complemented with a concern assessment. This concern assessment will identify and analyze issues
that individuals or society as a whole link to a certain risk. Whereas for the first purpose classical risk
modeling will suffice, the latter requires a more social scientific approach such as survey methods and
macro-economic modeling (Renn, Klinke, & Asselt, 2011). Many risks cannot be calculated on the basis
of probability and effects alone. The latter approach provides the opportunity to focus more on possible
socio-economic and ethical implications of cloud computing.

Socio-economic implications refer to how the social behavior of (potential) cloud customers will affect
their choice to make use of cloud services and vice versa how economic activity in the cloud (e.g.
responsible stewardship) affects the social processes of cloud customers. In specific, we are interested
in the social economic impact of shifting roles, responsibilities and risks due to the use of cloud services
by the different cloud customers.

2.3.3 Preliminary Analysis on St a k e h o IRidleRercédption

Based upon the findings in section 2.3.1 we can indicate that from a socio-economic cloud customer
perspective, relevant factors or concepts that belong in a risk model are:

a) policy and organizational risks
i.  vendor- and data-lock in
ii. loss of governance
b) technical risks
i. loss of data
ii. security
i. outsiders attack
iii. non-cloud specific / infrastructural risks
i. (lack of) c¢cloud services6 availability
c) legal/ethical risks
i. data protection
ii. privacy concerns
iii. freedom of speech
d) emotional risks
i. trust concerns
ii. lack of knowledge in the utilization of resources available
iii. usersd understanding of the c¢cloud
iv. feelings of loss of control
V. privacy concerns
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Vi. resistance to change
Vii. ability to control oneds information
viil. personal integrity
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3 Perspectives and Related Work on Trust and Reputation Models

There ar e mul tiple perspectives on t he notwoon of
complementary perspectives; the computer science approach and the social science approach.
Whereas the latter aims to understand the social relationships between cloud service providers and

cloud service users and how risk and trust shape such relationship, the former approach focuses on
reputation, an important element in this social relationship, and how this can be modelled.

From the discussion in Section 2, we can point out some deficiencies in existing risk management
methodologies when applied to cloud ecosystems: a) there is no adequate methodology to analyse
risks; b) it is difficult to allocate liabilities according to the roles an actor plays in the cloud service supply
chain; c) to assess risks according to different service and deployment models; d) low visibility of the
overall risk landscape and how controls are implemented across the supply chain. Moreover, it is
fundamental to determine how trust influences risk perception and to create mechanisms to evaluate
CSP reputation. In addition to the description of the notion of trust, we present in this section a review
of the state of the art regarding trust and reputation models.

Finally, the socio-economic perspective on risks and risk perceptions provided in Chapter 2
demonstrates that an understanding of how the increased demand for giving account, e.g. in the form
of risk assessments, is shaped by the notion of risk. Below we will discuss how risk (perception) and
trust are related. This is important since trust in the Cloud greatly influences the adoption of cloud
services, and might cause shifts in the cloud market.

3.1 The Notion of Trust

The concept of trust in Computer Science derives from the concept in sociological, psychological and
economical environments. The definition of trust is not unique. It may vary depending on the context
and the purpose where it is going to be used. Despite that the notion of trust is of paramount importance
when considering systems security, a standard definition of trust has not been provided yet. (Fulmer &
Gelfand, 2012) and (Castelfranchi & Falcone, 2010) provide a comprehensive overview of various
definitions of trust in the literature. For example, (Gambetta, 1988) defines trust as:

Trust is the subjective probability by which an individual, A, expects that another individual, B,
performs a given action on which its welfare depends.

(Mayer, Davis, & Schoorman, 1995) define trust as:

The willingness of a party to be vulnerable to the actions of another party based on the
expectation that the other will perform a particular action important to the trustor, irrespective of
the ability to monitor or control that other party.

(Castelfranchi & Falcone, 2010) define trust as:

Trust is a mental attitude, an attitude of an agent X towards another agent Y about the
behavior/ act i @complékthe mdulegr ant f or

These definitions stress 3 main aspects of trust:

- Belief component: a mental attitude
- Decisional component: a decision to rely upon the other
- Behavioural component: an intentional act of trusting

The origins of computational trust date back to the nineties, when Marsh (Marsh, S. P, 1994) analysed
social and psychological factors that have an influence on trust and replicated this concept in a
computational setting. A few years later, Blaze (Blaze, Feigenbaum, & Lacy, 1996) identified trust
management as a way to leverage and unify authentication and access control in distributed settings.
These two early contributions show that trust can be conceived in different ways and for different
purposes. From these seminal works onwards, different types of trust models have been proposed, with
different purposes and targeting different settings. (Castelfranchi & Falcone, 2010) outline the following
components that a trust model should ideally contain:
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- beliefs about the trusteebds internal attitudes

- the subjective propensity of the trustor to accept a given degree of uncertainty and of ignorance,
and a given perceived amount of risk

- the trustorés decision to rely upon the acti

the expectations upon which such a decision is based
- the relationships of dependence and power between the trustor and the trustee with respect to
the intended goal of the former

Trust models are very heterogeneous, which often leads to confusion as one might easily lose the most
relevant concepts that underlie these trust models. This heterogeneity depends on many factors such
as the trust definition they use or their application domain. We can establish a classification of them.
This task is not straightforward and there are many ways to tackle it. We propose the following
classification:

- Decision Models. Trust management has its origins in these models (Blaze et al., 1996). They
aim to make more flexible access control decisions, simplifying the two-step authentication and
authorization process into a one-step trust decision. Policy models and negotiation models fall
into this category. They build on the notions of policies and credentials, restricting the access
to resources by means of policies that specify which credentials are required to access them.
TrustBuilder (Seamons et al., 2003) is the first representative implementation of them. Trust
negotiation models add a protocol, called negotiation strategy, during which two entities perform
a step-by-step, negotiation-driven exchange of credentials and policies until they decide
whether to trust each other or not. This strategy allows protecting the privacy of the entities as
policies and credentials are only revealed when required. A later work (A. J. Lee, Winslett, &
Perano, 2009) supports the implementation of different trust negotiation models. Here the
authors state that trust negotiation can use evidence types, which represent information about
the negotiation process (e.g. certain steps of the negotiation were already accomplished) and
have a purpose (e.g. optimization of the negotiation).

- Evaluation Models. These models are often referred to as computational trust, which has its
origin in the work of Marsh (Marsh, 1994). Their intent is to evaluate the reliability (or other
similar attribute) of an entity by measuring certain factors that have an influence on trust in the
case of behaviour models, or by disseminating trust information along trust chains, as it is the
case in propagation models. An important sub-type of the former are reputation models, in which

entitesuse ot her entitiesd opinions about a given

The definitions above do not fully capture all the dynamics of trust, such as the probabilities that the
trustee will perform a particular action and will not engage in opportunistic behavior (Pearson, 2012).
There are also hard and soft aspects of trust (Osterwalder, 2001; Singh & Morley, 2009; Yan Wang &
Lin, 2008). Hard part of trust depends on the security measures, such as authentication and encryption,
and soft trust is based on things like brand loyalty and reputation. In (Ko et al., 2011), the authors

introduced not only security but alsoacc ount abi Il ity and auditability

trust in cloud computing, and can be listed among the hard aspects. In (Kandukuri, V., & Rakshit, 2009),
Service Level Agreement (SLA) is identified as the only way that the accountability and auditability of a
CSP is clarified, and therefore a CSP can make users trust them.

McKnight is one of the leading academics in exploring the relation trust and information technology (IT)
(D. McKnight, Choudhury, & Kacmar, 2002; McKnight, 2005). With IT the object of trust might be another

on

an

of

ent i

as

e |

person, another institutionoranITs er vi ce. ATrust in informatioepttechnol

because people today r el y (MaKnightT2008)0Trust intIThhasto do withr
relying or depending on infrastructure systems like the Web or relying on specific information systems.
This trust in IT, according to McKnight (2005), is very similar to trust in people and reflects: a) trusting
beliefs; you can believe both IT and a person to have favourable attributes, b) trusting intentions; you
can be willing to depend on both an IT and/or a person and c) trusting behaviours; you can depend on

befor
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another person or on IT to do a task for you. Harder to ascribe to IT than to a person or an institution
are the notions of benevolence and integrity (McKnight, 2005).

The adoption of cloud computing services by cloud customers is greatly affected by customers 6 t r ust i n

cloud computing. Trust in IT is a general assessment of the technology that probably affects other IT
perceptions; the relative advantage or usefulness of a technology (McKnight, 2005). However, trust can

be compromised. As long as technologies work, we seldom think of trust. Whenthey donét , the t
question arises (D. McKnight et al., 2002). Trust may influence beliefs and attitudes affecting intentions
to use a technology.
Therefore, building trust in IT can be regarded as an important strategic aspect in the relation between
IT providers and IT customers. As the previous section demonstrated the perception of risks and
uncertainty with respect to interacting with IT hinders the embracement of cloud computing. A lack of
trust might make cloud customers hesitate to engage in behaviours necessary for the diffusion of IT
such as cloud computing (D. McKnight et al., 2002). Improved trust, either enforced or intrinsically
motivated, can positively affect e-commerce (Nemati & Van Dyke, 2009). Therefore, it is necessary to
understand both the (perception of) risks and the nature and antecedents of customer trustin IT services
like cloud computing.
Using McKnightodés model it b e-economeic faciors sfdrusbdt differenrd i dent i
analytical layers (see also PRIME).
1. Socio-cultural defined trust;
a. General propensity to trust
b. General propensity to privacy
c. General attitude to cloud / e-commerce
d. General attitude towards (e)government
e. User characteristics
2. Institution based trust; trust in the situation or structures
a. Structural assurance via:
i. Legal system
ii. Institutions
iii. Type of judicial system
b. Situational normality; the roles and setting are normal
3. Trusting beliefs, trust in the service area / concrete area
a. Competence, the belief that the trustee has the ability or power to do for one what needs
to be done. E.g. trust in the level of service maturity in the sector.
b. Benevolence, the belief the trustee cares and
c. Predictability, t heactibns (gooe dr bad)tare tonsistent enbughu st ee 6's
that one can forecast them. E.g. trust based upon the reputation of the industry/sector.
d. Integrity, the belief that the trustee makes good faith agreements, tells the truth and
fulfils promises.
4. Trusting intentions; one is willing to depend, or intends to depend, on the other party with a
feeling of relative security in spite of lack of control over that party and even though negative
consequences are possible. E.g. trust in the media used in the particular application (e.g. mobile
device, the Internet), and the userdés attitude wi

a. Trustin IT & Internet
b. Trustin specific medium
5. Trust related behaviour, the voluntarily dependence on another person with a feeling of relative
security and the acceptance of risk.
a. Cooperation; e.g. prisoner dilemma situation
b. Information sharing; e.g. transacting business
c. Informal agreement; no benefit of legal contract enforcement thus relying on the
reputation of specific service provider

I
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d. Reducing the controls, e.g. service risk
uence;

e. Accepting

to service benefit

We elaborate on these dynamics and the relations of trust with notions like confidence, control and

reputation in the following section.

3.2 Trust, Confidence and Control

Cofta (Cofta, 2007) provides a comprehensive general trust and control model that covers many aspects
of trust. In terms of the above classification this is more an evaluation model backed by a formal
semantics. Figure 6 illustrates the schematic relationships between the concepts of trust, confidence,
accountability and control. The central concept in the model is confidence that is built upon assessing
trust and control,andc onf i dence
desired event will happen (or that the undesired one will not happen), if the course of action is believed
to depend on another agent. Trust and control are perceived complementary. According to the model,
trust is in fact a deficiency of control that expresses itself as a desire to progress despite the inability to
control. The interesting point, shared with (Castelfranchi & Falcone, 2010) is that control effectively

inhibits trust.

Figure 7 illustrates how the level of confidence is derived from trust-related inputs (evidence of trust,
confidence in honesty of source) and control-related inputs (evidence of control, confidence in honesty

nfl

depend

on the otherods
f.  Granting autonomy; depend on the other to make the right decisions; e.g. with respect

opi

i s def i ne dabilaysof emppctations thag aiderfai@ect i ve p
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Figure 6 Cofta's trust model - basic concepts
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Figure 7 Cofta's trust model - basic building block

The author identifies three classes of evidence to trust: continuity, competence and motivation. Though
during an assessment of trust in a CSP all these elements are important, in the course of A4Cloud we
focus on competence the area on which the project is providing technical solutions.. An example of
competence evidence is a certificate issued by a trusted third party, which attests certain competences
of a CSP or its solution (SaaS, PaasS or laaS).

Likewise the author identifies three classes of evidence to control: influence, knowledge and assurance.

In the scope of A4Cloud we focus mostly on knowledge and assurance, because the proje
methodologies and tools aretarget i ng i ncreased transparency (knowl edg
security controls and practices), and on the construction of assurance mechanisms.. An example of

knowledge is the history of previous interactions: direct or through other parties. Reputation is an

aggregation of this knowledge in the community. In this case the evidence is received indirectly through

the reputation center. Relevant evidence that fits into the knowledge class is audit trails collected in the

cloud infrastructure by auditors. An example of assurance evidence is the use of a legal system

(expectation of redress) to enforce a contract.

A4CLOUD aims to build effective controls through technical and legal accountability mechanisms i to

ensure confidence in CSPs regarding their provided services. A4CLOUD is also concerned to a lesser

extent with building trust relationships, which are impossible to control (enforce) by definition. The

governing mechanisms of 6 t r u s &dhtroldcard be perceived as compensatory. This means that

sometimes trust will emerge from controlling activities, sometimes trust will lead to lesser need for

control, and sometimes conversely more control is needed when trust is low. Governing via trust

(building) refers to two distinct mechanisms; one a more intuitive regarding the C S P intentions, and

second a more cognitive regarding the CSP competence. Offering transparency with regard to the
security and privacy of c¢cloud customers6 data in the
be regarded as a more intuitive form of trust building (responsiveness). However, in innovative

businesses as cloud computing, imposing control is another way of dealing with (relational) risks. Risk
analysis and risk assessments of ciitatechhudpgustonveisdithr sdé ser
such control mechanisms. Especially when these risk assessments can be held against the cloud
customersd risk profiles. I n other words, the expect
control and not on the intrinsic motives of ethical conduct by the steward.
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3.3 Trust and Reputation

Trust can be derived primarily from the reputation of the parties in the system. For example, a Primary
Service Provider (PSP) could consult a database containing reputation values and reviews from other
cloud consumers when to assess the trust level for a particular Cloud Service Provider (CSP). As the
trust is usually context dependent (one may trust another for something and not for another), reputation
systems that value several aspects of CSPs performance are valuable (e.g. eBay detailed seller rating).
The reputation values may be both objective and subjective (as compared to the trust values that are
intrinsically subjective). Examples of objective values are the number of positive interactions with the
CSP vs. the number of negative interactions.

In our society, trust is a subjective belief about someone (or something) based on the expectation of
their reliability and integrity. The trustor expresses a level of dependency and expectation of
performance irrespective of the future implications (or risks). It is used as a strategy to deal with
unpredictable future interactions. Reputation represents a collective belief (or opinion) about a particular
characteristic of someone that is usually based on what has happened in the past. It is concerned with
the formation and circulation of social evaluations and functions as a method to enforce some kind of
social control, to reduce uncertainties, and to avoid dangerous partnerships. Reputation promotes good
behaviour by regulating social collaboration and coalition formation; it also enforces social control
through fear of sanctioning.

Trust systems attempt to create an environment in which two unrelated parties (i.e. strangers) can
establish sufficient trust to interact together. Trust management mechanisms are used to establish trust
using a collection of evidence and contracts. They address both structured and unstructured
communities. One way to establish trust is through the enforcement of institutional policies, contracts,
and credential negotiation. When these formal mechanisms are not available, rating and reputation
mechanisms are used to establish trust. The goal of reputation mechanisms is to help lower the risks of
online interactions, thereby increasing the robustness and efficiency of internet-based applications.
Reputation mechanisms are then used in finding experts, selecting compatible partners or service
providers, and locating reliable recommendations and opinions.
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Figure 8 Security and Trust in Computer and Business Context (Chang, 2006)

In (Chang, 2006) the authors differentiate between trust in the computing paradigm and in the business
one. They consider "trusted computing"” as "trust in security context", which is related to security issues,
security mechanisms, security technology, and security services. Trust in the business paradigm (the
trust between the customer and the business provider) is a specially tailored trust for ensuring honest
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dealings and quality of products or services, and it is usually related to mutual agreements and
understandings, see the representation in Figure 8. The distinction corresponds to two categories of
trust management: one includes security measures (policy-based) and soft trust relationships
(reputation-based). In policy-based frameworks, trust is established gradually by disclosing credentials
and requests for credentials, in an iterative process (credential-based approach). The process is known
as trust negotiation. In (Squicciarini, Bertino, Ferrari, Paci, & Thuraisingham, 2007) reputation-based

approaches depend on the wuserds | ocal experiences an
decision. They use various clues and past experience to decide on taking the risk of dealing with an

entity. ]| ncentives to good behaviour are used in the form
used to punish trust violations in the form of decr
consequences).

However, the relationship between trust and reputation can be seen in a broader way. Trustor and
trustee establish a certain relationship, which might be used for the trustor in order to determine the trust
placed on the trustee. The way this is done is through a trust model. Basically, what a trust model does
is to transform information into a trust value (this may include a trust matrix or a complex trust object)
for the trust relationship. The information that the trust model takes into account may depend on many
factorsthatmayi ncl ude trustorés and trusteeds objective and

As for the case of reputation, many (probably anonymous) users rate (i.e. issue claims about) other
users based on their personal experience, and probably, personal trust. Technically, reputation does
not necessarily create a trust relationship. It basically computes a score, which may help a user to make
a trust decision. A reputation engine determines how the score is computed and how it is made
accessible to other users.

In the last stage, reputation can be used as one of the sources of information that allows the trustor to
determine the level of trust, but reputation itself could have been based on a huge amount of anonymous
trust relationships. This explains the bidirectional relationship between trust and reputation at the
conceptual level. Yet, it should be taken into account that this relationship is not always executed and
trust and reputation models can exist independently. Figure 9 tries to explain this relationship in a
graphical way. Reputation can be seen as a building block for trust, whereas claims (building blocks of
reputation models) issued by (probably anonymous) users can be based on the relationships
established between the trustor and the trustee.

Relationship
Trustor Trust Model e
Experience (Assessment) Behosiee
Mental State . (
Reputation Model Security

Predictability

Reputation [N '

Score

Claims

Trust=f (Reputatiork ) I .

Figure 9 Relationship between Trust and Reputation

In a distributed environment, reputation is divided into global and personalized categories. A global
reputation is derived by the underlying network, visible by all agents in it, and based on the opinion of
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the general population. A personalized reputatoni s t he agentdés reputation in t
which is relative to the embedded network. An individ
others or from inference based on propagated information through the network (indirect reputation).

Reputation systems and frameworks provide methods to establish trust by encouraging the participants

to provide feedback about each otheHuturedehaviourbasedonor t hi ne
these feedbacks. They minimize the risks involved in trusting a participant by sharing knowledge about

the participantsd experience as wel |l Hoklinghayenttyx pect i n ¢
accountable to their actions helps to enforce reputation sanctioning. Having a system that ensures

accountability helps increasing trust within the network.

(Resnick, Kuwabara, Zeckhauser, & Friedman, 2000) defines a reputation system as: "a system that
collects, distributes, and aggr egat e sArépoetationlsystenrk about
should describe:

Computation functions/mechanisms, i.e. how to calculate reputation?

Communication model, i.e. how to collect and disseminate reputation?

Participants, i.e. who uses and/or is affected by reputation?

Resources, i.e. what is the information used to calculate reputation?

Representation model, i.e. how to represent, view, or visualize reputation?

Storage, i.e. where and how is reputation stored?

Functionalities and applications, i.e. what are the benefits of using reputation in the domain of
its creation?

E R ]

Reputation systems can be generally categorized as centralized (a central authority is dedicated to
collect, process, and emit reputation values) and decentralized (Reputation is either kept in distributed
stores or kept as an own personal opinion which is provided on request) based on the network
architecture or protocol, see Figure 10. ENISA defined a set of security requirements for a reputation
system such as integrity, availability, accountability, efficiency, usability, and trustworthiness.

Centralized Distributed
Server / Clients Servants, e.g. P2P
Past Transactions Past Transactions

g — A A .»
o8 g —2
Ratings 85 a&

Reputation center
Present Transactions

Present Transaction 3 —> g
B —
Reputation Ratings

Scores 8 Q & 8
Reputation center

Figure 10 Reputation Network Architectures

Reputation in e-markets is an instrument for trusted partner or service provider selection. In a multi-
agent environment a computational trust and reputation model has to deal with three types of information
sources (Sabater-Mir & Paolucci, 2007) direct information, which is information that comes from direct
experience with another agent without intermediaries; third-party information, which is information
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obtained from a third party or an informant, and meta information which is the knowledge resulting from
different analysis of the two other types of information sources. In online reputation communities, trust
and reputation (or rating) are represented numerically or graphically using bars and stars, karma, or in
natural language from a finite set of possibilities (i.e. good vs. bad), or from an infinite set of possibilities
(i.e. textual comments). The computation engine used in each online reputation system is different such
as aggregation and Bayesian models. In their book (Farmer & Glass, 2010) Farmer and Glass,
elaborated on the types of reputation systems and their patterns that exist in current successful online
systems, however it is beyond the scope of this document.

In an open environment such as service-oriented architectures and cloud environment, reputation is
used in service selection and the selection of trusted transaction partners. In such environments,
services from different service providers can offer the same functionality, and given the scale of SOA
and cloud systems, service selection became a challenge. Since the services provide the same
functionality, the consumer has to factor some other non-functional properties in his decision-making.
He considers the quality of the service itself, its availability and reliability, and how well he can trust the
provider. This information is usually kept as QoS metrics that are either associated with the service
description or separately in the service registry. Usually, a service consumer may trust that a service
offered by a provider with a good reputation will be a good service. In (Y. Liu, Ngu, & Zeng, 2004) the
service provider can be bound to the QoS by an agreement formed during the negotiation phase: a
service level agreement (SLA). Reputation can also be produced using client side monitoring techniques
to generate information regarding functional and non-functional quality of service (Bianculli, Binder,
Drago, & Ghezzi, 2008; Yao Wang & Vassileva, 2007).

The works in (Banaei-Kashani, Chen, & Shahabi, 2004; Vu, Hauswirth, & Aberer, 2006) propose several
P2P trust models to avoid having one central node to collect and process QoS data and disseminate
reputation information in a cloud or SOA environment. The idea is that some service registries or cloud
brokers are distributed in the network and are collecting QoS feedback from consumers. QoS metrics
used in getting reputation information are defined in (Yao Wang & Vassileva, 2007) and (K. Lee, Jeon,
Lee, Jeong, & Park, 2003).

In summary, reputation systems:

- enable customized trusted partner or service provider discovery and selection

- aid in quality assessment processes

- discourage opportunistic behaviour that leads to bad behaviour

- are used as a dynamic factor in risk assessments to reduce uncertainties and mitigate risks in
environments such as internet of services

- solve large-scale collaboration problems such as resource allocation in cloud computing
environment

3.3.1 Trust and Reputation Metrics

An important aspect of trust is how it is evaluated by the trustor. A trust metric is a measurement of the

degree to which one entity trusts another which is based on an expectation on the future behaviour.

Trust values are wusually derived based on entityds
reputation metrics. Many trust and reputation metrics with various semantics have been proposed in the

literature, some of which are described in MS:C-5.1. Some of the authors mix these concepts, however

we should distinguish a measure of trust, that is specific for a given individual and a measure of

reputation which is usually global for the system. In our work we assume that reputation is just one of

the attributes used to infer trust values for a particular entity.

Another attribute contributing to the trust perception is the history of past experiences (positive vs.
negative). An evaluation of such history could be represented in the simplest form as a tuple E &
where p is the number of positive interactions and n is the number of negative interactions. Given these
values the overall trust values can be computer simply as | €, as in eBay feedback rating — or using
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. In the cloud

statistical approaches as in beta reputation system(Jsang & Ismail, 2002) as

ecosystem this approaches however seem too simplistic as these values represent an aggregate over
many implicit subjective factors. Indeed, a positive interaction does not specify what concrete aspect of
an entity is evaluated. A trust metric for the cloud should likely consider different aspects for evaluation,
for instance the performance of a CSP regarding providing security to personal data, providing audit
logs on demand or other evidence of conformance, allowing customization of service contracts and
facilitating the procedure of exit and transition to another CSP. The eBay detailed seller rating provides
a simple example of such approach.

If, however, the experience with an entity is not direct, but by a third party the trust in that third party
should be considered also for deriving impact on the trust level. For instance EigenTrust algorithm
(Kamvar, Schlosser, & Garcia-Molina, 2003) proposes to weight the response from other peers by the
trust values that are placed on them by simple multiplication?! ¢ B @ w . In this approach the
authors use a trust graph representation and assume that the transitivity property holds (transitivity is
discussed in more detail below). Trust graphs are very common for representing trust relationships
(used e.g. in PageRank, PGP) and could potentially be used also in the cloud scenarios, e.g. to describe
the trust relationships between CSPs. This is supported by the fact that service supply chains in the
cloud are becoming complex involving many entities (contactors, subcontractors, brokers).

3.3.2 Transitivity of Trust

A desired property of a trust model is the transitivity. As applied to the cloud ecosystem, this leads to
the question: if a Primary Service Provider (PSP ) trusts a CSP A which subcontracts (and hence trusts)
another CSP B, can the PSP trust CSP B? This question is very relevant considering that the PSP when
playing the role of data controller is responsible for data protection along the whole processing chain. In
the A4Cloud approach we postulate that trust should be built on accountability and more precisely on
accountability claims and evidence that those claims are satisfied. In this case if CSP A trusts CSP B
then CSP B should have provided some evidence of his trustworthiness. So for PSP to trust CSP B and
any other subcontractors this evidence should be either forwarded to PSP or CSP A should provide
evidence that he is effectively verifying the

The situation is complicated by the fact that often PSPs do not know all the actors that participate in the
service delivery chain. In this case PSP cannot explicitly trust CSP B.

3.3.3 Trust Models for Cloud Computing

The idea of using trust and reputation in order to leverage cloud security can be found in several works.
Usually, trust and reputation are used to help cloud stakeholders to make a decision about other
stakeholders and services they have to interact with. For instance, (Habib, Ries, & Muhlhauser, 2010)
explore how these concepts can support consumers in selecting trustworthy cloud providers.
Reputation-based trust models have been considered lately. Liman and Boutaba (Limam & Boutaba,
2010) propose a reputation system in order to improve the process of selecting external services for
integration in development projects. A similar goal is pursued by Abawajy (Abawajy, 2009), who
suggests using a trust-based reputation system to determine service trustworthiness in intercloud
computing environments. The work in (Pawar, Rajarajan, Dimitrakos, & Zisman, 2013) introduces a trust
model for cloud based on cloud characteristics as defined by NIST. Trust is defined in the form of
reliability and reputation.

(Cerbo et al., 2012) proposes the concept of a trustworthy service marketplace where the security
features of the services (SaaS) are certified and represented in a machine-readable format. This would
enable marketplace users to quarry for services satisfying specific security requirements. The authors
do not propose a trust model per se, but rather a solution for gathering and sharing evidence regarding
the trustworthiness of particular services (as opposed to the trustworthiness of the service providers). If

21 Although the authors present this as an algorithm computing trust values, given our considerations
above it is rather a reputation system.

subcont
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a certificate contains an assert statement backing a particular security aspect of the service, this service
could be considered trustworthy in the context of the given security feature. In the risk assessments we
consider certificates as an evidence of trust, but also take into account other factors (previous
experiences, accountability mechanisms and tools).

In (Rashidi & Movahhedinia, 2012), the user trust to a CSP is related to the following parameters:

- Data location: Users know where their data are actually located.

- Investigation: Users can investigate the status and location of their data.

- Data segregation: Data about each user are separated from the others.

- Availability: Users can access services and their data pervasively at any time.

- Privileged user access: The privileged users, such as system administrators, are
trustworthy.

- Backup and recovery: CSP has mechanisms and capacity to recover from catastrophic
failures and not susceptible for disasters.

- Regulatory compliance: CSP complies with security regulations, certified for them and
open for audits.

- Long-term viability: CSP has been performing above the required standards for a long
time.

The authors in (Rashidi & Movahhedinia, 2012) statistically analyze the results of a questionnaire

answered by 72 cloud users to investigate the perception of the users on the importance of the above

parameters. According to this analysi s, backup and recovery
in cloud computing followed by availability, privileged user access, regulatory compliance, long-term

viability and data location. Their survey showed that data segregation and investigation have weak

i mpact on useré6és trust on cloud computing.

Chief information officers perceives the barriers for cloud adoption (Pearson, 2012) as vendor lock-in
(i.e., to be dependent on a vendor), cloud performance and availability, security and challenges in
integrating internal and external services. According to another survey among 264 non information
technology executives (non-IT) and 462 information technology executives, the barriers are security,
regulatory risks, business case, adapting business processes, interoperability, lack of awareness,
adjusting policies and building skill sets (Pearson, 2012). These barriers are important in trust modelling
because they are why the potential users trust or do not trust a CSP.

3.3.4 The Relation between Trust and Risk

Chapter 2 has demonstrated that socio-e conomi ¢ ri sk factors predominant |
involve aspects such as intrinsic human emotions, perceptions and interactions. Moreover, the chapter

provided insightinwhatthecon s equences might be for c¢cloud computing
risk perceptions are not addressed. In this chapter we have provided insight in what trust entails, how it

relates to IT and to reputation, and how trust can be made measurable. Importantly, risk and trust are

intrinsically linked. Tr ust i s positively related to the perceived
that an increase in risk perceptions coul d@Beldgadul t i n
2011). For example, deficient software at one level may hurt perceptions at several levels. Previous

research with regard to privacy and online behaviour demonstrates that many customers do not trust

most Web providers enough to exchange personal information in online relationships with them (Leenes

& Oomen, 2009). Mor eover, the publicbdbs perceptions of havin
the Internet have a strong influence on the customer6é s wi | | iemggge i@ elatiortstop exchanges

online (Beldad, 2011; Hoffman, Novak, & Peralta, 1999; Olivero & Lunt, 2004). Therefore, it is a

reasonable assumption that improved trust in cloud computing in general, and specifically in cloud

service providers can positively affectcloudbusi ness. Al n particular, an incre
di sclosure, reduces the demand f or(Kaliskigri&Phutey, P0G, and r
p. 2). Although the mechanisms of 6 t r u s &aobitrolacardbe perceived as compensatory, trust will

emerge from controlling activities and v.v. sometimes trust will lead to lesser need for control, this WP

will be mostly interested in providing confidence by (accountability) controls and the trust will be

secondary, even though still important for risk assessment.
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4 Risk Mitigation and Cloud Contracts - A Legal Perspective on Risks

Under the cloud-computing paradigm, a cloud customer (e.g. a small medium enterprise or an individual)
relinquishes direct control over many aspects of data security and data protection to the primary cloud
service provider. Key aspects of cloud computing, such as shared off-premise infrastructure between
organizations and rapid technological innovations, raise complex privacy and security issues due to the
particularities of the technology per se allowing for the international data flows and the remote
processing of data. Consequently, in this sense, data protection and security issues raised by cloud
computing can be conceptualized as risks in the sense of the harm which results, for example, from
unauthorized access, use, disclosure, disruption, modification or destruction of personal data. Typically,
cloud computing services are offered by the primary cloud service provider to the cloud customer under
the terms of standard form contracts. Such standard form contracts are drafted on the terms of the
primary cloud service providers, are not negotiated -in most cases- by the cloud customers, and may
not cover all data protection and security issues raised in the context of the cloud computing technology.
Given the lack, though, of a uniform approach at European level regarding business sensitive
information, the section below will focus on the processing of personal data as provided under the
Directive 95/46 "on the protection of individuals with regard to the processing of personal data and on
the free movement of such data” (hereafter: "Data Protection Directive").This analysis is instructive as
it sheds lights on how specific risks, such as security risks, can be allocated or mitigated in cloud
computing through contracts.

4.1 Data Controllers and Data Processors

From a | egal perspective it is important to deter min
controllerd or a O6data processor 0 sacsritytoliligatonsphthec es di f |
cloud provider. According to Article 2 ohenatlrtdorData Pr
legal person, public authority, agency or any other body which alone or jointly with others determines

the purposesand means of processing of personal dat ao. Mor e
the" nat ur al or |l egal person who processes data on behal

allocation of responsibilities to the entities taking part in the processing is linked, of course, to the
particularities of the technology itself.

With respect to cloud computing, characterization of an entity as a controller or a processor may
depend on the type of cloud computing system that is used or on the technical setup of the
system. This characterization will determine the liability of the respective parties for compliance
with data protection obligations. Further, and perhaps more significantly, a controller remains
responsible for discharging data protection obligations even where the data has been outsourced
or transferred to a third partyd including a cloud vendord for processing. It is therefore important
for a company to undertake a rigorous assessment of its responsibility for the personal data
processed by the cloud provider and, if applicable, enter into a data processing agreement
requiring the c¢cloud provider to act only accordi
adequate technical and organizational security and otherwise to comply with legal requirements
(Sotto, Treacy, & McLellan, 2010).

Within cloud ecosystems, cloud customers might fulfill both roles, being data controllers or data
processors, depending on the actual <cirloudmstanomer ol t
might refer either to individuals or companies?2. However, taking into account that cloud customers are

mostly companies, this section focuses mainly upon cloud computing and SMEs.

22 See, also, Cnil "Recommendations for companies planning to use Cloud computing services"
http://www.cnil.fr/fileadmin/documents/en/Recommendations_for_companies_planning_to_use_Cloud
_computing_services.pdf
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42 Contracts and SLAOS

Establishing a level of trust about a cloud service is dependent on the degree of control an organization
is able to exert on the provider to provision

data and applications, and also the evidence provided about the effectiveness of those controls. Since
cloud customers usually lack control of cloud resources, they are not in a good position to utilize
technical mechanisms in order to protect their data against unauthorized access or secondary usage or
other forms of misuse. Instead, they must rely on contracts as a trust mechanism aiming to ensure
appropriate usage, in combination with mechanisms that provide compensation in the event of a breach,
such as insurance, court action, or penas)ties

Usually, the contract between the cloud customer and cloud provider is a standard form contract, such
as a Click Wrap Contracts2® which often draw on traditional outsourcing or technology licensing models
and may not always cover the specific data protection and security issues raised by cloud computing.
Cloud customers often rely on brand perception or the perception that such and such cloud providers
can be trusted when choosing a cloud service or technology. Such brand perception is invariably linked
to the data protection and security standards and policies which are adopted by the cloud provider.
However, such perceptions of trust are very fragile in cloud computing due to the key features of cloud
computing, such as the often invisible cloud provider supply chain. However, the move to an age of
third-party audit in cloud computing, currently proposed in the reform of the European data protection
law, may offer a middle ground position?4. By this we mean that third-party audits, such as data security
audits, could be conducted to evaluate the compliance of cloud providers with their data protection and
security obligations.

4.3 Regulatory Risks

The section below discusses how data protection and security issues are addressed under the Data
Protection Directive. This analysis is relevant to the current discussion as the provisions of the Data
Protection Directive on data protection and security can often impact on risk allocation and mitigation in
standard form cloud computing contracts between primary cloud service providers and cloud customers.

4.3.1 Data Security and Confidentiality

Under Article 17 of the Data Protection Directi

processor who can "implement appropriate technical and organizational meas ur e s é s
guarantees in respect of the technical security measures and organizational measures governing the
processing". Cloud computing raises complex data protection and security issues which are not always
present in the traditional computing model. In a traditional computing model, one where applications
reside on client machines or somewhere else on the infrastructure owned and controlled by the
enterprise, it is possible to levy a host of counter measures to mitigate security risks.2>However, if the
application is moved to a cloud infrastructure provided by an outside provider, whose business model
is typically driven by the provision of a common service to a wide variety of users, then the security of
that data will be largely a function of the skill, willingness, diligence, and fiscal ability of the provider to
protect the data and provide a reliable service.

Here, contractual agreements between the cloud provider and the cloud customer are vital in imposing

23Click Wrap Agreements are a type of standard form contract associated with software licensing. In practice, Click

t he

for

sec

wrap agreements involve the end users i ndicndtonditignsahonsent o

their screen. Usually the terms will be on a separate page, which is linked to the actual acceptance screen.

24 Article 22 of the Proposal for a Regulation of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data and on the free movement of such data (General Data
Protection Regulation).

25Counter measures can include firewalls, data encryption, antivirus solutions, tight access permissions, separation
of networks either virtually or physically etc. in addition to the use of the use of trusted administrators, trusted
application developers, and internal processes.
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data protection and security obligations on the cloud provider. By so doing, the contract mechanism
establishes trust between the cloud provider and the cloud customer by allocating and mitigating the
data protection and security risks.

In the cloud environment, this type of trust is both being put into question by the relative and perceived
lack of maturity of the offered technology solutions, and strengthened by institutional structures such as
well-devised formal contracts (i.e. Service Level Agreements). Potential users with limited or no
experience of a particular service provider depend almost completely on the terms of the contract
between the cloud provider and the cloud customer to protect their personal data.

In this context, transparency appears to serve a key role in achieving compliance with the security
obligation aiming at ensuring that data is processed in a fair and legitimate manner. Transparency in
the way the cloud provider operates, including the provisioning of composite services, is a vital ingredient
for effective oversight over system security and privacy by an organization. To ensure that policy and
procedures are being enforced throughout the system’s lifecycle, service arrangements should include
some means for the organization to gain visibility into the security controls and processes employed by
the cloud provider and their performance over time.

Related to data security are the notions of data integrity and availability. Many cloud providers include
terms relating to redundant connectivity, fault tolerance, and automatic back up of data. However this
does not necessarily mean that the cloud customer is safe from data loss and his/her data will remain
intact. Cloud providers may take backups of user data, although they may not commit contractually to
doing so and will not usually warrant data integrity, or accept liability for data loss. Moreover, according
to the Data Protection Directive, data cannot be kept in an identifiable form for longer than necessary.26
This creates a risk for cloud customers since personal data may be kept redundantly on different servers
at different locations; it must be ensured that each instance of data is erased irremediably (i.e., previous
versions, temporary files and even file fragments are to be deleted as well). The cloud customer should
make sure that the cloud provider ensures secure erasure in the above-mentioned sense and that it
contains clear provision for the erasure of personal data. The same holds true for contracts between
cloud providers and subcontractors.

One example of ensuring transparency with respect to security of data processing is for the service
agreement to include the right to audit controls via a third party, as a way to validate control aspects that
are not otherwise accessible or assessable by the user. Pre-contractual audits, allow users to assess
and ensure that providers have taken adequate security measures and that they have implemented
security policies; post contractual audits are met with the same approach in standard form contracts.

However, from the cloud provider’s view, particularly with shared infrastructure and multi-tenancy, it can
be detrimental to security and against their own security policies to provide full details of their security
policies and practices to all prospective users, or allow data center visits (Hon, Millard, & Walden, 2012).
This is especially evident in multi-tenant cloud agreements, where the cloud user will want to ensure
that data is segregated to prevent personal data from being processed for illegitimate purposes.?’

Another trend emerging in standard form contracts is the adoption of industry-accepted standards and
linking cloud provider security policies to such standards. These can be seen as a compromise in
agreements and an attempt to strengthen transparency and trust where audit rights are left out. Industry
standards and certifications specific to cloud security have not been fully developed, although
organizations like the Cloud Security Alliance, Open Data Centre Alliance and Cloud Industry forum are
progressing matters. With so much contractual content being determined and set by the service
provider 6s, cloud customers woul d mdhenreto compaeeheit o | ook
chosen cloud providers against an industry and or sector benchmark. Organizations which are
developing standardization across cloud computing include the Green Grid, the Cloud Security Alliance
(CSA), the Institute of Electrical and Electronics Engineers (IEEE) Standards Association, and
the National Institute of Standards and Technology (NIST).

However there are still issues from a legal point of view influencing the level of trust towards cloud
offered services. The first is that at present there is no industry wide set of standards or codes that the

26 Data Protection Directive Article 6.e
27 Article 6(b) of the Data Protection Directive.
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user can rely upon. This again is down to the market being immature; cloud models themselves are
developing so fast that many standards simply cannot keep up, and therefore, become obsolete too
quickly. The result is a dilution of the overall impact of standardization itself as a tool to reduce and
mitigate risks. Secondly, there is no consensus as to the content of any industry wide code i how can
one define a secure cloud environment.

Confidentiality, on the other hand, in a general sense refers to the duty not to share information with
persons who are not qualified to receive that information?8. In a more specific sense, it refers to the
confidentiality of communications provided for in Article 5 of the E-privacy Directive (2009/136/EC).
Confidentiality of processing refers, also, to the obligation of any person acting under the authority of
the controller or the processor who has access to personal data, not to process them except on
instructions from the controller, unless he is required to do so by law (Article 16 of the Data Protection
Directive). It is important to note, though, that terms relating to confidentiality obligations can result in
liability for data breach, but since data loss or corruption may not involve confidentiality breaches these
may not incur liability. In this context, specific warranties (with liability) in relation to data loss or
corruption can be an important addition to the agreement. Contractual clauses should also impose, of
course, confidentiality obligations on employees of cloud customers, primary service providers and sub-
providers.

Note that Article 17 of the Data Protection Directive provides for the implementation of technical

measures (e.g encryption, authorization mechanisms and strong encryption) aiming at ensuring the

confidentiality 7 and integrity- of personal data being processed. In case data processors are involved in

the processing, then they should imedemeéaperndiend apmp r to
presented and the nature of the personal data processed as if the processing was performed only by

data controllers. However, even if a security breach has occurred, for instance, due to the adoption of
Ainemppropr i at emeasueg cdata icantyollers are held liable towards data subjects.

Subsequently, data processors will be liable towards data controllers on the basis of the contractual

agreement, establishing their relationship.

1. Third Party Relationships

In the cloud context it is often the case that the cloud provider with whom an entity is contracting (the

APri mary Providero) is not the c¢cloud provider that wi
userb6s dat®aftlye Pii ®Dlvii de r 0 )pleis thdSoftwark asa Service pravidenthat

hosts its software in an Infrastructure as a-Service cloud. In such scenarios, the breached third party

provider may not have any contractual relationship with the cloud customer and the cloud customer may

not have any rights when a data breach happens. Since the third party provider is once (or more)

removed from the cloud customer, it may be difficult to even investigate the incident response

capabilities of the downstream providers.

Moreover, even if the standard form contract between the Primary Provider and the cloud customer
provides that the Primary Provider will undertake specific actions when a data breach occurs, the
Primary Provider may not always be able to fulfill its contractual obligations if it has not obtained the
necessary corresponding rights in its own contract with the Third-Party Provider. Additionally, conflict of
interest problems and investigation access issues may exacerbate this problem further. As much as it
may often be difficult for the Primary Provider to gain access to a third party provider when there is a
contractual relationship between the parties, it is virtually impossible for the cloud customer to gain
access to the necessary resources of the Third-Party Provider as the cloud customer has no contractual
relation with the Third-Party Provider. If the third party provider is the cause of a data breach -or its
failure to provide a service to the main service provider usually-, there will be a contractual relationship
between the cloud service provider and the cloud customer Oon the one side and another contractual
relationship in the form of a subcontract between the cloud service provider and the third party provider.
In the relationship between the cloud provider and the cloud customer a failure of the third party provider
would be regarded as a failure of the cloud provider with the consequence that the cloud provider would
be liable to the cloud customer for any damages incurred.

The contract should examine the manner in which the Primary Provider may use Third Party Providers,

28https://secure.edps.europa.eu/EDPSWEB/edps/site/mySite/pid/73#confidentiality
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to outsource certain functions; the agreement should ensure they are bound to the same obligations as
the cloud service provider. Cloud services that use third-party cloud providers to outsource or
subcontract some of their services should raise concerns, including the scope of control over the third
party, the responsibilities involved (e.g., policy and licensing arrangements), and the remedies and
recourse available should problems occur. Trust is often not transitive, requiring that third-party
arrangements are disclosed in advance of reaching an agreement with the cloud provider, and that the
terms of these arrangements are maintained throughout the agreement or until sufficient notification can
be given of any anticipated changes.

The contract can be used to |Iimit a cloud provi

can be added that prevent the cloud provider from providing data to a third party service provider without
the cloud customer's prior permission. If third-party providers are to be used, the contract can impose
an obligation on the service provider to engage in a due diligence investigation to ensure the third-party
can satisfy the obligations agreed to by the direct provider. The cloud user can also demand contract
terms requiring the cloud provider to impose contractual obligations on third-parties that are similar to
those the direct provider agreed to, and which allow the direct provider to satisfy its own obligations.
With the addition of these terms, the cloud user could have more control and a greater ability to respond
to a data breach suffered by a third-party provider.

2. Data Location and Data Transfers

Closely related to the risk of sub-contractors in the cloud agreement service chain is the restriction
imposed by the Directive on transferring personal data outside the European Economic Area.?® Standard
form contracts on the whole do not address this issue adequately. Nevertheless, users need to be

informed aboutnotonl y where the primary service provider©oés

the data centers of the sub-providers are located, provided that the user is informed, of course, in the
first place that processing operations have been allocated to sub-processors.

Data transfers to the US are done under the Safe Harbor Transfers to US organizations adhering to the
principles, which can take place lawfully under EU law since the recipient organizations are deemed to
provide an adequate level of protection to the transferred data. In terms of data security, cloud computing
raises several cloud-specific security risks, such as loss of governance, insecure or incomplete data
deletion, insufficient audit trails or isolation failures, which are not sufficiently addressed by the existing
Safe Harbor principles on data security. Additional safeguards for data security may thus be deployed
by incorporating, for instance, the expertise and resources of third parties that are capable of assessing
the adequacy of cloud providers through different auditing, standardization and certification schemes. It
is, however, questionable whether Binding Corporate Rules reduce risk of personal data being
transferred outside the European Economic Area or they, actually, increase risk simply because they
allow for such transfers.

However, although standard form contracts usually include reference to Safe Harbor Agreement, many
contracts do not directly make reference to transfers of data outside the European Economic Area. Even
in negotiated contracts where the use of standard clauses and Binding Corporate Rules can be relied,
this may not be enough. Exporting data should not merely rely on the statement of the data importer
claiming that he has a Safe Harbor certification. On the contrary, the entity exporting data should obtain
evidence that the Safe Harbor self-certifications exist and request evidence demonstrating that their
principles are complied with.

4.4  Liability

Establishing data protection and security obligations between the parties is not enough on its own to
increase trust towards cloud offered services. The agreement must contain clear terms relating to liability
to ensure that the contract can effectively mitigate any risk involved in moving personal and confidential
data to the cloud. As explained below, this is where current standard form contracts fail. Consequently,
their value and effectiveness as a trust mechanism can be questioned as well.

der 6s

dat
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The most important terms within contracts are those that establish which party is to bear the
consequences of the loss if a service provider suffers a security breach. Where possible, cloud
customers, particularly small and medium enterprises, should negotiate for contract terms that transfer
the risk of loss to the cloud provider which suffers the security breach. This can come in the form of an
indemnity clause that requires the cloud provider to indemnify the cloud customer for all claims and
losses arising out of data security breach. Cloud customers will also want to look at and potentially try
to modify limitation of liability clauses and consequential damages disclaimers. These clauses limit
service provider liability for contract breach and cloud user may want to negotiate for unlimited liability
for data breaches (or at least higher limits of liability for such breaches). The data breach-related duties,
though, need to be carefully articulated in order to recover for a contract breach and the failure to have
meaningful liability terms in a contract can limit the effectiveness of imposing such duties in the first
instance.

Limitation of Iliability clauses simply set the
the cloud customer under the contract. Most limits of liability purport to limit liability for any liability arising
out of the services provided under the agreement, whether such liability arises out under relevant laws
or under the contract. Significantly, even if a cloud customer is able to get favorable data protection and
security terms from a cloud provider, they may only be able to recover up to the limitation clause should
the provider breach those terms. Also important, cloud contracts may have exceptions to the limitation
clause that allow the cloud customer to recover for certain types of losses, including for example,
confidentiality breaches and indemnification-related losses.

Cloud service agreements generally only warrant that the service will conform to the service levels, or
that the service will perform in accordance with certain specifications. Depending on the type of cloud
transaction involved, cloud users should carefully review the warranties offered by the cloud provider
such as warranties relating to performance and compliance with law etc. Cloud providers may provide
certain warranties, but then typically desire to disclaim all other warranties and guarantees concerning
their services. The reason is obvious; they do not want to be held to a higher standard of care that a
warranty may encompass. Cloud providers want to also avoid liability for implied warranties because of
uncertainty and legal risk associated with such clauses. Users will want to get, as many warranties as
possible, and to have loss arising out of breaches of those warranties not be subject to contractual
limitations of liability.

It is apparent that risk is not effectively allocated between the cloud customers and the cloud provider/s,
especially in standard form contracts, which reduces their value as reliable trust mechanisms greatly.
Although cloud providers are seen to be the more appropriate actor to have the risk associated to, data
privacy and security contractual agreements do not always effectively identify, allocate or remediate
these risks.

45 Summary

From a legal point of view, cloud computing does entail risks for the processing of personal data. These
risks relate mainly to the particular circumstances of processing allowing, for instance, international data
transfers or shifting of roles between the entities taking part in the processing operations. Although a
legal approach does not aim at measuring such risks, there are certain elements stated in the analysis
above which aim at mitigating them, while increasing trust to cloud.

In particular, the security obligations allocated to data controllers -and data processors- established
under the Data Protection Directive aim at mitigating risks, given that both entities are obliged to adopt
"appropriate security measures" depending on the nature of processing. Cloud computing agreements
not only address, but also specify further the security obligations framed under the overarching
regulatory framework. Nevertheless, the widespread use of standard cloud contracts -and the lack of
equal negotiation powers between the cloud customers users and the service providers- often does not
allow the concluding of cloud agreements tailor made to the interests of the cloud customers, especially,
when they are end-users or SMEs. Moreover, security audits discussed earlier contribute to building
trust to cloud and increasing transparency in relation to certain types of processing, which - by default-
appears to be vague and opaque to cloud users.

Despite the continuous flow of data in the cloud, the existence of certain safeguards purports to mitigate
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the related risks. In this context, the existence of Binding Corporate Rules submitted for approval by the
competent Data Protection Authority or the concluding of agreements such as Safe Harbour could
enhance trust to the cloud with respect to processing of personal data. It should be noted, though, that
the lack of communication of the entire chain of processors or sub-processors to cloud users as well as
the fact that the exact locations of data remain often unknown to cloud users undermine the trust and
transparency of cloud offered services.

Furthermore, the issue of liability is of fundamental importance in case of cloud computing, given that it
raises -reasonably- the question on how the cloud user could actually trust the cloud given that cloud
contracts limit the liability of cloud service providers. In cases of data losses, for instance, cloud contracts
often exempt cloud service providers of any obligation to indemnify cloud users for the damages caused.
Under a broader perspective, the fact that cloud contracts provide, of course, for the applicable law and
the competent courts could be seen as an element creating a positive impact on the levels of trust being
built towards the cloud. Given, though, the judicial expenses and the fact that the applicable law -as
provided in such arrangements- is the law of the country where a service provider is located, cloud
customers 1 especially, Small and Medium Enterprises- are not facilitated in making use of such
provisions.

A4Cloud tools serve as a means to enhance accountability and trust in the cloud in relation to processing
of personal and business sensitive information. Therefore, the present Deliverable will give input to other
Working Packages, such as D-4, which addresses Cloud Contracts and SLAs aiming developing tools
for remediation and redress.

The next chapter discusses aspects of our accountability-based approach to risk and trust governance.
It explains the nature of emerging relationships between accountability, risk and trust. It presents the
underlying assumptions about how accountability relates to risk and trust, as discussed with
stakeholders during the work package B2 workshop on cloud risks.
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5 Accountability, Risk and Trust in Cloud Ecosystems

Accountability concerns data protection in the cloud. It provides a means to address some of the data
governanceb6s concerns with the shi fAccountabiity supperts
data stewardship. It is a mitigating factor for emerging threats and enhances trust in cloud services.
Accountability is therefore related to both risk and trust. This section is concerned with understanding
emerging relationships between accountability, risk and trust in order to support governance. It
discusses accountability, risk, and trust in cloud ecosystems, and argues that understanding their
relationships enables accountability governance, that is underpins governance processes that enhance
accountability in the cloud. This section builds on the concepts of risk and trust introduced earlier in this
deliverable, the accountability definitions and model defined by the C2 Conceptual framework, and on
stakeholder elicitation workshop (Risk Modelling for Cloud Services Workshop) organised in
collaboration with B2 Elicitation. It points out an understanding of emerging relationships between
accountability, risk and trust. The engagement with stakeholders and the analysis of their feedback
consolidate our understanding of emerging relationships between accountability, risk and trust in order
to support accountability governance. This section first describes the relationships between
accountability, risk and trust. These relationships underpinning accountability governance, an
accountability-based approach to risk and trust governance, are the focus of our enquiries with
stakeholders. The assumption is the better our understanding of such relationships the better our
support to accountability governance. It also relates the main concepts of accountability, risk and trust
each other in the context of accountability governance. It also reports some stakeholder feedback on
accountability (DB-3.2), risk and trust, and discuss their relationships.

51 Accountability, Risk and Trust Relationships

Accountability addresses concerns with Data Protection (Article 29, 2010) or in general confidential data.
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(Article 29, 2012). Accountability therefore provides a means to unlock the cloud potential by addressing
relevant problems of data protection emerging in cloud ecosystems (Pearson, 2011). Our work (drawn
from C2 and its collaboration with other project work packages) is concerned with Accountability in the
Cloud, see (Felici et al., 2013) and (Felici, Koulouris, Pearson, 2013). The work in (Felici et al., 2013)
highlights how accountability is necessary in order to align cloud ecosystems with relevant regulatory
regimes like the ones envisaged by the EU Data Protection Directive (Directive 95/46/EC). It discusses
how accountability addresses emerging issues and legal perspectives in cloud ecosystems. It highlights
both legal and technical aspects of accountability. The work in C2 introduces a conceptual model,
consisting of attributes, practices and mechanisms for accountability in the cloud. The proposed model
characterizes cloud-mediated interactions between actors in terms of accountability attributes. This
forms the basis for analysing accountability relationships and requirements between cloud actors, hence
chains of accountability in cloud ecosystems.

From a security perspective various threats affect the cloud (CSA, 2013). Accountability provides a
means to address some of the dat a g o vieyradoptingccouds
computing (ENISA, 2009). On the one hand, accountability supports data stewardship Accountability
therefore is somehow related to both risk and trust. However, their relationships are yet vaguely
understood. Intuitively, accountability mitigates risk and increases trustworthiness of the cloud. It acts
as a balancing factor between risk and trust. It enables the identification based on accountability of
acceptable trade-offs between risk and trustworthiness. This underlies our accountability-based
approach to risk and trust governance.

This section provides an in introduction to the concepts of Accountability, Risk and Trust. In particular, it
highlights aspects of these concepts that are relevant for cloud governance. The relationship between risk and
trust has been considered (in particular, from social and policy perspectives) underpinning the governance of
privacy (Bennett, 2006). Although accountability is difficult to define and operationalize (that is, to put it into
practice) uniformly i idef i ni ng what exactly account Artcie 29 Data
Protection Working Party, Opinion 1/ 20 In@)i @iscritcdhfer
supporting governance of privacy, data protection and security in the cloud (Guagnin, 2012). The assumptions
that characterise emerging relationships between accountability, risk and trust are:
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Risk affects accountability

Risk requires trust (to take decision)
Accountability mitigates risk
Accountability mediates risk and trust

Trust facilitates interactions

= =4 -4 -4 -8 -

Trust relies on operational evidence of trustworthiness.

The remainder of this section introduces the concepts of risk, accountability and trust and position them with
respect to accountability governance.

5.1.1 Emerging Threats in Cloud Ecosystems

Cloud customers and providers are exposed to various problems. For instance, from a resource viewpoint, it
is necessary to improve data management processes and to a certain extent to automate them. The
increasing amount of data and resources requires hew mechanisms enabling cost-effective management
while guaranteeing critical features like security and privacy. Some of the issues that cloud customers and
regulators are mostly concerned about are things like lack of transparency and control in cloud service
provision. Compliance with evolving international regulatory regimes may also exacerbate complexities from
a legal perspective. Such challenges are perceived as barriers to the adoption of cloud computing. Figure 11
highlights some of the main threats (e.g. loss of governance, lock in hazard, isolation failure) in cloud
ecosystems. The threats are drawn from existing risk analyses of cloud computing, in particular, CSA Top
Threats (CSA Cloud Security Alliance, 2013a), CSA Security and Privacy Challenges (CSA Cloud Security
Alliance, 2012)(CSA 2012), CSA Security Guidance for Critical Areas of Focus in Cloud Computing (CSA
Cloud Security Alliance, n.d.) and ENISA Benefits, risks and recommendations for information security
(ENISA, 2009). The emerging threats are continuously monitored and assessed in order to highlights areas
for mitigations, and minimize potential risks (ENISA, 2013).
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Figure 11 Emerging Threats in Cloud Ecosystems
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