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Executive Summary

This document is an interim project-deliverable documenting the initial steps in the analysis of the
socio-economic context of A4Cloud. The A4Cloud project takes an interdisciplinary approach to
analysing the notion of accountability, and specifying building blocks for accountability. This
deliverable focuses on the current socio-economic landscape, explores (end-)user attitudes and
concerns, elaborates different governing mechanisms that enable social and economic accountability
in the cloud and provides a first reflection on how to stimulate accountable behaviour in the cloud.

First, it is important to frame the socio-economic landscape of cloud computing. Understanding the
socio-economic landscape of cloud computing is necessary to develop accountability tools that have
utility as well as be able to determine their impact. A socio-economic landscape can be defined as a
framework containing the relevant social and economic factors explaining the behaviour of relevant
stakeholders within a specific ecosystem.

Second, to learn what governing mechanisms might contribute to gaining a grip on the distribution and
steering of accountability in cloud computing, it is important to distinguish the underlying concerns that
ideally these governing mechanisms will address (task T:B-4.1). The different stakeholders’ concerns
and coping mechanisms (the mechanisms people deploy to cope with their concerns) are explored
based on the empirical knowledge gathered from white papers in combination with literature on the
public understanding of science, risk society, accountability and related topics such as control, trust,
transparency and responsiveness. These insights have been used for the design of a questionnaire
that was distributed amongst students at Tilburg University (TiU), University of Malaga (UMA) and
Karlstad University (KaU). The questionnaire’s findings were analysed and used for further
optimization of the survey, which will be distributed amongst large enterprises, SME’s and individual
end-users. Results of the latter questionnaire will be reported in D:B-4.2.

Third, we describe the development of a model that facilitates analysing the different enforcement
institutions that help implement accountability in the cloud. The work in task T:B-4.2 applies economic
governance theory to the cloud computing industry. We analyse which governance institution may be
best suited to solve the problems stemming from asymmetric information about the true level of data
protection, security, and accountability offered by cloud service providers.

Accordingly, the main findings of this deliverable are: a) an initial frame of the socio-economic
landscape, b) insight in society’s interest in cloud computing, and c) an economic model in which
certification agencies are the optimal institution available to govern the cloud.

The first main finding addresses the socio-economic landscape, as framed thus far. This framework
entails: a) the ideal of cloud computing, b) the drivers of cloud computing, c) current governance of
cloud computing, d) incidents that make problems with cloud computing visible, e) society’s interest in
cloud computing, and f) security in cloud computing. Since the current socio-economic landscape
might not completely align with the project’s accountability vision, the accountability tools should also
raise awareness in order to achieve the desired behavioural change.

The second main finding, the insight in society’s interest in cloud computing, was gained via an online
survey on cloud computing concerns and coping mechanisms. In order to articulate the public issue at
hand, one should ask the public for its concerns regarding the risks of cloud computing and its needs
for responsible (data) governance mechanisms to ensure that boundaries are upheld where
necessary. Though the survey aimed to articulate the public concerns with cloud computing that
should steer future development of cloud computing and related regulations, the respondents depicted
a moderate feeling of concern to either cloud computing infrastructure, consequences for the control
on their personal information and the existing legal framework. However, the respondents also felt
they should have more control over their personal information and that cloud service providers should
be more transparent. Moreover, the depicted feelings of trust seem to vary between the different
student groups (KaU, UMA and TiU). This is in line with previous research conducted on privacy and
online behaviour. Overall, Swedish students (KaU) had less trust in others and were more concerned
with the potential loss of data and lack of control over one’s data in the cloud. Most importantly, the
survey seems to indicate that the A4Cloud project rightly focuses on governing accountable behaviour
not only through law and regulation, but also via governing the relation between cloud service
providers and cloud service users.
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Third, the main finding of the work on economic governance is that the optimal institution to mitigate
the trust problems inherent in today’s cloud computing industry is a privately managed organization
with an own legal entity that is staffed by industry experts and relies on contract enforcement via
ostracism (i.e. ruining defectors’ reputation), not public coercion. Such an agency is an independent
certification institute. This certification institute monitors the accountability levels of cloud service
providers as far as technically possible and awards providers of high accountability with a certification
label that can easily be detected by private and business users. Users with high valuation for
accountability will be willing to pay more for the services of certified providers, whereas other users
may patronize uncertified providers.

In conclusion, in order to bridge the gap between current socio-economic landscape of cloud
computing and A4Cloud’s envisioned landscape accountability methods and tools not only should
steer accountable behaviour, but also make stakeholders aware of the need for responsible handling
of data in the cloud. One of the possible solutions, from an economic perspective, might be an
independent certification agency monitoring accountability levels of cloud service providers.
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1 Introduction
1.1 Scope of A4Cloud

The A4Cloud project takes an interdisciplinary perspective on analysing the notion of accountability
and specifying building blocks for accountability in the cloud. Such an approach is important because
the idea of a single notion of accountability that answers the complex question of how to ensure trust
and responsible stewardship has to incorporate different ecosystem contexts, the inherent different
consumers’ needs and different locales. The world wide web, cloud computing and future internet
services are situated at a complex intersection of hybrid combinations of actors, spaces and standards
for / practices of accountable service provision and use. In other words, cloud ecosystems consist of
multiple stakeholders, there are various types of clouds and each type and/or combination requires
tailored accountable methods and tools. To be able to create tools to provide accountability in the
cloud, we must get a better understanding of what the concept of accountability entails and how it
pertains to the needs and requirements of regulators, providers and (end-)users. This exercise
consists of contributions from different work packages. At the core is the Conceptual Framework being
developed in work package C-2: the framework provides a three-layer model of accountability as a
general concept for data governance, distinguishing between accountability attributes, accountability
practices, and accountability mechanisms. This model is based on literature review, conceptual
modelling and input from the various requirement elicitation tasks (such as in work package B-2) and
the exploration of stakeholder views and the development of an economic governance model in work
package B-4.

1.2 Aims and Scope of this Deliverable

This deliverable focuses on what governing mechanisms will facilitate an accountability framework
from a social and economic perspective, taking into account the different cloud stakeholders’
concerns, perceptions and needs to govern accountable cloud computing as well as the international
character and dynamic nature of cloud computing. Understanding the socio-economic landscape of
cloud computing is necessary to develop accountability tools that have utility as well as be able to
determine their impact. Meeting the societal and stakeholders’ expectations ensures that the tools and
mechanisms to be developed within the A4Cloud project are socially acceptable and therefore
adopted.

The deliverable incorporates the work conducted thus far in tasks T:B-4.1 and T:B-4.2 of the B-4 work
package on the socio-economic context of the A4Cloud project. In task B-4.1 accountability
requirements of the various stakeholders in cloud scenarios are investigated. In task T:B-4.2 a game-
theoretic model of economic governance will be developed. Both tasks have duration of 24 months.
Therefore this deliverable will report the interim results.

In order to investigate accountability requirements and subsequently define accountability governing
mechanisms, an understanding of the current socio-economic landscape is required. The mechanisms
and tools to be developed in the A4Cloud project are to be understood as concrete tools and
techniques supporting accountability practices; including for example, IT security controls and policies
as well as technical mechanisms, standards, legal mechanisms, financial penalties and insurance.
Therefore, these tools have an inherent normative character; stimulating responsible data stewardship
in cloud computing. This example of accountable behaviour by cloud service providers characterises
(emerging) behaviour, for instance highlighting operational goals and organisation goals to be met in
accountable organisations (MSC-2.2). Whereas the Conceptual Framework speaks of accountability
practices as sets of behaviours that an organisation should have in order to be accountable, this
deliverable focuses on governing accountable behaviour in general (not organisation specific and
including individual behaviour). Therefore, accountable behaviour is defined as the ways through
which people adapt to the expectations of accountability generated by a) knowledge: the way they
understand the world (i.e. cloud ecosystems), and b) power: the techniques and technologies of
governance, for instance control and transparency, used (i.e. in cloud ecosystems) (Dubnick and
Justice, 2004).
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Most likely, the current socio-economic landscape of cloud computing does not fit the cloud computing
landscape envisioned by the A4Cloud project and stakeholders might not even desire such
accountable cloud computing landscape. Because accountability is a relatively novel concept, which
requires cloud providers to change their behaviour with respect to the consumers, the current socio-
economic landscape of cloud computing might not completely align with the project’s vision. Hence a
combination of technical tools, raising awareness and other ‘softer measures may be required to
achieve the desired behavioural change.

This deliverable specifically aims to contribute to: a) how cloud consumers understand cloud
computing, what their concerns are and how they would like to cope with their concerns, and b) how
private ordering or self-governance by the cloud computing industry will increase trustworthy
behaviour by cloud service providers and change consumers’ perception on the safety and security of
data in the cloud. Understanding accountability concerns and related governing mechanisms will
ensure the A4Cloud project’s relevance and acceptability of the project results.

1.3 Relationship to other A4Cloud Work Packages

In general Streams C and D are informed by the work conducted in T:B-4.1, and stream C by the work
conducted in T:B-4.2. More specifically, insights from the socio-economic research in T:B-4.1 are fed
into work package C-6 and C-2 by describing trust, transparency, control and accountability from a
social scientific relationship. Task T:B-4.2 interfaces with work package B-6 and D-3 in order to set the
appropriate legal parameters. Moreover, the B-4 work package draws on the work conducted in work
packages B-2, via attending and observing the various workshops, C-2 the Conceptual Framework for
accountability, and C-6 on the development of risk and trust models.

1.4  Structure of the Deliverable

The remainder of this deliverable is structured as follows:

Chapter 2 defines the socio-economic landscape for cloud computing. It reflects upon how the
socio-economic landscape of cloud computing can be framed, what elements are quintessential to
take into account to provide an appropriate description of its current and future construction.

Chapter 3 describes the theoretical approach within the B-4 work package. First, departing from a
social scientific perspective the public understanding of science is a relevant perspective with which to
explore the cloud computing landscape. Second, the notions of transparency, control and trust are
discussed as they play a vital role in shaping accountable behaviour by cloud providers. Finally, a
reflection upon good governance from an economic perspective is provided.

Chapter 4 discusses the methodology used in the empirical research as well as the methodological
approach taken in the development of the model.

Chapter 5 discusses the survey results of students’ cloud concerns and coping mechanisms. A social
scientific approach is taken to gain understanding of the various types of concerns as well as the
experienced level of trust, transparency and control.

In Chapter 6 on “How to govern the cloud?” a reflection on governing accountable behaviour from
an economic perspective is provided.

Chapter 7 contains some concluding remarks and describes the work to be conducted in the near
future within the B-4 work package.
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2 Defining the socio-economic landscape

A socio-economic landscape can be defined as a framework containing the relevant social and
economic factors explaining the behaviour of relevant stakeholders within a specific ecosystem. The
amount of literature describing the socio-economic landscape of cloud computing has rapidly
increased in the last two years (white papers on cloud characteristics, benefits and concerns,
academic literature on cloud adoption and cloud security, and (online) newspaper articles reflecting
societal movements). What follows is a contemplation of this literature and the distillation of the main
topics for the socio-economic landscape frame of cloud computing from this literature. Interviews with
five respondents (see Chapter 4 on research Methods) have complemented the description of socio-
economic landscape frame of cloud computing.

We identified for the socio-economic landscape of cloud computing the following social and economic
factors explaining cloud stakeholders’ behaviour:
1 The ideal of cloud computing
The drivers of cloud computing
Current governance of cloud computing
Incidents that make problems with cloud computing visible
Society’s interest in cloud computing
Security in cloud computing

= =4 —a -—a -1

2.1 Theideal of cloud computing

Cloud computing is a technology that is rapidly evolving. Even its definition is not settled universally,
as well as underlying technologies and related risks and benefits. Nevertheless, cloud computing is
attributed a number of promising characteristics. Below a brief summary of stakeholders’ perceived
promises of cloud computing is provided based on a white paper review (see Chapter 4 Research
Methods). It is not surprising that the ideal of cloud computing is extensively described in white
papers. Most of these are used for business-to-business marketing and aim to guide its readers to
understand the benefits of cloud computing (and adopt the services offered by the companies
represented by the authors).

Rarely, stakeholders who are impacted by cloud computing (specifically cloud consumers), write down
their expectations of cloud computing in a white paper. Their views on the promises of cloud
computing, however, can partially be extracted from the surveys held by cloud providers and
regulatory stakeholders such as Data Protection Authorities. Sometimes NGOs, like the TechSoup
Global Network, also provide insight in the cloud consumers’ expectations. This Network focuses on
how cloud computing can benefit NGOs and, simultaneously, critically looks at the risks and needed
requirements for further use of cloud computing.

TechSoup Global Network relates the promises of cloud computing to administration, cost,
partnerships and collaborations, and data ownership (Techsoup Global Network, 2012).
Administration-related benefits are valued highly. These administration-related benefits refer to an
easier access to software as well as easier disaster recovery. Moreover, the reduced system
administration and rapid deployment of cloud computing services are perceived as major advantages
for using the cloud. Another major advantage reported is the fact that cloud computing requires little or
no capital investment needed prior to use. Other cost-based advantages to cloud computing are fewer
IT staff needed and the promise that cloud computing transforms high fixed-capital expenses to lower
variable and operating expenses. Especially for NGO’s, but also for other institutions, the potential of
improving partnership with others is seen as a major advantage. Cloud computing enables the
improved information sharing and collaboration. Moreover, it makes partnering with other
organizations easier. A last major advantage to cloud computing is on a data-level. With cloud
computing users expect that their data is better secured and organized. Moreover, it is the feeling they
have more control over their data (Techsoup Global Network, 2012).

These advantages are also reflected in other white papers not describing an individual cloud users’
perspective but a business or an independent (non-governmental and/or supervisory) organization’s
perspective. White papers specifically for business-to-business marketing reflect upon the way cloud
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services will keep cloud consumers happy. The dynamic flexibility and agility of cloud computing are
therefore heavily promoted; for example backups, scalability, reliability and performance are no longer
worrisome (Xerox, 2011). High flexibility is also related to the ability to grow and shrink IT capacity on
demand as well as to rapidly launch new products and services (Microsoft & TechNet, 2011). Not to
mention that costs (due to pricing flexibility) and complexity of IT (convenience for the development
teams and IT efficiency) will significantly drop. The change from upfront investment to pay per service
is attributed high value for customers (HP, 2011, Google, 2011, Heliview Research, 2011, Microsoft &
TechNet 2011). Another promise that cloud computing entails is the increased collaboration, not only
within enterprises, but also across various institutions (e.g. relevant for knowledge workers) (Microsoft
& TechNet, 2011, Xerox, 2011). The greener approach to everyday business as well as new ways of
doing business (e.g. Amazon Mechanical Turk') are also promoted by cloud drivers (Xerox, 2011).

With regard to independent non-governmental organizations perspective, there are various global
consortiums or NGO'’s that aim to regulate cloud computing in various ways. One of these consortiums
is the Open Group. The Open Group is “a global consortium that enables the achievement of business
objectives through IT standards” (The Open Group, 2011). Via standardization and certification the
Open Group aims to steer boundary-less information flow throughout the world. Cloud computing, for
them, entails the promise of: reducing cost, resource optimization, and timeliness / agility of new
services.

Many whitepapers cite the NIST (National Institute of Standards and Technology) definition of cloud
computing. Cloud advantages logically follow from the NIST definition of cloud computing. The
characteristics attributed to cloud computing refer to the promises / benefits of cloud computing:

On-demand self-service. A consumer can unilaterally provision computing capabilities, such as server time
and network storage, as needed automatically without requiring human interaction with each
service’s provider.

Broad network access. Capabilities are available over the network and accessed through standard
mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones,
laptops, and PDAS).

Resource pooling. The provider's computing resources are pooled to serve multiple consumers using a
multi-tenant model, with different physical and virtual resources dynamically assigned and
reassigned according to consumer demand. There is a sense of location independence in that the
customer generally has no control or knowledge over the exact location of the provided resources
but may be able to specify location at a higher level of abstraction (e.g., country, state, or
datacenter). Examples of resources include storage, processing, memory, network bandwidth, and
virtual machines.

Rapid elasticity. Capabilities can be rapidly and elastically provisioned, in some cases automatically, to
quickly scale out and rapidly released to quickly scale in. To the consumer, the capabilities
available for provisioning often appear to be unlimited and can be purchased in any quantity at any
time.

Measured Service. Cloud systems automatically control and optimize resource use by leveraging a metering
capability at some level of abstraction appropriate to the type of service (e.g., storage, processing,
bandwidth, and active user accounts). Resource usage can be monitored, controlled, and reported
providing transparency for both the provider and consumer of the utilized service. (NIST, 2009)

2.2  What drives the cloud computing (r)evolution?

Whether perceived as a revolution or an evolution, it is generally agreed that cloud computing will
change society’s organization and business. The first main driver of the cloud refers to the economics
of cloud computing. The underlying economics of the cloud provide an understanding of the long-term
cloud computing landscape. Fundamental in this respect is the business delivery model cloud
computing offers: utility computing over conventional hosting. Cloud allows for a core IT infrastructure
that takes advantage of significant economies of scale with regard to: a) supply-side saving, b)
demand-side aggregation, and c) multi-tenancy efficiency (Microsoft, 2010). Subsequently, cloud
computing has a big financial incentive as it promises to do more, with less money spent and in a

1 see https://www.mturk.com
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more efficient way. For example, capital expenditure is eliminated and significantly lower the costs of
e.g. starting an operation or the costs of failure or exit. Moreover, whereas, data in the past was
regarded of no value, cloud computing and big-data has changed this perspective drastically. Data is
seen as valuable and has become a commercial and tradable asset.

Expressing the cloud (r)evolution in numbers, however, remains difficult. Yet, many industries are
expected to be able to profit from cloud computing. The Economist (2013a) devoted an article on the
banking business embracing cloud computing stating: “The emergence of cloud-based banking
promises to affect banks big and small. Banks are expected to spend almost $180 billion on IT this
year, according to Celent, a consultancy. For the moment cloud-based services make up a tiny
fraction of this amount, but by some estimates spending by financial-services firms on the cloud will
total $26 billion in 2015. This increase should lower barriers to entry for newcomers, which can rent
modern IT infrastructure at monthly fees of less than $10,000 rather than having to invest tens of
millions of dollars upfront to build their own secure data centres. And it should also enable big banks
to become much more cost-efficient”. In other words, the fixed costs of entry and production will be
drastically reduced turning part of them into variable costs related to the production necessities. This
will have a positive impact on entry and competition in all sectors where fixed ICT spending is crucial
(Etro, 2009).

The (forced) digitalization of society is a second driver of cloud computing. Digital technology and
digitalisation “have constituted the technological conditions for some of the more characteristic
aspects of this process; from the flexibilization or outright shedding of labour, to the mobility of
production and capital and the globalization of trade and financial markets” (Crow & Longford, 2000,
p207). Cloud computing embodies the digitalization of society and enforces organizational (new ways
of living our lives, perform work, do business and administer public tasks and services) and societal
changes (towards a ‘better’ society) (De Pous, 2012).

The drivers of cloud computing provide an explanation of how cloud computing will lead / leads to a
fundamental shift in the organization of society and business. “While cloud computing is the result of a
logical and evolutionary development, its effects may be revolutionary, for example, in relation to
wearable technology and smart cities” (De Pous, 2012, p21).

Drivers for accountable behaviour therefore should be sought in the domains of economics and
reorganizing society: a) within the economics of the cloud (financial gain) e.g. the costs and benefits of
compliance to law or improvements in business opportunities and processes as a result of better
quality data and controls, b) maintaining the public perception of fair and responsible use of personal
or sensitive business data making our society a better place (Leenes & Oomen, 2009), and c) an
overarching move towards increased responsible governance (e.g., as a result of the financial and
banking crises and emergence of the risk society (Beck 1979) in general.

2.3 Current governance of cloud computing

Cloud computing comes with both benefits and drawbacks. It is the governing of an appropriate
balance that needs the attention of the EU, national governments and local institutions. Importantly,
there’s not just one cloud. Cloud computing has various appearances, each with its own
characteristics and corresponding legal aspects, advantages and disadvantages.

Accountability is enshrined in regulatory frameworks for data protection across the globe, notably the
Organization for Economic Cooperation and Development (OECD) privacy guidelines (OECD, 2013),
Canada’s Personal Information Protection and Electronic Documents Act (2000)? and Asia Pacific
Economic Cooperation (APEC)’s Privacy Framework (APEC, 2005). Accountability concepts are
evolving as the current legal framework responds to globalization and new technologies, and indeed
the forthcoming revision of the EU Data Protection Directive is likely to include this concept.

While the General Data Protection Regulation, which will supersede the Data Protection Directive in
the next years in Europe is unclear?, globally various movements that may shake the current cloud

2 http://laws-lois.justice.gc.ca/eng/acts/P-8.6/
3 At the time of writing there still is uncertainty when the European Parliament will get to the first reading of the
proposal (which has 3999 amendments to the Commission draft). The Council version is unfinished. Parliament,
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landscape are already visible. One recent example is the newly submitted law by the Brazilian
government that obligates Internet companies to store data collected in Brazil within its country’s
boundaries?.

However, in the vision of A4Cloud, law and regulation cannot solely steer good governance of cloud
computing. Accountable behaviour is shaped in the relation between cloud consumers and cloud
providers too and requires, for example, some margin for self-governance by cloud providers®.
Governance, as understood as element of the socio-economic landscape of cloud computing has a
wider scope. Governance, in this sense, also entails, for example, standardization for security and
availability of cloud services. Also, governance might take a more global approach and take into
account the cross-border use of cloud services. Moreover, it is questionable whether cloud specific
regulation already is needed or that further development of the cloud and future Internet services is
needed before appropriate law and regulation can be developed. In other words, (lack of) governance
in the socio-economic landscape of cloud computing can be defined as the mechanisms that shape
and steer the actions of relevant actors within cloud ecosystems. These mechanisms can be law and
regulation, but might also be standardization or risk assessments of cloud services. Within the
A4Cloud project special attention is directed at the interaction between cloud service providers and
cloud service users.

2.4 Incidents

Incidents often are breakdowns of previous invisible infrastructures or ecosystems. Gaining insight in
the practice of cloud computing and its potential problems with regard to accountability requires an
approach that explores the entire cloud ecosystem. An ecosystem reflects the structure upon which
something else, in this case stakeholders making use of cloud services for either business or private
activities, rides or works taking into account its users, environment, dependencies, required skills,
regulations etc. (Star & Bowker 2006). Salient features of such an ecosystem is that the ecosystem
both shapes and is shaped by the conventions of practice, it is built on an installed base, an existing
structure, and subsequently struggles with the inherent strengths and weaknesses of this base. And
one of the most important features of ecosystems is that it only becomes visible upon breakdown.

Exploring previous incidents might provide insight in the various cloud computing ecosystems.
Understanding these cloud computing ecosystems will help governing responsible stewardship in the
cloud. A recent big incident is Snowden’s unveiling of NSA’s surveillance practices via PRISM. The
disclosures trigger public questioning of the accountable behaviour of governments and this has led to
behavioural changes by individuals, businesses and governments. In fact, the recently submitted law
by the Brazilian government is a direct consequence of the commotion with regard to the NSA-
practices revealed in June 2013¢. Distrust in the American intelligence has led to speeding up the
process of enacting the law, which has been in development since 2011.

Public reactions, in the form of protests, to government bills such as the Protect IP Act (PIPA), the
Stop Online Piracy Act (SOPA), and the Anti-Counterfeiting Trade Agreement (ACTA) in the USA also
provide insight in how the public perceives e.g. privacy, security and freedom of knowledge. “Both
ACTA and SOPA/PIPA contained copyright enforcement measures touted by their proponents as
necessary to prevent online piracy and to protect U.S. jobs in the film, television, and music industries.
Both frameworks contemplated an increased role for online intermediaries, with SOPA/PIPA's most
controversial provisions requiring operators of the Internet's addressing system, the Domain Name
System (DNS), to block access to "foreign infringing sites" that traffic illegally in copyrighted content”
(Bridy, 2012). In the name of Internet security and to safeguard from digital privacy, many websites
have been shutdown (Khanna et al. 2013). However, via Internet huge protests were set up, stating
the bills were in violation of the First Amendment. The freedom of speech, exchanging knowledge, via
a medium regarded as independent (the Internet) was valued highly. Especially since the bills required
monitoring of the Internet via (governmental) intermediaries. This monitoring invaded the public’s

Council and Commission ultimately need to agree on the text. The upcoming European parliament election put
pressure on the process, but also may mean its termination
4 http://tweakers.net/nieuws/91273/brazilie-wil-internetbedrijven-verplichten-om-gegevens-lokaal-op-te-slaan.html
5 http://iwww.bbc.co.uk/radio4/reith2002
6 http://tweakers.net/nieuws/91273/brazilie-wil-internetbedrijven-verplichten-om-gegevens-lokaal-op-te-slaan.html
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privacy. Though the protection of intellectual property of various industries might be at stake, the
means proposed to ensure this protection in the SOPA/PIPA and ACTA bills were regarded as to
invasive in the private lives of the public.

2.5 Society’s interest in cloud computing

Governing innovation, in a modern technological culture in which the existence of uncertainty of
scientific knowledge and related societal problems are key characteristics, requires a thorough
understanding of the risks that come with innovation. Cloud computing is such an innovation in need
of responsible governance.

It is the articulation of the public issue that should steer future development of technologies and
related regulations (Beck, 1992; Beck, 2002; Jasanoff, 2009). Global innovations like cloud computing
“...should respond to people’s self-determined needs and aspirations, provided that certain
background conditions of information and deliberation are met” (Jasanoff, 2009). In order to articulate
the public issue at hand, one should ask the public for its concerns regarding the risks of cloud
computing and its needs for responsible governance mechanisms to ensure that boundaries are
upheld where necessary. The concerns not only relate to the uncertainty of knowledge, but also to the
social and ethical impacts of cloud computing.

However, the articulation of the public issue regarding the innovations in science and technology is not
a self-evident matter. Current (democratic) governing mechanisms have not kept pace with the
technological developments. Then how to deal with the risks and uncertainties in a democratic and
scientific informed way? A first step could be to elicit the concerns and risks not only from the scientific
community, but also from other relevant stakeholders and even the general public. Such
understanding of the risks might allow for collective agreements to emerge in order to cope with
unavoidable residual risks, either via contracts, law, the extension of democracy or other governing
mechanisms (Beck, 1992).

An important question of democratic responsible governance of business innovations such as cloud
computing is when and how to involve relevant stakeholders or even the general public. It may be
unnecessary to involve stakeholders when the drivers of the innovation can be trusted to act
responsibly, but this raises the question when this is the case and how we can know? Related
questions deal with who are knowledgeable actors to participate in democratic governance
mechanisms, and whether the general public even is interested in knowing every potential risk related
to all innovations. Don’t they have a right to remain lay and trust governments to control potential
threats?

Previous research with regard to privacy and online behaviour demonstrates that many consumers do
not trust most Web providers enough to exchange personal information in online relationships with
them (Leenes & Oomen, 2009). Moreover, the public’s perceptions of having little control over
information privacy on the Internet have a strong influence on the consumer’s willingness to engage in
relationship exchanges online (Beldad, 2011; Hoffman, Novak and Peralta, 1998; Olivero and Lunt,
2004). Within this line of reasoning one can conclude that understanding the public’s perceptions and
concerns with regard to cloud computing provides a fair prediction of their willingness to adopt
(accountable) cloud services.

2.6  Security

Security is another important element within the socio-economic landscape. How is security taken into
account with regard to cloud computing by the various stakeholders? What are the attitudes towards
security? Again, the case of Snowden has changed the landscape, "by single handedly unveiling a
major problem with the way we store and share files”. More specifically, Showden “has exposed one
of the largest issues involved with trusting all of our valuable information to the cloud — security” 7.

Along with loss of control, security is arguably the biggest concern many large organizations have. Can
other customers access our data? Have all the security patches been kept up to date?

7 http://pandodaily.com/2013/09/11/the-snowden-effect-changing-the-course-of-cloud-security/ (accessed 2013-
09-13)
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By definition, public clouds share resources between different customers and use virtualization heavily,
and this does create additional security vulnerabilities, both from access levels as well as from exploits in
the virtualization software.

“The biggest security concerns are around access to your data on your VM, you should carefully
investigate the controls providers have in place to secure your environment,” says Stenhouse, “Big
providers such as Amazon and Rackspace make this information available and are accredited to the
highest industry standards.”

Arguably the biggest security risk in any infrastructure is overlooking serious security flaws because of
time, expertise and resources. No system is perfect, and the reality is that a well-staffed cloud provider,
with highly-trained staff dealing with security every day, is often likely to reduce the chances of security
breaches occurring, compared to an overworked and under-resourced corporate IT department. It's a
simple economy of scale®.

However, the recent PRISM coverage also demonstrates that the cloud does not necessarily offer less
security than individuals can achieve on their own. In fact, the opposite can be argued since security is
promoted as one of the cloud’s advantages (see section 2.1 The ideal of cloud computing). Yet, cloud
computing does create an easier and much more manageable target from a threat-economics
perspective to attack for well-equipped adversaries like nation states: data from millions collected in a
handful of data centres.

The perception of security in cloud computing from a businesses' perspective has a different focus,
than laymen’s perception of security (focusing on control of your information). Cloud computing has
traditionally been a market-oriented paradigm, shaped by and for the IT industry. As any other new
paradigm, the initial perception towards the cloud was caution, due to the security and privacy
concerns that it raises. However, this perception has changed over the years, mostly because
knowledge and awareness on cloud technologies and mechanisms has increased. As an illustrative
example, results from KPMG surveys regarding perception of cloud computing (KPMG, 2011; KPMG;
2013), based on responses from more than 650 executives from different industries, show that while in
2011 security ranked as the top challenge, in 2013 it ranked third, after integration and transition
challenges. Thus, one possible interpretation is that perception of security in the cloud from decision-
makers has matured from initial fear and reluctance to increased confidence and willingness to
integrate. Technical issues that hinder implementation and integration of cloud computing
technologies into business have taken the lead role regarding executives concerns. Still, security and
privacy are big issues; aspects such as the lack of proper data and (Virtual Machine) VM segregation
or jurisdiction concerns regarding data location are among the most regarded problems on this area.

8 http://thenextweb.com/insider/2013/09/11/5-reasons-enterprises-are-frightened-of-the-cloud/ (accessed 2013-
09-13).
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3 Framing and governing accountability

The emergence of cloud computing has drastically changed the use of information technology; from a
personal to a public utility. However, together with the rapid transition towards the clouds, the number
of concerns with regard to, for instance, security, reliability, and privacy has risen. Controversies like
PRISM have fuelled public discussions on privacy, data protection and have increased the public call
for transparency and accountability of governments and cloud service providers in their handling of
personal information®. Whereas in the past the public did not perceive controlling their data in the
cloud as an urgent matter, the PRISM controversy and increased attention to privacy of personal
information has changed the public’s focus. There are conflicts on whether governments should have
access to personal information for the purpose of protecting public security, people have less trust in
the proper handling of their personal information by Internet and cloud service providers, and the
momentum is there to spend time and energy on this topic in order to have a good return of
investment (Warren, 2009).

This quest for accountability entails the requirement to further define what accountability should look
like from various perspectives. This deliverable’s focus lies on accountability from a social and
economic perspective. Concepts that shape social accountability are the notions of trust, control and
transparency. These are common notions in the theories of ‘public understanding of science’ and ‘risk
society’ and are further explored in section 3.2 (Beck, 1992; Beck 2002; Jasanoff, 2000; Jasanoff
2006; Jasanoff, 2009; Wynne, 2008).

The economic research within the B-4 work package is concerned with designing an institution — a set
of rules for behaviour and corresponding punishments if the behavioural rules are hurt - that can
alleviate the trust issues that hinder today’s cloud computing industry in realizing its full demand
potential. The economic approach followed in the institution’s modelling is based on the objective to
structure the rules of making business in such a way that accountable behaviour is in the short-term
and long-term self-interest of sellers and buyers at all times.

Further research on the socio-economic landscape can contribute to this envisioned accountability
framework by exploring consumers’ and regulators’ cloud concerns and coping mechanisms as well
as how economic governance can bridge the gap between regulatory oversight and the innovative
character of cloud computing.

3.1 Framing accountability: public understanding of cloud computing

While cloud services such as Flickr, GoogleDocs and YouTube have been widely used by individuals
for some time, cloud computing remains for many an unfamiliar concept. Exactly this unfamiliarity with
cloud computing might hamper its further development, as research with regard to scientific, social
and ethical uncertainties around biotechnology already has demonstrated (Marris et al., 2001; Mulkay,
1997; Jasanoff, 2005). “Cross-national stand-offs over the commercialization of genetically modified
(GM) crops, the patenting of gene fragments and higher life forms, and the diver gent policy regimes
that have developed around research with embryonic stem cells give tangible evidence of the conflicts
that can arise if tacit public expectations with respect to the management of biotechnology are not
met” (Jasanoff, 2005, p140). Public resistance due to lack of understanding might thus effectively stall
a new industry.

The uncertainty surrounding cloud computing, in specific the cloud’s complex and opaque nature, also
raises questions on accountability and the distribution of responsibilities (Beck, 1992). In fact, the
inherent technological, cross-border and dynamic character of cloud computing raises special
problems for its responsible governance. Think of the organized irresponsibility due to trans-boundary
data transfers — as data storage is scattered all over the world and the relation between data-subjects,
data-controllers and data-processors opaque, nobody feels -or is- responsible if things go wrong.

Identifying what uncertainties exist, what the (potential) risks are, has become core business in the
analysis and assessment of innovations (Rip, Misa and Schot, 1995). Whereas cost-benefit analysis
and other positivist sciences seem to dominate the risk assessment plain, societal and other values

9 http://edition.cnn.com/2013/06/09/world/nsa-data-mining/index.html?hpt=hp_t1
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have less room for informing regulators in the responsible governance of science and technologies.
Yet, increasingly it is recognized that social, ethical and economic impacts have an important role in
the assessment of science and technology. The A4Cloud project recognizes that the concerns with
cloud computing not only relate to the uncertainty of the technology itself, but also to its ethical,
economic and societal impacts.

In general, business cloud consumers mainly see the benefits of cloud computing and focus less on
the risks. Nevertheless, research on cloud adoption demonstrates that the risks of using cloud
services, in the perception of cloud consumers in general are: a) policy and organizational risks (e.qg.
vendor and data-lock in, loss of governance, b) technical risks (e.g. loss of data), c) legal risks (e.g.
data protection), and d) non-cloud specific but infrastructural risks (e.g. availability / network problems)
(Lin & Chen, 2012). “Uncertainty of service availability and reliability especially the concern over
unexpected system downtime and disruption could deter companies from adopting cloud computing
because it increases project and business risk” (Lin & Chen, 2012, p534). Lack of availability likely is
one of the main perceived risks by business cloud consumers, leading to: data loss, periodic service
outages, unexpected shut down of virtual machine instances and the perception that the cloud service
provider does not respect the notion and idea of the cloud (Phaphoom et al. 2012). Next to availability,
security, scalability and the lack of control on the cloud infrastructure (e.g. the cloud platforms) are
related to perceived risks. With regard to cloud security business cloud consumers do not only have
technical concerns (e.g. related to the underlying infrastructure and the security), but also have more
emotional concerns, such as trust and privacy issues (Savola, Juhola & Uusitalo, 2010). Technical
concerns relate to, for instance, data exposure, misuse of cloud services by other users, identity
verification and outsiders attacks due to multi-tenancy (Phaphoom et al. 2012). Although scalability is
one of the main benefits of cloud computing, business cloud consumers perceive risks in lack of
knowledge in the utilization of resources available (Phaphoom et al. 2012). Last, the cloud offers a
business model that requires changing role and responsibilities within business consumers’
organizations. The latter includes the risk of resistance to change and due to feelings of loss of
control.

Although most businesses indicate these categories of risks, the number of risks and the perception of
their severity vary (Lin & Chen, 2012). These variations in risk perceptions depend on the company’s
size, technological expertise and corporate culture of the businesses. Whereas SME and LE both
have business perspectives on the use of cloud services, their roles might still differ. The smaller
enterprises are likely less capable of negotiating contract with cloud providers than the bigger
enterprises. Yet SME seem to adopt cloud computing quicker than large user organizations.
Moreover, there are differences between small and large companies as regards the ease of adoption
(adoption simplicity) and the costs induced by the effort of implementing cloud computing services
(adoption costs). Also, the statement implies that a learning effect can occur which affects marginal
adoption costs (adoption costs).

Individual cloud consumers’ perceptions of risk seem more related to the ability to control one'’s
information in the cloud (further stimulated by PRISM) and transparency, then related to, for example,
technical risks. In general, individual cloud consumers (or the population at large) mainly see the
benefits of cloud computing and are only to some extend aware of related risks (Sjoberg & Fromm,
2001). Moreover, Sjoberg & Fromm (2001) demonstrate that risks of on-line service use are above all
ethical and legal risks and concerns issues such as personal integrity, privacy and freedom of speech.

Moreover, the risk perceptions are also related to cloud consumers’ understandings of the cloud.
Research by Marshal & Tang (2012) on file synching and sharing mechanisms in the cloud, for
example, shows that cloud users’ uncertainty and misconceptions limited their ability to fully take
advantage of the service’s features. Users needed more accurate and robust models to be able to
discover and trust cloud computing services (Marshall & Tang, 2012). It is reasonable to assume that
cloud consumers’ lack of knowledge and understanding of cloud computing influences their risk
perception and subsequently their understanding of cloud computing.

In order to stimulate accountable behaviour of both cloud service providers and cloud service
consumers (whether business consumers, individual consumers or end-users) their concerns should
be addressed. This will stimulate further innovation and adoption of cloud computing. In order to cope
with the concerns of cloud service providers and cloud service consumers various mechanisms are
deployed. These mechanisms mainly offer control and/or transparency with regard to the data in the
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cloud. These control and transparency mechanisms will likely increase cloud consumers trust and
therefore their use of these services.

3.2 Governing accountability from a social perspective: coping with cloud concerns

In coping with the risks of innovations, different governing mechanisms are at the disposal of the
public as well as different notions shape accountability relationships (see for instance Beck, 1992;
Beck, 1998; Beldad, 2011; Jasanoff, 2000; Jasanoff, 2006; Jasanoff, 2009; McKnight, 2005; Power,
1995; Rip, Misa and Schot, 1995; Wynne, 2008). In this deliverable we focus on the notions of trust,
control and transparency.

3.2.1  Accountability and trust

Trust, in general, is that people accept vulnerability to others’ actions (Mayer, Davis, and Shoorman
1995; Roussaeau 1998). Usually this trust is based on the expectation these others will act in one’s
interests and they will benefit from these actions. In other words, trust is the expectation that
individuals and institutions will meet their responsibilities to us (Mayer, Davis, and Shoorman 1995;
Mechanic, 1998; Roussaeau 1998). Accountability and trust are related via the idea of stewardship.
Stewardship entails that one party entrusts another with resources and/or responsibilities (Guagnin et
al. 2012). Stewardship involves two parties; party A to whom stewardship / responsibility is provided
and party B the party entrusting the responsibility to party A, the steward, and to whom account is
presented. Trust lowers transaction costs because it removes a need to actually establish the risks of
certain actions. However, trust can be compromised. As long as technologies work, we seldom think
of trust. When they don’t, the trust question arises (McKnight et al., 2002). In other words, trust is
positively related to the perceived risks present in a situation. “This means that an increase in risk
perceptions could result in the augmentation of people’s degree of trust” (Beldad, 2011). This erosion
of trust invites for more regulatory intervention.

The adoption of cloud computing services by cloud consumers thus is greatly affected by consumers’
trust in cloud computing (Kalisky and Pauley, 2010; Ryan and Falvey, 2012; Savola, Juhola and
Uusitalo, 2010). This trust is shaped by the consumers’ perceptions of risk in cloud providers and their
services. Perceived cloud risk means the extent to which a user believes it is unsafe to use the cloud
or that negative consequences are possible. Perceived risks therefore (might) affect purchasing
behaviour. However, risks are perceived differently by the different stakeholders in cloud ecosystems.
Privacy statements, security policies and risk assessments are some of the methods to engender trust
to cloud providers’ services. However, these risk assessments should be dynamic and “on-demand”
as is the cloud. Moreover, they should address cloud consumers’ concerns such as. privacy
intrusions, availability of services, usability, etc.

Governing via trust refers to two distinct mechanisms; one a more intuitive regarding the steward’s
intentions, and second a more cognitive regarding the stewards competence. Especially the latter
allows for enforcing trust via control; for instance via contracts or the governing hierarchy. In other
words, the expectations of proper behaviour (trust) are enforced via control and not based on the
intrinsic motives of ethical conduct by the steward. It is a reasonable assumption that improved trust in
cloud computing in general, and specifically in cloud service providers can positively affect cloud
business. “In particular, an increased level of trust improves disclosure, reduces the demand for
legislation, and reduces perceived risk” (Kaliski & Pauley, 2010, p2).

3.2.2  Accountability and control

The notion of accountability can be operationalized in the governing mechanisms of control and
transparency (Power, 1999). Control is an instrument by which actors can try to limit public concerns.
One instrument of control is setting standards to which relevant stakeholders must adhere. Standards
can thus be used to regulate behaviour and practices and promote (socially) desirable actions and
dissuade (or forbid) (socially) undesirable actions (Porter, 1995). Whether the standards are set (or
can be set) by the regulator, whether the standards are adopted by ICT implementation systems, or
whether the sector can be trusted to self regulate is open for debate. Also the level of controllability of
the innovation (in our case cloud services) is an open question. Nevertheless, in innovative
businesses as cloud computing, imposing control is one way of dealing with (relational) risks.
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Control as a governing mechanism is connected to ‘trust’ (Mechanic, 1998; Nooteboom, 2009). The
accountability attribute ‘trust and the governing mechanism of control can be perceived as
compensatory. This means that sometimes trust will emerge from controlling activities, sometimes
trust will lead to lesser need for control, and vice versa (i.e. sometimes more control is needed when
trust is low) (Nooteboom, 2009). Improved trust, either enforced or intrinsically motivated, can
positively affect e-Commerce (Nemati & Van Dyke, 2009). Responsiveness to the public’'s concerns
might lead to the voluntarily development of standards that regulate behaviour, for example cloud
service providers’ behaviour towards cloud service users.

3.2.3 Accountability and transparency

Transparency is another mechanism to manage the public’s concerns (Jasanoff, 2006). Having insight
in processes and decisions allows individuals to make informed decisions. It is thus understandable
that demands for openness have grown in recent years, whether it is in science or in politics. The free
exchange and access to ideas or the access to official information, including the evidence and
reasons behind decisions, are considered to be a common value.

Like control, transparency is also connected to trust (Van Rooy and Bus, 2010). For one, people have
a right to expect that institutions or organizations they trust will share with them the information
necessary to make informed decisions. For example, a decision on whether (to continue) to make use
of a service or not. When people trust others, this means that they expect that these others will control
information disclosure in the people’s interests. Nondisclosure of information to protect their own
interests or to hide conflicts of interests potentially erodes trust (Mechanic, 1998). Since not all people
are in need of full disclosure of all types of information available, e.g. on the cloud computing
technology, the trusted parties can be responsive to the public’s needs for transparency and disclosed
information.

Trust can be mitigated by third parties (Doney et al. 1998). Rather than trusting ones business partner,
one can have faith that some institution (third party) may prevent or mitigate damages arising of
vulnerabilities being compromised. Such institutions could be oversight authorities, consumer
organisations, or the legal system (courts), etc. Certifications from trusted third parties may
compensate for a cloud service provider’s lack of transactional history with its consumer, especially in
the initial encounter (Beldad, 2011). Third-party recognitions — in the form of seals of approval- are
effective in promoting consumers’ trust.

Having identified the main obstacles to implement accountability in cloud computing and the main
dimensions in which to frame accountability, we now turn to the development of a solution to
accountability problems. Rephrased, how to govern the cloud?

3.3 Governing accountability from an economic perspective: the case for private ordering

According to Pearson et al. (2012), there are three main goals of developing an accountability
framework for cloud computing. First, individual users fear that their privacy concerns are not
respected. Business clients are suspicious that their own or their customers’ sensitive data are not
secured, which may bring them at odds with their duties as data controllers (Soghoian, 2010).
Moreover, regulators, restricted by national jurisdictional boundaries, are worried about the increasing
internationalization of internet-related applications, which diminishes and complicates their propensity
to oversee. This process is accelerated by cloud computing.

Second, the international nature of the industry has already confronted businesses with a multitude of
legal and regulatory regimes, which are constantly developed further and, as a whole, load large legal
and economic liabilities onto CSPs. This increases the explicit and implicit cost of doing business in
the cloud and also binds many resources of regulatory agencies.

Third, these problems are amplified because the cloud computing industry is still in an early
development stage and is a complex and dynamic business environment. However, the necessary
flexible tools for oversight and rules for businesses are not in place, yet.

Consequently, both individual and business consumers underutilize the opportunities inherent in cloud
computing technologies. In economic terms, the industry is in a bad equilibrium: a situation where no
party has an incentive to change its behaviour unless the other parties involved change their
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behaviour, too. Specifically, users do not fully trust the data protection and privacy promises that CSPs
commit to in service contracts because of the problems described above. CSPs, on the other hand,
cannot credibly convey the information, that their security level is high, to users because most users
lack the technical expertise and time necessary to evaluate such information. Therefore, CSPs with
high security levels cannot command a price premium, which destroys their incentives to invest in high
security in the first place. Being stuck in the bad equilibrium has negative consequences for everyone
involved.

Note that we do not claim that cloud computing does not create business today. The industry is
growing rapidly (The Economist, 2013b). But the bottom line of the literature presented is clear: Trust
concerns hinder cloud computing to develop its full technical, social, and economic potential. Any
proposal that increases trust is therefore welcome. We contribute to such a proposal in this paper by
distinguishing those institutions that can effectively increase trust in the cloud from those that cannot.

3.4 Framing and governing accountability: an interim conclusion

What becomes apparent from the social scientific and economic approach of accountability is that
both seem to behold a different angle with which the cloud computing ecosystem is explored. The
social perspective heavily leans on gaining an understanding of current behaviour towards cloud
computing and the concerns people might have in order to deduct the requirements for the
accountability mechanisms and tools to be developed. In other words, a baseline measurement is
conducted in order to a) establish the gap between the current socio-economic landscape and the
cloud landscape envisioned by A4Cloud, and b) elicit the requirements of the mechanisms that will
address the uttered concerns. Complementary to this approach, the economic research suggests a
solution to the identified concerns.

Since gaining an understanding of the socio-economic landscape of cloud computing and reflecting
upon how good governance (the Accountability Framework) can be achieved are two separate phases
in the socio-economic research of cloud computing, the results thus far will be reported in two
separate chapters (chapter 5 on Cloud users’ concerns and coping mechanisms and chapter 6 How to
govern the cloud?). Each chapter has a specific perspective in addressing cloud ecosystems and
accountability, a social scientific and an economic focus respectively. In Chapter 5 we will focus on
one part of the socio-economic landscape, the element of society’s interest in cloud computing. The
data collected to study this public understanding of cloud computing builds on desk research on the
one hand, and an online survey on the other. The data collected will be used to set current socio-
economic landscape and elicit requirements for accountable behaviour at a later stage in the A4Cloud
project. In chapter 6 an economic perspective on cloud computing is used to distinguish those
institutions that can effectively increase trust in the cloud from those that cannot. However, before
presenting our interim findings, we first describe the Research Methods in chapter 4.
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4 Research Methods

The research conducted within work package B-4 incorporates a review of white papers and a
literature review, a survey and semi-structured interviews with relevant stakeholders (n=5) to gain an
understanding of the socio-economic landscape. Additionally, an economic model is developed in
order to reflect upon how the cloud can be governed.

4.1 Review of white papers and literature

The white paper review focussed upon the expectations and concerns that various stakeholders have
with regard to cloud computing. The search was limited to papers written in English or Dutch and
published between 2009-2013, using Google search. The white papers eligible for review were
selected based upon the mentioning of ‘concerns’ and ‘promises’ with regard to cloud computing. In
total we explored 16 white papers (see Appendix A). In order to synthesize the (empirical)
knowledge/information presented in the white papers we made use of thematic analysis. We
abstracted from each white paper the different type of stakeholders, the concerns, the promises and
the mechanisms proposed to cope with the concerns. The stakeholders were categorized in three
groups: stakeholders impacted by cloud computing, stakeholders regulating cloud computing and
stakeholders driving cloud computing. The different concerns were grouped into common categories.
Subsequently we identified two main levels of concerns: the first level consists of concerns related to
context, divided in three subthemes: regulation, process and infrastructure. The second main level
refers to concerns regarding data, divided in three subthemes too: data portability, data access, data
location. Lastly, to categorize the different coping mechanisms we used a deductive approach, making
use of the notions of control, trust, and transparency as described in Section 3.2 ‘Governing
accountability from a social perspective: coping with cloud concerns’.

The white paper review fed into the development of the survey on the public understanding of cloud
computing. One of the remarkable findings of the white paper review was that some of the advantages
were simultaneously perceived as concerns. For example an advantage of cloud computing reported
is the increased data security, while simultaneously security of the data is mentioned as one of the
public’s main concerns. This was reason to include questions on both the benefits and the concerns
with respect to cloud computing in the survey and allows for further exploration of these contradicting
perspectives.

Moreover, a literature review was conducted to identify the public understanding of cloud computing in
relation to accountability. Science Direct® and World Cat!! were searched for the following concepts
‘Publication date >2002’, ‘cloud computing’, ‘users’, ‘perceptions’ ‘understanding’ and ‘accountability’ ”.
This resulted in 90 hits of which three were actually focussing on users’ perceptions and
understanding of cloud computing mostly focusing on privacy and security issues (Kshetri, 2013; Shin,
2013; Zissis and Lekkas, 2012). The findings in these papers were used as input for the formulation of

the questions related to trust, transparency and control.

4.2  Semi-structured interviews

The use of qualitative, semi-structured interviews allows for an iterative research process, in which
new theoretical insights will develop alongside the data analysis and writing of first results of the
A4Cloud project. In total five interviews have been conducted and more interviews are planned before
the next deliverable in May 2014. The semi-structured interviews are guided via a topic-list, see
Appendix A. The respondents have various backgrounds: Tax officers (n=2), cloud service provider
(n=1), a Chief Technology Officer of a company that provides cloud services, data storages, big-data
analytics and IT-management (n=1) and a corporate lawyer (n=1). The interviews will be transcribed
and coded in the near future making use of Atlas.ti, a qualitative data analysis program. Preliminary
analysis of the interviews, specifically focussed upon the various elements of the socio-economic

10 http://www.sciencedirect.com/
11 http://www.worldcat.org/
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landscape, has resulted in the complementation of the socio-economic landscape frame for cloud
computing (see chapter 2 Defining the socio-economic landscape).

4.3 Survey on the public understanding of cloud computing

Based on the review described in section 4.1 ‘Review of white papers and literature’ in combination
with theoretical literature on the public understanding of science and risk society (Beck, 1992; Beck,
2002; Marris et al., 2001; Mulkay, 1997; Jasanoff, 2000; Jasanoff, 2005; Wynne, 2008), we designed a
questionnaire aimed to measure end-users concerns and coping mechanisms. We used an online
survey as this allowed us to relatively quickly collect data amongst students in Sweden, Spain and the
Netherlands. The survey was distributed via A4Cloud partners in Spain (UMA), Sweden (KaU) and the
Netherlands (TiU) by announcement and distribution in university courses. An example of the
invitation can be found in Appendix B. Our sample thus consists of students of universities with
various cultural backgrounds and geographical locations. The data, however, do not represent the
general public. Nevertheless, the sample is valuable because we may expect students to be on the
forefront of the use of new technologies and become future decision makers.

In total 90 students completed the questionnaire (the questionnaire can be found in Appendix C). Of
these 90 students we excluded 16 as they did not meet the threshold of at least 90% answered
questions or they were suspected of not proper answering (for example, the same score was provided
for 10 questions in a row). The remaining 74 cases were retained for further analysis. Table 1 shows
the demographic profiles of our respondents. Most respondents were in the 20-24 age group; 29,7%
of these subjects are female and 70,3% are male. Most students studied in Spain (54%), followed by
the Netherlands (24%) and Sweden (19%). Two exchange students, following courses in one of the
three universities, also participated in the study. They are excluded in the comparative analysis
between the three universities.

Table 1 Respondents’ demographics (n=74)

[ ey [ eaT

Gender Male 52 70,3
Female 22 29,7

Age 20-24 49 66,2
25-29 21 28,4
230 4 54

Student in Spain 40 54,1
Sweden 14 18,9
The Netherlands 18 243
Other 2 2,7

4.3.1 Survey design

The questionnaire was developed in Lime Survey, an open source survey application!?. Given that our
study focused on examining what concerns end-users have and how they cope with their concerns, it
was important to be able to research prior knowledge on cloud computing and computer savviness.
Subsequently, the questionnaire contained questions on how much end-users had heard about cloud
computing, some questions about cloud computing itself to determine the level of knowledge, as well
as a self-rated Internet skills question.

12 https://www.limesurvey.org/nl/
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In addition, the questionnaire included control questions with regard to the respondents’ attitudes
towards cloud computing, their trust in others as well as feelings towards the distribution of
responsibility were included. These control questions are validated questions from earlier research on
privacy?s.

In the final part of the questionnaire demographic information was collected. Each question/statement
was provided in the same order for all students. There was no reward though for finishing the entire
survey as the survey in this form is still regarded as a pilot for a bigger survey to be distributed in the
near future.

4.3.2 Data analysis

The data analysis involved a descriptive analysis of our dataset and a test of our data quality, testing
the properties for our measurement scales: a) infrastructural concerns, b) data concerns, c) legal
concerns, d) trust in cloud service providers, e) trust in governing institutions, f) transparency by cloud
service providers, and g) attitude towards control. Our data was analysed using IBM SPSS 21.0
software, a statistical analysis program.

4.4  Economic governance modelling

The work in task T:B-4.2 makes use of two research methodologies. The first is institutional theory or,
more specifically, economic governance theory (see Dixit, 2009, and Masten & Prifer, 2011, for
details). In this framework, the costs and benefits of a set of economic governance institutions are
compared with each other, while focusing on the incentives of cloud service providers to behave
according to the rules of accountability they promised. The result of this step is the identification of the
optimal economic governance institution available: a certification agency. The second step uses game
theory in order to study a market where cloud service providers who can decide about how much to
invest in their data security and accountability procedures are confronted with business and individual
users who demand cloud services but cannot judge the implemented security level of the service
providers. This problem of asymmetric information, which can lead to inefficiently low utilization of
cloud services, is tackled by introducing a certification agency that offers service providers to
constantly monitor, verify, and certify their data security and accountability level, thereby reducing the
users’ lack of knowledge (and trust).

13 The PRIME survey — a study regarding privacy attitudes and behaviour of students in the Netherlands,
Flanders and the UK 2008.
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5 Cloud users’ concerns and coping mechanisms: survey results
5.1 Cloud use and self-rated Internet skills

Cloud services such as iCloud, Google Docs, DropBox or Spotify, were used by 97% of the
respondents and self-rated Internet skills were: 28% intermediate 53% advanced and 19% expert.
None of the respondents rated himself novice. Moreover, all respondents owned between 1-3 Internet
connected devices and 29% owned more than 3 Internet connected devices. The technical savviness
of these respondents thus is assumed to be quite high.

5.2 Knowledge about the cloud

In order to gain insight in the respondents understanding of cloud computing we asked how much the
respondents had heard about cloud computing followed by three true or false statements on cloud
computing. Although 58,7% had heard a lot about cloud computing, only 16,0% correctly answered all
three the control questions (“You can access your own information in the cloud from all over the world
provided you have Internet access (94,7%-true)”, “Less than 40% of the people online make use of
cloud services (37,3%-false)”, “Cloud computing is the Internet and all its complexity” (40,0%-true)).
Two correct answers were provided by 42,7%, one correct answer was provided by 38,7% and no
correct answer was provided by 2,7% of the respondents. In the updated survey these questions have
been removed from the survey, sine they raised too much confusion and were not perceived as
questions that actually can make distinctions between knowledgeable and less knowledgeable cloud
consumers.

5.3 End-users perception of benefits and concerns of cloud computing

Although the concerns and coping mechanisms are the focus of the survey, it also incorporates
questions with regard to the perceived benefits of the cloud as well as the general attitude towards the
cloud. Overall, the benefits of the cloud are rated for both respondents’ own usage and benefits for
society (see Figure 1). Easy access to information from everywhere (94,7%), and access from all
devices (88,0%) are perceived as most important benefits for individual cloud users, whereas paying
per service is seen as a less important benefit (5,3%). Additional feedback from the respondents
shows that secure back up of information is another main reason for using cloud services. The
improved sharing of information and collaboration is perceived as the most important benefit for
society (82,7%), while better security of personal information in the cloud is perceived as important by
only 17,3%. The former, the improved sharing and collaboration as most beneficial aspect of cloud
computing is in line with the administration-related benefits referred to in many white papers, as well
as an easier access to software and easier disaster recovery (e.g. Google, 2011; Microsoft | TechNet,
2011; Techsoup Global Network, 2012;). The latter, the low rating of security of personal information,
is a bit remarkable since better security is one of the promotional aspects of cloud computing (Xerox,
2011) Thanks to scale, long history and extensive experience cloud service providers can often
establish more effective security and disaster recovery systems than clients themselves (Xerox, 2011).
Outsourcing security to a cloud service provider can determine the choice to make use of a cloud
solution (Enisa, 2009; Heliview Research BV, 2011).
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What do you believe are the benefits of cloud computing for society?
Cloud computing...

O5g limits the necessity of fast hardware or allows the_| 373
use of cheaper hardware !

05f makes more efficient use of hardware— 30,7
O5e improves information sharing and collaboratio n= 82.7
05d automatically manages the backup of information= 76,0
Q5c¢ provides individuals with more control over their| 280
personal information !

05b allows for better security of personal information= |17,3

05a ... has great benefits for the economy— 280

% >0

Figure 1 Cloud's benefits for society
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The respondents’ concerns with respect to cloud computing were elicited via three groups of questions
concerning 1) the cloud’s infrastructure, 2) personal information in the cloud and 3) legal aspects. The
survey contains a number of statements regarding the respondents’ concerns with a five-point
response scale: totally disagree (1), disagree (2), neutral (3), agree (4), totally agree (5).

The students were in general mildly concerned (3,53 in average) with the cloud’s infrastructure (see
Figure 2). However, they were quit concerned about the potential loss of control over their information
(3,69) as well as about choosing reliable cloud providers (3,75). Although data protection issues may
not be clear on every student’s radar, they do seem concerned with what happens to their data in the
cloud due to its infrastructure. Especially the students’ concern with choosing reliable cloud providers
provides perspective for the A4Cloud project and its development of accountability methods and tools.
Reliability analysis established a scale for infrastructural concerns (items 7a, 7c, 7d, 7e, 7f, 7g) with
Cronbach a=.741, inter item reliability 2.191. Moreover, students in Sweden were overall more
concerned (3,8) than students in Spain or the Netherlands (3,5). However this difference is not
significant (p=.495)

Q7 With regard to the use of cloud computing services, | am concerned

O7h ...about the payment of clowd services (e.q. credit] ERE]
card, other currency) !
O7g ..about the availability of the cloud service (e.g.|
server down time)
-
Q7Ff ..about the potential loss of control owver my_
information r
O7e ..about the constant changes that cloud providers_|
bring im their services (e.q., Facebook)
07d ..about my options if a doud service does not_| 336
perform as promised !
Q7c ..whether the services | use will still existin a few ]
years' time
O7b ..that my cloud provider will hire other companies
to store my information on their servers instead of on=]
their own
Q7a ..about choosing reliable cloud providers
—_—
T T T T
0 1 2 3 4

Mean

Figure 2 Infrastructural concerns
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The survey also asked about the concerns respondents have with regard to their personal information
in the cloud (see Figure 3). In general, the students were somewhat concerned with regard to their
information in the cloud and hackers or other people gaining access to that information (3,71).
Interestingly enough the students also felt that nothing was really safe on the Internet (4,00). This
might mean that students are aware of the possibility that others may use their personal information
for financial gain, yet this misuse of their personal information does not concern them as much as one
might expect. A reliability analysis resulted in the definition of a data concerns scale (including
guestions 8a, 8c, 8d, 8e, 8f, 8g, and 8h, Cronbach a = .824, inter item reliability 2.154). Overall,
students in Sweden were more concerned (4,0) than students in the Netherlands (3,7) or in Spain
(3,6), yet this is not a significant difference (p=.265). The proportion of students in each category was
20%, 25% and 55% respectively.

Q8 With regard to my personal information in the Cloud, | am concerned

O&a ..whether | can get my own information out of the_ 365
cloud !
Q&b ...about the effort required to move into the clowd 2,89
O&c ..that moving my information or services from one_ 321
cloud provider to another will be difficult !
O&d ...other people can access my information in the_|
Cloud {e.g. read my email)
O&e ...other people might steal my information {(e.g._
passwords and pictures)
O&TF .. hackers will cause me to lose my information= 3,81
O&g ...hackers will cause me to lose control over my_ 377
informaticon :
O&h ..the cloud provider uses my information for_|
financial gain (e.g. commercial goals)
Q&i ...nothing is really safe on the Internet= ._r
T T
2

Mean

Figure 3 Data concerns
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The survey also explored what the respondents’ concerns were with regard to the current legal
framework (see Figure 4). Again the students depict a marginal concern with regard to legal aspects of
cloud computing; e.g. the lack of legal protection and authorities to turn to in order to safeguard your
information in the cloud (in average 3,7). However, the fact that students feel that existing law does
not sufficiently protect their information in the cloud (3,8) should stimulate governments, the European
Committee and A4Cloud to critically reassess current law. Again, students in Sweden were overall
more concerned (4,1) than students in Spain (3,7) or the Netherlands (3,4), yet this is not a significant
difference (p =.059). The scale included all items of question 9, Cronbach a = .846, inter item reliability

2.323.

Q9 With regard to the legal aspects of cloud computing, | am concerned

0%9a ..that existing law does not sufficiently protect my_ 381
personal information in the clowd !

089b ..there is no legal authority on the Internet whom |
could turn to, if | felt that my rights were vielated

Q9c ..about which country’s law is applicable to my
information when using a cloud computing service {e.g.= 3,68
DropBox, Google Docs or iCloud

09d ..about the lower security standards for
information storage in the countries where my™] 3,63
information may be stored

0%e .. that clowd providers can disable my accounts or 364
services !

Mean

Figure 4 Legal concerns
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In order to put the concerns students have with regard to cloud computing in perspective we asked
about the balance between benefits and concerns. 53,3% of the respondents believe the benefits of
cloud computing outweigh the concerns, 9,3% thinks the benefits and concerns are about equal, and
37,3% think the concerns outweigh the benefits. Roughly this means that a bit more than half of the
respondents believe cloud computing to be a beneficial innovation and almost half actually doubts this.
This number is somewhat surprising taking in regard the rapid spread and adoption of cloud
computing by individual cloud users as well as its promises as described in the white papers to be the
new IT revolution changing society. However, one should take into account that not all data placed in
the cloud is of great value; the cloud might be used for personal, but not for sensitive data. Hence,
cloud users can see the benefits of cloud computing and make use of cloud services while having
major concerns with, for example, the level of security provided by cloud providers. Moser,
Bruppacher and Mosler (2010) confirm that the relationship between perceived benefits and risks
needs more investigation since they found a positive correlation between perceived benefits and
threats. Not only will there be people with a positive attitude (high perceived benefits and low
perceived risks) or a negative attitude (high perceived risks and low perceived benefits), but also
people with ambivalent attitudes (both high perceived benefits and risks).

5.4 Coping Mechanisms

Since we wanted to learn about coping mechanisms to deal with the elicited concerns, we asked the
students how they trusted others, to what extend they would like to be in control of their personal
information in the cloud and what they believed other relevant actors’ activities should be in controlling
privacy sensitive information and being transparent about the way this information is handled in the
cloud.

5.4.1 What about trust?

In general, 33,3% of the respondents believed that people can be trusted, against 67,7% believing that
you cannot be too careful in dealing with other people. In addition, 28% of the respondents expect
people to be fair versus 72% expecting others to take advantage when possible. This finding
contradicts previous findings in the EU FP7 ENDORSE project!* about online behaviour and user
requirements for effective and adequate information disclosure of data processing practices of
commercial organisations (Van der Hof & Van den Berg, 2011). Using an online survey they asked
respondents the exact same two questions with regard to trust and fair behaviour.

By and large, the respondents are divided almost evenly (with a slight inclination towards distrust) in two
groups when it comes to their trust disposition. Generally speaking, 47,8% thinks that most people can
be trusted versus 52,13% who think that you cannot be too careful in dealing with others. Moreover,
51,39% of the respondents think others would take advantage of them, versus 48,43% who think that
others would try to be fair in their interactions with them (Van der Hof & Van den Berg, 2011).

An explanation for this small difference might possibly be that the PRISM scandal and/or the on-going
economic crisis have led to a general feeling of distrust. However, similar to the ENDORSE survey we
found cultural differences with respect to trust between Dutch students and students from Sweden and
Spain. Whereas the distribution of Dutch students regarding both statements is equal (50-50% for both
statements), only 21% of the Swedish’ and 28% of the Spanish students say that most people can be
trusted, and respectively 86% and 80% believe that people take advantage if given the opportunity.

This strong distrust in others, however, cannot be found as explicitly with regard to the different
stakeholders handling and/or governing personal information in the cloud (see Figure 5). The average
trust in cloud providers was 2,8 on a 5-point scale, meaning respondents didn’t trust or distrust cloud
service providers. The average trust in other stakeholders governing their information (e.g.
government and independent supervisors) was a 2,7 on a 5-point scale from totally disagree to totally
agree. Law is regarded as most trustworthy (question 13h, 3,2). Remarkably, cloud service providers
were trusted as much (even a bit more) as governments and independent supervisors to assure the
proper handling of personal information in the cloud.

14 http:/fict-endorse.eu
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Q13 When thinking about cloud computing, we would like to learn
whom you trust to act on behalf of cloud users like you or your friends
that make use of cloud services.

L
L

Ol3altrust the government to supervise the handling_| 2
of personal information in the cloud !

-
=~
=

Ql3b | trust the legal court to supervise the handling of_
personal information in the cloud

e
[F.}
ra

Ql3c|trust clnuddprwiders {like Google or Amazon) to
carefully handle personal information in the cloud

O13d | trust independent supervisors (e.g. Opta or the
Body of Eurcpean Regulators for Electromnic
Communications) to supervise the handling of personal
information in the cloud

ra
-]
L

Ol3e | trust independent consumer organizations to

supervise the handling of personal information in the=
cloud

P
o
(=]

-
=~
=

QL3f | trust governments to regulate that my personal_|
information is secure in the cloud

Ol3g | trust cloud providers that my personal

information is stored safely because they say so in their 3,01
contracts
Q13h | trust doud providers to treat my personal data_| 315
properly becawse that is required by law !
T T T T
0 1 2 3 +

Mean

Figure 5 Trust in cloud stakeholders
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It seems that trust can be gained via transparency. Cloud service providers are expected to be
transparent about their conduct (see Figure 6). A reliability analysis on question 15 “the way students
wanted to be informed about the handling of their information in the cloud” defined a ‘Transparency by
cloud service providers scale’ based on items 15a, 15d and 15e (Cronbach a=.779, inter item
reliability 2.532). Transparency by cloud service providers scored a 4,0, meaning that students overall
agree that cloud service providers should be transparent. Cloud service providers especially should
provide good insight in the handling of personal information (3,9) and make the Privacy Policy and
Terms of Service more comprehensible to individual cloud users (4,2).

Q15 If you think about the way you want to be informed about the
handling of your information in the Cloud, how much do you agree with
each of the following statements?

Ol5a Cloud providers should provide good insight in 392
the way they treat personal information !

0l5b Cloud providers should determine how personal_|
information is handled in the cloud

Ol5c ! do not need to be informed when the police or_| 187
government access the information | have stored online !

015d Cloud providers should ask users or user
representatives how they would like personal= 3,83
information to be handled in the cloud

0l5e Cloud providers should make the Terms of
Service and Privacy Policies more comprehensible for 4,16
individual end users

Mean

Figure 6 Transparency and the handling of personal information
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5.4.2 Whois in control and who should act?

With regard to control the respondents strongly believe they themselves should be in control of their
information (4,6) and not others like cloud service providers, government or law (2,7). However in
practice it appears that they do not actually have the amount of control they would like (3,5). Moreover
the students believe that consumers in general have lost all control over the way their information is
collected, circulated and used by cloud service providers (3,9). Moreover, between the Dutch,
Swedish and Spanish students there’s a significant difference in perception of level of control over the
security of their personal information in the cloud (p<0.03) and the amount of control they should have
(p<0.10). The Spanish students feel more in control over the security of their personal information than
the Swedish students, and Spanish and Dutch students both have a stronger feeling they should have
more control on their information.

Q17 How much do you agree with each of the following statements?

Ol7a Currently, | am in control over the security of my_|
personal information in the cloud

(¥}

Q17b Consumers have lost all control over how
personal information is collected, circulated and used— m
by cloud providers /| companies

Q17c Currently, cloud providers are in control over how
personal information is collected, circulated and used in
the cloud

017d Currently, the Ministry of Justice has control owver
how personal information is collected, circulated and— 3,
used

o

2

O17e Currently, the legal Court has control over how_|
personal information is collected, circulated and used

_I..d\J
(=3 ]
[

QL7F | believe that | should have control over my_| 462
personal information in the clowd !

017g | believe that clowd providers should have control_ 281
over my personal information in the cloud !

Q17h | believe that the Ministry of Justice should have_| 270
control over my personal information in the cloud !

Q170 believe that the Court should have control over_
my personal information in the cloud

~
o
=]

Mean

Figure 7 Control in the cloud
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However, when asked about the distribution of responsibilities with the way personal information is
handled in the cloud it's not the cloud consumers, but the cloud service providers who are expected to
take responsibilities. In other words, the students do not consider themselves to be the major
stakeholders in this respect. Moreover, there are no statistical significant differences between the
three student groups.

Q14 The distribution of responsibilities with regard to providing and
using cloud services is not always clear. We would like to learn how you
think responsibilities should be distributed.

Olda Governmental regulators are not responsible for_| 291
the way personal information is handled in the cloud !

Ol4b Cloud providers are responsible for the way_| 391
personal information is handled in the cloud !

Oldc Individual cloud vsers are responsible for the way_ 34
their personal information is handled in the cloud !

(=]

0l4d Business cloud users {e.g. banks or health
insurers) are responsible for the wahtheir information is 3,
andled in the cloud

{=3]
A

Olde Independent supervisors are responsible for

monitering the proper handling of information in the= 3,27
cloud
Q141 Independent supervisors are responsible to check 3 44
whether cloud providers do not sell your information !

Oldg Independent supervisors are not responsible to
check whether cloud providers apply appropriate 2.8
information protection levels

LA

L]
=
Pl =
Lo =
o

Mean

Figure 8 Distribution of responsibilities
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6 How to govern the cloud?
6.1 Narrowing down the set of feasible institutions

We rely on Greif's (2006) definition of institutions, which consists of two parts. First, an institution is a
set of rules regarding behaviour in a central transaction, which is the transaction that can create value
for the participants but where both good and bad behaviour is possible. Good behaviour in the central
transaction is supported by an auxiliary transaction, which consists of a punishment rule and an
allocation of the responsibilities who is to punish a party that behaved badly in the central transaction.
In cloud computing the central transaction refers to CSPs’ fulfilment or non-fulfilment of their
contractual obligations towards their customers to implement a high level of security and
accountability. The auxiliary transaction depends on the enforcement institution used.

Masten and Prifer (2011) propose a classification of contract enforcement institutions; see Figure 9.
This scheme lists and classifies potentially available enforcement institutions in general. The
application to cloud computing follows below.

Communities
A
~ N
Internal Bilateral Social Information Arbitrator Quasi- c
value interaction networks Intermediarie S Courts ourts
— J

| g |
h | v Associations h [ ”
Social Standard Community- Generalist

preferences preferences embedded

(first-party) (second-party)

P »
<« I »

Voluntary Coercive

- » - | »
2 parties > 2 parties Information  Information +
involved involved provision fines

< I >
< »

Decentralized Centralized
(second-party) (third-party)

Figure 9 A classification of economic governance institutions (adopted from Masten and Prifer, 2011)

The classification refers to situations where two individuals could engage in jointly beneficial trade with
each other (“cooperate”) but at least one party has an incentive to shirk and to maximize her own
payoff at the expense of her partner (“defect’); a so-called Prisoner’s Dilemma. Referring to Greif's
terminology, the Prisoner’s Dilemma occurs in the central transaction. Each institution in Figure 11 can
be at the heart of an auxiliary transaction that punishes defectors in one way or the other.

”

Many buyer-seller relationships in the cloud computing industry are characterized by “one-sided
Prisoner’s Dilemmas: the buyer of a service, who can either be an individual user or a firm outsourcing
some data processing or storage to another CSP, values a high level of accountability. Therefore, she
would be willing to pay a high price for such a service. For the seller, in contrast, providing a high level
of accountability is costly. Hence, ceteris paribus she would prefer to save some cost by providing less
accountability. Assume that the service agreement or contract between the seller and the buyer
includes an obligation of the seller to provide a high accountability level (otherwise, there is no
economic problem to be solved). Then, if the buyer understands the incentive of the seller to produce
little accountability, the buyer will only be willing to pay a low price for the service. But given this low
willingness-to-pay of buyers, only sellers who actually supply low accountability will populate the
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market. This is the classical adverse selection or lemons problem in economics (Akerlof, 1970). It
applies to all types of cloud computing services, be it Cloud Software as a Service, Cloud Platform as
a Service, or Cloud Infrastructure as a Service (Mell and Grance, 2009). See Axelrod (1984) and Dixit
(2003a) for more detailed discussions.

Masten and Prifer’s classification categorizes the governance institutions that can potentially solve
the transactors’ problem. Internal value system refers to situations where the seller would not renege
on her contractual obligations because she is ethically motivated to act as promised. Such ethics can
install cooperative behaviour, by definition, but the problem is that it is very hard to affect the
preferences of industry participants regarding the wellbeing of their trade partners, to which they are
not bound by close ties (De Dreu et al., 2010; Ermisch and Gambetta, 2010). Hence, internal value
systems cannot solve the trust issues involved in cloud computing by a significant scale.

The next enforcement institution, labelled Bilateral Interaction refers to situations where the same two
players interact with each other repeatedly and, hence, can threaten to cease the relationship with
each other in case of defection (MacLeod, 2007). Cloud computing, as other dynamic industries with
many players involved, is not characterized by such stable bilateral relationships. Hence, this
institution also offers no solution.

In Social Networks the threat to cease a long-term relationship is extended to the friends or other
close (business) partners of the interacting transactors. If service provider A defects in a relationship
with user B, B will inform his friends, users C and D, about the defection. If A tries to sell her services
to C or D in the future, they may not trade with her because they know that A defected in the past.
Hence, by cheating B, A risks losing business in the future. If A understands this threat, A’s propensity
to defect is mitigated.

Notably, however, social networks as an enforcement institution rely on the decentralized transmission
of information about the business conduct of each and every CSP and on the incentives to also punish
defectors in a decentralized fashion by ostracising them from the community of (honest) traders. If
information about individual players’ behaviour is hard to communicate or if network members can
easily receive contradicting messages about someone’s behaviour, social networks work imperfectly.
This is especially true if the best-connected players are the largest and, therefore, most profitable
ones to do business with in the future for others because these powerful members have strong
incentives to defect themselves. Smaller network members learning about such a defection may be in
conflict whether it is worth refusing to trade with the big player or whether a refusal would hurt
themselves even more.

Therefore, social networks as an enforcement mechanism are particularly powerful if the traders are
well connected to other traders, if the importance of traders is rather symmetric, and if the total
number of traders is limited. This point has been made by theoretical and empirical studies (Ostrom,
1990; Dixit, 2003b; Greif, 2006). It can be shown by means of a game-theoretic model that the
effectiveness of social networks diminishes the larger the value of a single transaction is for the
partners or the lower the average connectedness of the network members is (Masten and Prifer,
2011). Given that we want to encourage users to put their most precious data to the cloud, this
constraint is hurt.

Moving to the very right of the figure, public Courts can enforce contracts by using coercion. Due to
the high damage coercion can do to transgressors, the threat of coercion can deter many defections.
The problem is, however, that general courts are bound by strict rules, which make them relatively
slow, inflexible, and expensive to use, as compared to private enforcement mechanisms. Therefore,
courts might not be used in equilibrium for low to medium valued transactions (Masten and Prifer,
2011). The sheer presence of courts may even crowd out private enforcement mechanisms and
thereby destroy existing ostracism-based institutions (Masten and Prifer, 2011). As argued above,
this problem is amplified by the international and dynamic nature of the cloud computing industry,
where often many parties (data controllers and data processors) are involved in the production of one
service sold to individual or business users.

Note that the problems posed by the international nature of the cloud computing industry could be
mitigated by recent EU and US regulation that de facto extends the power of national or EU public
enforcement agencies (courts and regulators) to CSPs producing cloud services outside of their
traditional jurisdictional boundaries. Such extraterritorial extensions of jurisdictional powers are highly
problematic from a legal perspective, though, and come at unpredictable costs, e.g. for trade wars
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between the jurisdictions involved or a cyber arms race between those states who extend their
jurisdictions and those who insist on their souvereignity (Soghoian, 2010; The Economist, 2013b).

The other institution in the figure with access to coercion is termed Quasi-Courts. It comes in two
shapes: as specialized public courts (e.g. commercial courts) who operate with more flexible decision
making rules than general courts and are often staffed by experts in the subject (e.g. business
people), not jurists; and as criminal organizations (e.g. the mafia) who illegally reserve the right to
enforce their decisions with coercion. Both shapes combine coercive enforcement with community
embeddedness: their decision-making procedures are less strict and rule-based than general courts’.
Instead, quasi-court judges have more discretion and can use soft information about the business
conduct of litigants.

Although this combination of coercive powers and community embeddedness may seem attractive,
guasi-courts also have distinct downsides (Masten and Prufer, 2013). Regarding cloud computing, on
the one hand specialized courts backed by access to public enforcement suffer from the same
problems — international and dynamic nature of the industry — than general courts. On the other hand,
due to their non-democratic, exclusive decision making rules and profit-maximization, criminal
organizations are also no role model for the optimal enforcement institution in cloud computing, which
is discussed in more detail in Gambetta (1996) and Dixit (2003a).

This leaves Associations as organizations around which an appropriate institution is built. Business or
trade associations are private, formal, non-commercial organizations designed to promote the
common business interests of their members (Pyle, 2005). They have their own legal entity and,
regarding contract enforcement, assist their members in disputes that can either involve two members
or one member and one non-member. To finance their operations, associations charge a membership
fee. In some cases associations can rely on state enforcement but their main enforcement tool is
ostracism. Given the general problems of public enforcement in cloud computing discussed above, we
focus on private enforcement here. If the association has information about defective business
conduct of a player in the industry and that behaviour is not recouped appropriately, the wrongdoer will
be blacklisted and lose future business with all association members (Prifer, 2012; Wall Street
Journal, 2012).

In practice, associations have several tasks. For contract enforcement purposes, two of them are
particularly important, as displayed in the figure: Information Intermediaries (such as credit bureaus),
who collect information about the business conduct of many industry participants and disseminate that
information among their members; and Arbitrators, who investigate a case upon a member’s request
and determine damage payments from the defector to the victim in case they find any contract
infringement. Notably, damage payments have to be self-enforcing, that is, they will only be paid if the
damage payment is less than the net present value of doing business with association members in the
future.

One of the main advantages of arbitration tribunals over public general courts is that the latter operate
under rigid procedural rules, whereas arbitration tribunals can use procedures that are self-determined
by — and therefore customized to the needs of — their members. This reduces procedural costs and
makes arbitration tribunals more effective. For instance, whereas the burden of proof is a clearly
defined threshold plaintiffs in front of general courts have to produce, arbitration tribunals can reduce
the burden of proof if the characteristics of the transaction make the change reasonable.

6.2 The optimal governance institution: a certification agency

In cloud computing, an information intermediary could be an entity that collects all information
available on the relevant conduct of every CSP - e.g. about how it treats security leaks, what the
quality of service is, etc. — and publicizes this information to all interested parties. This body could be a
certification agency that provides CSPs with a certificate for “accountable cloud services” if they meet
quality standards that are regularly monitored by the agency (Backhouse et al., 2005). It should be a
privately set up and managed non-profit organization, where “membership” (seeking certification) is a
choice variable for CSPs (cf. the problems of public enforcers discussed above).

A key advantage of such a certification agency over informal governance institutions is that it can
efficiently reduce complexity. In practice, accountability is a multidimensional problem that
encompasses technical, organizational, legal, and other dimensions in which a trustworthy CSP must
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perform. A certification agency could define minimum levels of required performance in each of these
dimensions and only award certificates to CSPs who fulfil the minimum levels in all dimensions.
Therefore, the complex multidimensional problem requiring detailed technical expertise, which would
have to be solved by every user individually in the absence of certification agencies, is reduced to a
one-dimensional Bernoulli distribution: users can base their consumption choices upon the information
whether a CSP is certified, or not.

In order to be credible, the certification process would have to include extensive, on-going tests, at
random intervals to ensure the results validity; see Probst et al. (2012) for more details regarding the
technical requirements. But such testing is costly, and we suggest making CSPs pay for their own
certification process, as is done in other certification areas such as environmentally and socially
beneficial forest management [https://ic.fsc.org/index.htm].

Why would a cloud service provider apply (and pay) for the services of a certification agency? The
answer is that, if consumers only buy services from certified providers, being certified (and fulfilling
certification standards) becomes a business necessity for CSPs. Why would consumers only buy from
certified CSPs, in particular if these could be more expensive than uncertified CSPs? Depending on
consumer preferences, there may arise a differentiated market in equilibrium: an “accountable”
segment with certified, accountable CSPs charging relatively high prices who sell to business
consumers with high security demands and to individual consumers with a high preference for privacy;
and a “non-accountable” segment with uncertified CSPs selling services of uncertain security (from
consumers’ perspective) for lower prices. Most likely, the type of data hosted by the latter segment
would be less crucial for businesses or the respective consumers would be less concerned about
privacy. The organizational details of the certification agency that shift the behaviour of CSPs and
users in the favoured direction, however, are the subject of on-going research.

If a certification agency only publicizes information that is self-reported by CSPs, it would be classified
as an information intermediary in the figure above. If it would actually check information for
correctness with own employees and own software systems itself and, in particular, if it would actively
punish CSPs who report false information or who do not act accountable, by withdrawing a certificate
or even award damage payments from wrongdoers to their victims, it would be classified as an
arbitrator.

“[Olnly if the arbitrator is sufficiently competent to decide a case correctly, an arbitration association
can outperform an information association with respect to supporting cooperative trade” [Prifer, 2012:
24]. Another important condition is that the costs to operate a tribunal are not excessive. On the
upside, because arbitration tribunals qualify the information of plaintiffs about their business partners’
conduct by investigating cases themselves, the risk of ostracising a trader on false grounds is lower
with arbitration tribunals than with information intermediaries. The stakes in cloud computing,
measured by the total turnover of the industry, are high and growing. Therefore, we conclude that
certification agencies with arbitration tribunals are the best institution available to mitigate economic
governance problems in the cloud computing industry.
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7 Concluding remarks

This deliverable has given a preliminary exploration of the socio-economic landscape within which the
accountability mechanisms and tools developed by the A4Cloud project will have to be able to
operate. In particular, the deliverable aimed to describe the various elements defining the socio-
economic landscape of cloud computing (see Chapter 2 Defining the socio-economic landscape).
Subsequently, we described how governing accountability is perceived from both a social scientific
and an economic perspective in chapter three. Next, the deliverable focussed on one specific element
of this landscape; society’s interest in cloud computing. Last, the deliverable discussed how the
concerns uttered could be mitigated via certification agencies governing the cloud. In the concluding
remarks we will summarize our main findings and their implications for further research.

7.1 Socio-economic landscape versus A4Cloud’s envisioned landscape

The socio-economic landscape of cloud computing provides a framework to explore current status in
cloud computing with regard to accountability, trust, transparency, control and other relevant notions
that define responsible stewardship in the cloud. The socio-economic landscape, as framed thus far,
entails: a) the ideal of cloud computing, b) the drivers of cloud computing, ¢) current governance of
cloud computing, d) incidents that make problems with cloud computing visible, e) society’s interest in
cloud computing, and f) security in cloud computing. Further research in tasks T:B-4.1, T:B-4.3 and
T:B-4.4 will likely lead to a refinement of the landscape described above and to the development of
accountability tools that have both utility and allow for determining their impact. For example, in task
T:B-4.3 a discrete choice experiment will be conducted to estimate the willingness to pay for
accountability services developed within the A4Cloud project and potentially offered to cloud
consumers by cloud service providers.

7.2 Governing accountable behaviour in the cloud

Although the survey aimed to articulate the public concerns with cloud computing that should steer
future development of cloud computing and related regulations, the respondents depicted a moderate
feeling of concern to either the cloud computing infrastructure, consequences for the control on their
personal information and the existing legal framework. This finding is also reflected in the item asking
about the balance between expectations and concerns. Half of the respondents (53%) felt that cloud
computing is a beneficial innovation and that the cloud’s benefits outweigh possible concerns.
Nevertheless, this also means that half of the respondents do not expect the balance to be positive.
Such understanding of the public’s feeling towards the cloud is needed in order to develop methods
and tools that are adopted by individual cloud consumers.

Second, with regard to feelings of trust cultural differences are visible between the students of KauU,
UMA and TiU. This is in line with previous research conducted on privacy and online behaviour
(Leenes & Oomen, 2009). Overall, Swedish students have less trust in others and are more
concerned with the potential loss of data and lack of control over one’s data in the cloud.

Third, though the students feel they are in control of the security of their own information, they would
like more transparency by the cloud service providers in, for instance, privacy policies. The finding that
students believe they should have even more control over their own information backs this up.
Moreover, these findings demonstrate that despite the existence of really apparent concerns, there is
a market for methods and tools that provide insight in the amount of control people actually have in
cloud ecosystems.

Last, the survey seems to indicate that the A4Cloud project rightly focuses not only on governing
accountable behaviour through law and regulation, but also via governing the relation between cloud
service providers and cloud service users. In the end, cloud service providers were trusted more than
governments and independent supervisors to assure the proper handling of personal information in
the cloud.

Further research in task T:B-4.1 will lead to a comparison between business cloud consumers (LE and
SME) and individual cloud consumers based upon an updated version of the survey distributed
amongst students. These online surveys will not only provide more insight in society’s interest in cloud
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computing, but also in the governance of cloud computing wished for by the different cloud consumers
(accountability requirements). In addition, further interviews with relevant stakeholders will
complement the accountability requirements found in the survey.

7.3  Certification agencies should govern the cloud

Starting from the threat of insufficient market development of cloud computing technologies, in this
deliverable we have studied which governance institution may be best suited to solve the problems
stemming from asymmetric information about the true level of data protection, security, and
accountability offered by cloud service providers. We concluded that, due to the characteristics of
today’s cloud computing industry, the optimal institution be characterized by private ordering, not
public ordering. Moreover, the institution’s mechanism to ruin defectors’ reputation as a trustworthy
transactor has to be quick, easy to understand, and the information about CSPs’ accountability levels
needs to reach many consumers quickly and credibly. We have found that certification agencies are
institutions matching these requirements closest: privately managed non-profit organizations with an
own legal entity that are staffed by industry experts and rely on contract enforcement via ostracism,
not public coercion (i.e. ruining defectors’ reputation by withdrawing a certificate as soon as the
accountability threshold required for certification is hurt).

Such a certification agency can monitor the accountability levels of CSPs as far as technically possible
and provide providers of high accountability with a certification label that can easily be detected by
private and business users. Users with high valuation for accountability will be willing to pay more for
the services of certified CSPs — which makes the investments in accountability worthwhile for some
CSPs - whereas other users may purchase from uncertified CSPs saving on those investments (Baye
and Morgan, 2003). One precondition for a successful agency may be to include representatives of
both CSPs and users, on the board of the certification agency in order to give a voice to all concerns
and have a platform to discuss and to mediate conflicts between these groups. This board should
define the accountability requirements to get certification and to make sure that the institution is well
known on both sides of the market.

These theoretical predictions could be best tested empirically by introducing a certification agency for
a limited set of cloud services and to study whether the predicted vertical differentiation of cloud
services occurs in practice, or not. As a pre-test, it may be possible to use a trust certificate in a
related Internet market, which follows the certification structure outlined here, and test how randomly
displaying or not displaying the certificate of a CSP’s website affects its sales.

With regard to task T:B-4.2 the most pressing issue that follow-up research is to take up is the solution
of the certification agency’s credibility problem: the governance structure of the agency has to make
sure that it cannot be corrupted itself and that its employees do not have any incentive to misreport the
findings of their monitoring task (Edelman, 2011). Setting up the agency as a non-profit organization,
to take away the incentive to get captured by CSPs who pay the agency for certificates, is a first but
insufficient step. One potential solution is to invoke competition among certification agencies in order
to reduce the potential of one agency abusing a powerful market position. If several certification
agencies exist, however, standardization among their certification protocols is important (Backhouse
et al., 2005).
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Appendix A Topic list interviews

Purpose of the interview is twofold:

a) Explore the socio-economic landscape of cloud computing and the gap between the current
landscape and the Accountability framework as developed within A4Cloud project
b) Explore the willingness to pay for accountability tools

Topics

- Respondent and the Cloud
o Perception of CC
o Impact of CC
A On your own behaviour
A Company’s behaviour
- Cloud-computing landscape
o0 Ideal (as described in whitepapers)
o Drivers of cloud-computing
0 Societal understanding of cloud-computing
A E.g. PRISM effects?
0 Governance by regulation
A Current law and regulation
0 Security
- Stakeholder mapping
0 Relevant stakeholders
0 Interaction between stakeholders
- Risks and concerns
o Privacy, security, ???
- Requirements to cope with these concerns

o Control
0 Transparency
o Trust

- Accountability Framework
0 Who needs / wants accountability tools
- Economic value of accountability services
o Willingness to pay for what type of services
0 Who should accountability services be targeting?
0 What characteristics do accountability tools need to have?
- Relevant trends to check / explore by A4Cloud-project
0 Online Accounting / www.zeker-online.nl
o Other branches...??
- Network
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Appendix B Invitation to students

Dear students,

This is an invitation to participate in the European research project titled: “Accountability for Cloud and
Future Internet Services” (see: http://www.tilburguniversity.edu/research/institutes-and-research-
groupsttilt/research/current-major-research-projects/)

We are conducting a survey to increase our understanding of what the public’'s expectations and
concerns are with regard to cloud computing. As students in Law & Technology you are in an ideal
position to give us valuable first hand information from your own perspective.

The survey takes around 20 minutes. Your responses to the questions will be kept confidential. Each
filled out questionnaire will be assigned a number code to help ensure that personal identifiers are not
revealed during the analysis and write up of findings.

There is no compensation for participating in this study. However, your participation will be a valuable
addition to our research and findings could lead to greater public understanding of cloud computing.

If you are willing to participate please click on the following link:
http://vortex.uvt.nl/survey/index.php?sid=98191&lang=en

If you have any questions please do not hesitate to ask.

Thanks!
Ronald Leenes

Maartje Niezen


http://vortex.uvt.nl/survey/index.php?sid=98191&lang=en
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Appendix C Survey Public understanding of cloud computing: risks, benefits
and trust

Dear respondent,

This questionnaire is part of the European Accountability for Cloud Project that aims to develop tools
and mechanisms that will help cloud service providers and cloud service users to act responsibly with
information in the Cloud.

Cloud computing is a technology that many just start beginning to understand. Therefore, this
guestionnaire aims to ask questions to gain understanding of what you think Cloud computing is
about, what your expectations and concerns are with regard to cloud computing, and moreover what
your needs are in order to deal with your concerns.

Insights gained from this questionnaire will help the European Accountability for Cloud Project to
develop tools that can aid you in the near future to choose and use Cloud services that will treat your
information in the Cloud responsibly.

There are 27 questions in this survey

Knowledge on cloud computing

This section explores your understanding of what cloud computing is.

1. | How much have you heard about cloud computing before today? Alot | Some | Just | Nothing
a at all
little
[] [] [] []

2. Below are a couple of statements about cloud computing. Do you think these | True | False
statements are true or false?

2.a | With cloud computing you can access your own data from all over the world provided you [1] []
have Internet

2.b | Less than 40% of the people online make use of cloud computing—based services

[]
[]

— —
[a— —

2.c | The ‘cloud’ in cloud computing is merely a metaphor. The metaphor ‘cloud’ represents the
Internet and all its complexity

3. | Do you make use of cloud computing services such as, iCloud, Google Docs, | Yes No
Dropbox or Spotify?

Expectations with regard to cloud computing
Cloud computing is a technology many are only just beginning to understand.

Cloud computing in this survey is understood as Internet-based computing in which large groups of
remote servers are networked so as to allow sharing of data-processing tasks, centralized information
storage, and online access to computer services or resources.OExamples of cloud computing services
are: DropBox, Facebook, iCloud, GoogleDocs and Spotify. This means that your information can
entirely be stored outside your own device (e.g. laptop or smart phone).

4. | What are your main reasons to start using / or use cloud computing services? (multiple answers are
possible)

4.a | With cloud computing | only pay for the service | use

4.b | Cloud computing allows for easy access to my information from everywhere

4.c | | can access my information on all my devices (e.g. mobile phones, tablets and laptops).

4.d | With cloud computing | can instantly select and use services | need

—
ot ot ot e fs

4.e | Other (please specify)

Other: ...
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5. | What do you believe are the benefits of cloud computing for society? (multiple answers are
possible)
Cloud computing:
5.a | ... has great beneficial effects on the economy []
5.b | ... allows for better security of my information []
5.c | ... provides individuals with more control over their personal information []
5.d | ... automatically organizes the backup of information []
5.e | ... improves information sharing and collaboration []
5.f .. makes more efficient use of hardware []
5.9 | ... limits the necessity of fast hardware or allows the use of cheaper hardware []
5.h | Other (please specify) []
Other: ...

Concerns with cloud computing

6. | Cloud computing comes with both benefits and concerns. What do you think about the balance
between benefits and concerns?
Please choose only one of the following.
6.a | The benefits outweigh the concerns []
6.b | The concerns will outweigh the benefits []
6.c | The concerns and benefits are about equal []

Below we will provide you with diverse statements that ask you whether you are concerned with
regard to the different aspects of cloud computing. Please choose the appropriate response for each

item.

With regard to the use of cloud computing | completely | disagree | neutral | agree | completely

services | am concerned... disagree agree

Please choose the appropriate response for each

item

7.a | about choosing reliable cloud providers [] [] [] [] []

7.b | that my cloud provider will hire other companies [1] [1] [1] [1] [1]
to store my information on their servers instead
of on their own

7.c | whether the services | use will still exist in a few [1] [1] [1] [] []
years’ time

7.d | about my options if a cloud service does not [1] [1] [1] [] []
perform as promised

7.e | about the constant changes that cloud [1] [1] [1] [1] [1]
providers bring in their services (e.g.,
Facebook)

7.f | about the changes in the way | can control my [1] [1] [1] [] []
information

7.9 | about the availability of the cloud service (e.g. [1] [1] [1] [1] [1]
server down time)

7.h | about the payment of cloud services (e.g. credit [1] [1] [1] [1] [1]
card, other currency)

With regard to my personal information in the | completely | disagree | neutral | agree | completely

Cloud | am concerned... disagree agree

Please choose the appropriate response for each

item

8.a | whether I can get my own information back [1] [1] [1] [] []
from the cloud

8.b | about the work needed to migrate to the cloud [] [] [] [] []

8.c | about the ease of moving my information or [1] [1] [1] [1] [1]
services from one cloud provider to another

8.d | When | store my data in the cloud other people [1] [1] [1] [1] [1]
can access my information (e.g. read your
email)

8.e | Other people might steal my information (e.g. [] [] [] [] []
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passwords and pictures)

8.f | Hackers will cause me to lose my information

[]
[]

8.9 | Hackers will cause me to lose control over my
information
8.h | The cloud provider uses my information for [1] [1] [1] [1] [1]

financial gain (e.g. commercial goals)

8.i | Nothing is really safe on the Internet

[]

With regard to the legal aspects of cloud | completely | disagree | neutral | agree | completely
computing | am concerned... disagree agree
Please choose the appropriate response for each
item
9.a | that existing law does not sufficiently protect my [1] [1] [1] [1] [1]
personal information in the cloud
9.b | there is no such thing as consumer protection [1] [1] [1] [] []
service or police on the Internet whom | could
turn to, if | felt that my rights were violated
9.c | about which country’s law is applicable to my [1] [] [1] [1] [1]
information when using a cloud computing
service such as DropBox, Google Docs or
iCloud
9.d | about the lower security demands for [1] [1] [1] [] []
information storage in the countries in which my
information potentially is stored
9.e | that cloud providers have the possibility to [1] [] [1] [1] [1]
disable my accounts or services
How much do you agree with each of the | completely | disagree | neutral | agree | completely
following statements? disagree agree

Please choose the appropriate response for each
item

10.a | | consider my private information to be safer [1] [1] [1] [] []
stored on my own computer than stored online

10.b | | try not to store important, sensitive [1] [1] [1] [1] [1]
documents on the Internet, and instead keep
them offline on my own computer(s)

10.c | | want my information to be stored in my own [1] [] [1] [] []
country

10.d | | want my information to be stored within one [1] [1] [1] [1] [1]
location

10.e | | don’'t mind if my information is scattered over [1] [1] [1] [1] [1]
the world in multiple places

Coping with concerns

Not only do we like to learn what your concerns are when thinking about cloud computing, we also
would like to learn how you would like to cope with these concerns.

11. | Generally speaking would you say...
Please choose only one of the following.

11.a | That most people can be trusted

11.b

That you cannot be too careful in dealing with other people

[]
[]

12 Do you think most people would take advantage of you if they got a chance, or would they try to be

fair?
Please choose only one of the following.

12.a | They would take advantage of me []
12.b | They would try to be fair [1]
How much do you agree with each of the | completely | disagree | neutral | agree | completely
following statements? disagree agree

Please choose the appropriate response for each
item
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13.a | I trust that the Ministry of Justice will supervise [1] [1] [1] [1] [1]
the handling of personal information in the
cloud

13.b | | trust that the legal court will supervise the [1] [] [1] [1] [1]
handling of personal information in the cloud

13.c | | trust that cloud providers (like Google or [1] [1] [1] [1] [1]
Amazon) will supervise the handling of
personal information in the cloud

13.d | I trust that independent supervisors (e.g. Opta [1] [1] [1] [] []
or the Body of European Regulators for
Electronic Communications) will supervise the
handling of personal information in the cloud

13.e || trust that independent consumer [1] [1] [1] [1] [1]
organizations will supervise the handling of
personal information in the cloud

13.f | | trust governments to regulate that my [1] [1] [1] [] []
personal information is secure in the cloud

13.g | | trust cloud providers to assure my personal [1] [1] [1] [] []
information is stored safely because they say
so in their contracts

13.h | | trust cloud providers to treat my personal [1] [] [1] [1] [1]
data properly because that is stated in the law

How much do you agree with each of the | completely | disagree | neutral | agree | completely

following statements? disagree agree

Please choose the appropriate response for each

item

14.a | Governmental regulators are responsible for [1] [] [1] [1] [1]
the way personal information is handled in the
cloud

14.b | Cloud providers are responsible for the way [1] [1] [1] [1] [1]
personal information is handled in the cloud

14.c | Individual cloud users are responsible for the [1] [1] [1] [] []
way personal information is handled in the
cloud

14.d | Business cloud users are responsible for the [1] [1] [1] [1] [1]
way personal information is handled in the
cloud

14.e | Independent supervisors are responsible to [1] [1] [1] [] []
check whether cloud providers do not sell your
information

14.f | Independent supervisors are responsible to [1] [1] [1] [1] [1]
check whether cloud providers apply
appropriate information protection levels

How much do you agree with each of the | completely | disagree | neutral | agree | completely

following statements? disagree agree

Please choose the appropriate response for each

item

15.a | Cloud providers should provide good insight in [1] [1] [1] [1] [1]
the way they treat personal information

15.b | Cloud providers should determine how [1] [1] [1] [] [1]
personal information is handled in the cloud

15.c | | am cautious with my own personal [1] [1] [1] [] [1]
information in the cloud

15.d | | do not need to be informed when the police [1] [1] [1] [1] [1]
or government access the information | store
online

15.e | Cloud providers should ask users or user [1] [1] [1] [] []
representatives how they would like personal
information to be handled in the cloud

15.f | Cloud providers should make the Terms of [1] [1] [1] [1] [1]

Service and Privacy Policies more
comprehensible for individual end users
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16. | Generally speaking would you say...
Please choose only one of the following.
16.a | That people are responsible for their own actions on the internet []
16.b | That you need others to make sure that people act responsibly on the internet []
How much do you agree with each of the | completely | disagree | neutral | agree | completely | Don’t
following statements? disagree agree know
Please choose the appropriate response for
each item
17.a | Currently | am in control over the [1] [1] [1] [1] [1] [1]
security of my personal information in
the cloud
17.b | Consumers have lost all control over [1] [1] [1] [1] [] []
how personal information is collected,
circulated and wused by cloud
providers / companies
17.c | Currently cloud providers are in [1] [] [] [] [1] [1]
control over how personal information
is collected, circulated and used in
the cloud
17.d | Currently the Ministry of Justice has [1] [1] [1] [1] [] []
control over how personal information
is collected, circulated and used
17.e | Currently the legal Court has control [1] [] [] [] [1] [1]
over how personal information is
collected, circulated and used
17.f | | believe that | should have control [1] [] [] [] [1] [1]
over my personal information in the
cloud
17.9 | | believe that cloud providers should [] [1] [1] [1] [] []
not have control over my personal
information in the cloud
17.h | | believe that the Ministry of Justice [] [1] [1] [1] [] []
should have control over my personal
information in the cloud
17.i | | believe that the Court should have [1] [1] [1] [1] [1] [1]
control over my personal information
in the cloud
Background Information
18. | What is your gender? (single choice) Male Female
[] []
19. | What is your age (please specify)
lam...... years old
20. | What is your country of birth?
Please choose only one of the following
The Netherlands Czech Republic TurkeyO
BelgiumO Slovakia IndiaO
United Kingdom Switzerland JapanO
Ireland Italy China
Danmark Croatia Australia
Norway Hungary United States
Sweden France Canada
Finland Spain Mexico
Germany Portugal Russia
PolandO Greece BrazilO
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Other European Other South | Azian
Other North American

American Other AfricanOOther

21. | What is your highest degree of education?

Please choose only one of the following

21.a

No schooling completed

21.b

Nursery school to 8" grade

21.c

High school

[]
[]
[]
21.d | Trade/technical/vocational training []
21.e | Bachelor's degree []
21.f | Master's degree []
21.g | Doctorate degree []
21.h | Other (please specify) []
Other: ...
22. | am a student at
Please choose only one of the following.
22.a | Karlstad University []
22.b | University of Malaga []
22.c | Tilburg University []
22.c | Other []
23. | How many Internet connected devices do you own
Please choose only one of the following.
23a |0 []
23b | 1-3 []
23.c | More than three []
24. If you have a smartphone, what do you use...
Please choose only one of the following.
24.a | Android []
24.b | iOS (Apple) []
24.c | | have no smartphone []

25. | How would you rate your computer skills? | Novice | Intermediate | Proficient

Expert | Comment

[] [] []

[] []

26. Where do you store your information?
Please choose the appropriate response for each item:

Online, on the Offline, on my own
Internet computer

Both on- and off-
line

Pictures and movies of holidays

Personal information (e.g. about your
hobbies or health)

Important documents (e.g. a copy of your
passport or drivers' license)

Confidential information - if available to you
(e.g. confidential business information)

27.

If you have any comments on cloud computing and/or the survey, please let us know

Thank you very much for completing this survey!
All data collected during this survey will be treated confidentially and used for research purposes only.
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