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Executive Summary 

The Cloud Accountability project (A4Cloud) is working towards an accountability-based approach, which 
enables and utilises different mechanisms and tools that help cloud customers and providers as well as 
regulators and auditors to make sure that the obligations to protect personal data and business 
confidential data are adhered to. The over-arching goal of the elicitation work package WP 22 is to 
ensure that the needs of stakeholders are heard within the project, by gathering requirements. 
 
The Description of Work (DoW) outlines that WP 22 is to accomplish its goal through a set of stakeholder 
workshops. WP 22 has therefore organised four different stakeholder workshops.  

1. The first workshop (WS1) discussed with stakeholders the notion of accountability and dealt with 

eliciting the initial accountability requirements in the A4Cloud project. It also provided a means for 

refining the three selected business use cases we had thought out in the project.  

2. The second workshop (WS2) dealt with risk perception. The aim was to focus on the notion of risk 

and trust assessment of cloud services, future Internet services and dynamic combinations of such 

services (mashups). The workshop focused on how emerging threats in the cloud are perceived by 

stakeholders. Moreover, it analysed emerging relationships between accountability, risk and trust. 

3. The third workshop (WS3) presented stakeholders with accountability mechanisms (in particular, 

software tools developed by A4Cloud) in order to gather their operational experiences and 

expectations about accountability in the cloud. WS3 consisted of different sub-workshops tailored 

to specific cloud actors, in particular, individual cloud customers and cloud providers. 

4. The fourth workshop (WS4) covered aspects not previously touched upon in the other workshops, 

exposing stakeholders to metrics for accountability and incident response management in a cloud 

computing setting. Furthermore, a small number of external legal experts provided input on high-

level descriptions of tools developed in the project.  

Many project partners took part in hosting and participating at the different workshops, providing insights 
from the various domains of knowledge these institutions hold and the types of stakeholders they attract. 
The previous three deliverables that have been produced by WP 22 contain results from the first three 
stakeholder elicitation workshops. In total, the elicitation effort of the A4Cloud project has involved more 
than 300 stakeholders who contributed to the identification of detailed accountability requirements. This 
has allowed the project to gather requirements from different stakeholders, ranging from individual cloud 
customers to organisational cloud customers and cloud providers. The requirements elicitation 
workshops highlighted how stakeholders understand accountability and what their priorities and 
concerns are about data protection in the cloud.  
 
In addition to the stakeholder requirements, the A4Cloud project has devised an expert-driven set of 
high-level requirements which, from an organisational perspective, set out what it takes to be an 
accountable organisation. These requirements are intended to supplement the requirements elicitation 
process described in the DoW by providing a set of expert-driven high-level guiding-light requirements, 
formulated as requirements that accountable organisations should meet in a cloud ecosystem. In short, 
these requirements state that an accountable organisation that processes personal and/or business 
confidential data must: 
1. demonstrate willingness and capacity to be responsible and answerable for its data practices  

2. define policies regarding their data practices 

3. monitor their data practices 

4. correct policy violations, and  

5. demonstrate policy compliance.  

These guiding light requirements have informed other work packages too. On the one hand, they are 
aligned with the conceptual framework of accountability (as defined by WP 32). On the other hand, they 
provide a means for communicating accountability requirements at the organisational level, and hence 
inform accountability practices. 
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In order to support the elicitation and analysis of requirements, WP 22 has also created and maintained 
a central requirement repository for all the requirements that have been collected in the project, ensuring 
full traceability for future use (that is, supporting best practices in requirements engineering). This 
repository consists of the requirements elicited by the four elicitation workshops together with other 
technical requirements that have originated from the conceptual analyses and technical contributions 
conducted by the other work packages in the project. The requirements gathered have been classified 
in terms of accountability attributes (identified in the WP 32 accountability model) and cloud actors. The 
classification in terms of accountability attributes and cloud actors supported the initial consolidation of 
requirements and the alignment with the accountability conceptual framework. The gathered 
accountability requirements bridge from conceptual aspects of accountability to operational objectives 
of accountability. Grouping and analysing them highlights specific functional requirements that are 
directly related to the actors involved in the cloud service delivery chain, and also requirements for 
accountability mechanisms that are related to the tools and technologies being developed in the project. 
An initial analysis and refinement of these requirements shows that most requirements target cloud 
providers and many of them are related to transparency. In addition there is a strong focus on evidence. 
Other requirements are related to incident management, security mechanisms, data governance, data 
protection legislation, policies and audits. Finally, some requirements are concerned with specific 
accountability mechanisms (in particular, software tools) ï Cloud Offerings Advisory Tool (COAT), Data 
Track Tool and Accountability Policy Language (A-PPL) ï which have been used as an elicitation means 
with stakeholders (in particular, during WS3) and have been developed by the A4Cloud project. The 
COAT and Data Track Tool were chosen due to the fact that they were the most advanced (in terms of 
development status) at the time of the workshops. 
 
This deliverable is a consolidated report of all requirements that have been elicited during the first two 
years of the project. In addition, it includes results from WS4, as well as the guiding lights requirements 
and a description of the dissemination activities that have been performed in the work package.   To 
summarise, WP 22 has produced four reports and maintained the requirements in the repository. In 
addition a number of additional activities have been organised that support the overall goal. On a wider 
scale, WP 22 has contributed to project dissemination through participation in workshops, presentation 
events and social media channels, and has also provided a venue for exposing early results from the 
project to stakeholders, collecting their feedback, and enabling necessary course adjustments in the 
research process. For some accountability mechanisms, stakeholder feedback was especially helpful 
(to the work packages developing the tools) in order to externalise the requirements for the specific 
software tools, since such requirements capture stakeholder expectations about novel accountability 
mechanisms. 
 
Beside gathering stakeholder requirements, the main contribution of WP 22 in A4Cloud was to guide 
and inform project work packages (and their tasks), making sure they reflected the needs of 
stakeholders. Through communication with different stakeholders (e.g. individual cloud customers, 
cloud providers), WP 22 has provided other work packages with stakeholder requirements reflecting the 
stakeholders' understanding of accountability. These requirements inform the development of the 
A4Cloud toolset and the demonstrator, which will be used as a means to operationally validate the 
A4Cloud accountability-based approach (as well as to further consolidate the accountability 
requirements) and to communicate the project results to stakeholders. In addition, we foresee that the 
consolidated accountability requirements to be useful for various stakeholders, e.g. cloud, security and 
privacy research communities as well as cloud and information technology providers (the ICT industry), 
who are developing software and services to be deployed in public and private cloud ecosystems. 
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1 Introduction 

The overall goal of WP 22 Elicitation has been to bring relevant stakeholder perceptions of accountability 
issues into the A4Cloud project. By engaging with a broad spectrum of stakeholders, and making use 
of them in various requirement elicitation activities, we were able to provide insights influencing the 
project's understanding of accountability.  

1.1 Requirements Elicitation Process 

The requirements elicitation process described in the DoW (as shown in Figure 1) is based on obtaining 
requirements from the stakeholders and ensuring that the project results meet the actual needs of the 
various stakeholders. The DoW defines the role of accountability in the emerging information society as 
an important pre-requisite for trust in online services. The objective of WP 22 is also to ensure that 
project activities reflect the needs of stakeholder groups' specific goals. In that direction, in the activities 
performed for this work package, we focused on engagement with a broad base of relevant stakeholders 
for elicitation purposes using different methodologies to elicit, refine and validate the requirements for 
the project, as will be described in this document. We also sought to externalise the tacit understanding 
that the A4Cloud project partners have through describing a set of guiding lights ï high-level 
organisational requirements. Section 1.1 explains how we addressed these goals. 
  

 
Figure 1: Tasks in the WP 22 Elicitation work package. 

1.2 Methodology for Reflecting the Needs of Stakeholder Groups 

The primary measure of success of a software system is the degree to which it meets the purpose for 
which it was intended [6]. In A4Cloud the WP 22 elicitation work package plays an important role on 
achieving this goal. Broadly speaking, requirements engineering (RE) is the process of discovering that 
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T:B-2.1 
Establish and 

maintain contact 
with stakeholders 

Identify and engage with members of relevant stakeholder groups such as data protection 
commissioners, auditors, consumer groups, trade bodies and SME organizations, 

including providers in the cloud ecosystem as well as service users; 

Recruit key individuals in those groups to participate in elicitation activities, and work with 
WP:A-3 to refine the communication strategy most appropriate for reaching deeper into each 

group; 

Ensure that target stakeholders understand the benefit of 
gaining access to the conceptual framework of A4Cloud. 

Use social networking sites to engage international audiences 
representing the key stakeholder groups and beneficiaries.  

Participate in ad-hoc trade and industry meetings organized by stakeholders and user groups, 
especially where these involve subjects relevant to the use-case development, to actively recruit 

participants for stakeholder workshops and other elicitation activities 

Leverage HP and SAPôs customer networks and the member networks 
of CSA to broaden the stakeholder coverage. 

T:B-2.2 

Organize the stakeholder 
elicitation workshops. 

The emphasis is on the 
work part of the word 
"workshop", in that 
participants will be 

recruited to contribute 
actively to the elicitation 

process of A4Cloud.  

WS1 main purpose is to elicit initial stakeholder requirements, 
using a combination of recognized workshop techniques. 

WS 2 focus on risks (events, consequences, and uncertainties), identifying predictive 
risk mitigation measures through participation of different stakeholders, considering 
different contexts. One objective will be to elicit risks related to accountability and 

predictive measures for accountability. 

WS 3 plan was to be organized in the context of the use-case domain chosen 
for instantiation. But it was changed to be the tools and demonstrations.  

WS 4 should be an interdisciplinary workshop intended to cover any gaps not 
resolved by the preceding workshops.  

T:B-2.3 
Requirements 
elicitation and 

analysis 

The purpose is to expand on the insights generated by the workshops in terms of identifying the 
participantsô perceptions and attitudes towards accountability, and to explore their expectations 
in regard to the project. The intention is to determine the functionality that would be expected 

from services built from the tools being developed in Stream D. 

Workshop participants will be contacted individually shortly after completion of the workshops 
for telephone or face-to-face interviews to follow up on identified requirements. To make the 

process more efficient, interviews will be complemented or substituted by questionnaires 
based on trends emerging from the first batch of responses. 

The formal output is a report documenting the findings of the workshop and follow-up 
consultation with a separate internal document being produced to inform planning of 

subsequent events. 
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purpose, by identifying stakeholders and their needs, and documenting these in a form that is amenable 
to analysis, communication, and subsequent implementation. There are a number of inherent difficulties 
in this process [1][2]; stakeholders may be numerous and distributed (as it is the case in A4Cloud). In 
A4Cloud, a stakeholder means a person, group or organisation that affects or can be affected by the 
A4Cloud project results [3]. Another challenge is that the stakeholders' goals may vary and conflict, 
depending on their perspectives of the environment in which they work and the tasks they wish to 
accomplish. Finally, the stakeholders' goals may not be explicit or may be difficult to articulate, and, 
inevitably, satisfaction of these goals may be constrained by a variety of factors outside their control. 
For addressing these challenges we have used different approaches to elicit requirements in WP 22. 
The aim of involving stakeholders in workshops is to gather a broad spectrum of requirements, good 
practices and risks related to the cloud eco-system covering the diverse range of geographical (including 
legal) constraints and challenges, sector/industry-specific requirements and cloud models. As planned 
in the DoW, four stakeholder elicitation workshops were performed in the A4Cloud project (see Figure 
2).  

 
Figure 2: The four stakeholder elicitation workshops and their principal focus. 

The main goal of the first workshop (WS1) was to elicit initial accountability requirements from key 
stakeholders and to get a reality-check on the three business use cases defined by WP:B-3. In the 
second workshop (WS2) the main aim was to gather stakeholder views and best practices about the 
notion of risk and trust in the context of assessment of different types of cloud services.  The third 
workshop (WS3) was centred on accountability mechanisms, in particular, some of the software tools 
developed by A4Cloud. WS3 was completed as a set of five sub-workshops held by different project 
partners, which focused on different aspects of the tools that were reviewed. Finally, the fourth workshop 
(WS4) exposed the stakeholders to metrics for accountability and incident response management in a 
cloud computing setting. Furthermore, a small number of external legal experts provided input on high-
level descriptions of the tools developed in the project, and gave feedback on how they expected such 
tools to be received by cloud customers and providers. These four workshops will be further described 
in Section 2 of this deliverable. In addition, WP 22 has organised a number of additional activities in 
order to refine and validate the requirements elicited in the four stakeholder elicitation workshops. These 
activities will also be described in more detail in Section 2.  

1.3 Deliverable Organisation 

The remainder of this report is organised as follows. In Section 2 we describe the elicitation process in 
detail and provide more information on the various workshops. This section also describes the structure 
and use of the A4Cloud requirement repository. In Section 3 we present a set of general requirements 
for cloud providers that we call "the guiding lights requirements". In Section 4 we present an overview 
over all the requirements currently in the repository as well as an analysis of the requirements. Section 
Error! Reference source not found. discusses our main findings and outlines the further use of the 
elicited requirements. Section Error! Reference source not found. states the main conclusions from 
the WP 22 Elicitation work package. Appendix A contains a glossary and in Appendix B we describe in 
detail the results from the last workshop run in the context of the WP 22 Elicitation work package (WS4). 
Appendix C provides more information on the numbering scheme of the requirement repository. 
Appendix D lists all the functional accountability requirements currently in the repository, Appendix E 
lists the requirements elicited specifically for accountability mechanisms and Appendix F lists the 
requirements in the repository that deal with policy languages for accountability. Finally, Appendix G 
documents the flow of requirements within the project, illustrating where requirements are created and 
where they are consumed. 
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2 Requirements Elicitation 

This section summarises the elicitation-related activities that have been organised by WP 22. These 
activities have either generated new requirements (in the four elicitation workshops WS1-WS4) or 
served to validate and reinforce requirements elicited in earlier stages of the project.  

2.1 Event Organisation 

Figure 3 shows a timeline of the main events that were organised by the WP 22 Elicitation workpackage. 
As can be seen from the figure, there is a higher frequency of events towards the end of the 
workpackage span; this is natural since more results became available for presentation to stakeholders 
as the project progressed.  
 

 
 
Figure 3: A timeline of the main events in WP 22 Elicitation. 

The different activities in Figure 3 are listed with a short explanation in Table 1; more details on the 
elicitation workshops and other activities are given in Section 2.2 and Section 2.3, respectively.  
  
Table 1: List of WP 22 activities - explanations to Figure 3 

DATE ACTIVITY ID DESCRIPTION 

Jan-13 WS1_Brussels WS1 Brussels: initial requirements (7 participants) 

Sep-13 WS2_Edinburgh WS2 A4Cloud Risk Workshop  (20 participants) 

Nov-13 Other_SINTEF_CSA1 CSA Norway/Dataforeningen member meeting (19 participants) 

Nov-13 Other_SINTEF_Conf1 
How can accountability mechanisms alleviate security and privacy 
concerns in Cloud Computing? - Trans-Atlantic Science Week (~30 
participants) 

Jan-14 Other_SINTEF_Conf2 
Security, privacy and accountability in cloud-based medical sensor 
networks Safecomp2014 (~30 participants) 

Feb-14 Other_SINTEF_CSA2 
Health data in the cloud - a healthy idea, or simply sickening?   
CSA Norway - (~50 participants) 

Mar-14 WS3_Transparency Transparency Interviews (8 participants) 

Mar-14 WS3_Data Track Karlstad Data Track - KAU (20 participants) 

May-14 WS3_Data Track Trondheim Data Track - SINTEF (18 participants) 

Jun-14 WS3_COAT Trondheim COAT - SINTEF (11 participants) 

Jun-14 WS3_COAT Paris COAT - HP (50 participants) 

Jun-14 Other_SINTEF_CSA3 Tools for accountability in the cloud - CSA Norway (50 participants) 

Sep-14 WS4_Metrics Metrics for Accountability - Malaga (20 participants) 

Sep-14 WS4_Incident Response Incident Response in the Cloud - Trondheim (16 participants) 

Oct-14 WS4_Guiding Lights Survey based on Guiding lights QMUL 

 

2.2 The Elicitation Workshops 

The main goal of the first workshop (WS1, reported in D:B-2.1 [3]) was to elicit initial accountability 
requirements from key stakeholders. In addition, the first workshop aimed to get a reality-check on the 
three business use cases that were planned to demonstrate how the A4Cloud accountability approach 
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can prevent breaches in trustworthiness, detect policy violations, and correct violations that may occur. 
To elicit requirements we relied on the workshop techniques Open Space Technology [7] and World 
Cafe[8], because these techniques handle complex situations involving diverse participants and the 
need for a quick decision-making and make use of face-to-face communication and interaction through 
active stakeholder participation. Through a workshop based on open processes, led by the stakeholders 
themselves, 57 initial requirements in the form of accountability relationships were identified. The 
identified relationships cover the accountability elements assurance, liability, observability, remediation, 
responsibility, sanctions, transparency and verifiability.  
 
The second workshop (WS2, reported in D:B-2.2 [4]) was concerned with the (perceived) risks 
associated with cloud services. The main aim of the workshop was to provide a venue where technical 
experts from the project and stakeholders from the field could exchange their views and best practices 
about the notion of risk and trust assessment of cloud services, future Internet services and dynamic 
combinations of such services (mashups). WS2 combined the discussion of relevant information, such 
as threats to cloud computing, with on-going project work that concerned accountability, risk and trust. 
In order to engage stakeholders in technical discussions related to the on-going research activities within 
the project, we organised the elicitation discussions in terms of focus groups. The workshop consisted 
of four different sessions on accountability, risk and trust (and related topics). Each session exposed 
the stakeholders to different discussion topics summarised by key questions. These questions guided 
the discussions of the focus groups, entailing an open form discussion. Based on the discussions at the 
workshop, 15 requirements related to risk and accountability were identified. 
 
In the third workshop (WS3, reported in D:B-2.3 [5]), we presented the stakeholders with accountability 
mechanisms (in particular, some of the software tools developed by A4Cloud) in order to gather their 
operational experiences and expectations about accountability in the cloud. Originally, this workshop 
was to be organised in the context of the business use case chosen for instantiation, however, due to 
the project decision to implement a simplified use case specifically defined to showcase all the tools 
developed in the project, rather than instantiating one of the original three business use cases, WS3 
focused on A4Cloud tools rather than on a specific business use case domain. In order to support 
focused discussions, we organised a set of sub-workshops (rather than a single one) for specific cloud 
actors: Cloud subjects, Cloud customers and Cloud providers. These groups of cloud actor roles are 
aligned with the emerging cloud reference architecture (in terms of cloud roles) adopted and extended 
by the A4Cloud project [15]. Each stakeholder workshop presented and used an accountability 
mechanism (in some specific cases, a software tool) as a means for stimulating discussions. We 
demonstrated software tools as a means for gathering feedback, giving stakeholders the opportunity to 
comment and express their accountability expectations in practice, that is, what they would like to 
experience (operationally) in the cloud. In all the sub-workshops in WS3 we also exposed the 
stakeholders to the requirements that we had already elicited in the project, in order to refine them. 
 
The fourth workshop (WS4, reported in Appendix B of this deliverable) was comprised of two main 
events. The goal of the first event (a workshop on metrics for accountability, which was organised in 
Malaga, Spain) was to gather feedback from the stakeholders on the main objectives and challenges of 
the A4Cloud project and the importance of having specific metrics for the A4Cloud attributes and how 
such metrics can influence accountability. The goals of the second event (a workshop on incident 
management, which was organised in Trondheim, Norway) was to present the challenges related to 
incident response that organisations may face when migrating to the cloud, to collect the participantsô 
perceptions on some of the requirements that have already been elicited by CSA [12] and by Brogauer 
and Schreck [13], and to refine these requirements.  

2.3 Other Activities  

In addition to the conventional elicitation workshops, we have exposed stakeholders to A4Cloud tools 
and results in a number of more dissemination-oriented events. Although no new requirements per se 
have been derived from these events, the discussion has served to confirm many of our previously 
elicited requirements.  
 
In November 2013, we organised a meeting where we presented the core principles of the A4Cloud 
project in the light of challenges in the cloud ecosystem, and initiated a broader discussion of privacy 
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and confidentiality in the cloud after the NSA PRISM revelations. The 19 participants of this meeting 
were from CSA Norway1/Dataforeningen2. 
 
In November 2013, the presentation "How can accountability mechanisms alleviate security and privacy 
concerns in Cloud Computing?" was given at Trans-Atlantic Science Week, Washington DC, to about 
30 participants comprising policy makers, technical experts, and industry representatives. This 
presentation was similar to the one mentioned directly above, and exposed stakeholders to the core 
principles of the A4Cloud project.  
  
In January 2014 the "health care services in the cloud" business use case was presented at the 
International workshop on safety & security of (wireless) medical sensor networks. The workshop was 
organised by TU Delft, the Netherlands. The business use case was presented to an audience 
consisting of approximately 35 stakeholders from the European public and private health care sector 
and served as input to a discussion session where safety and security requirements for wireless medical 
sensor networks were discussed. The insights from the discussion session lead to an improved 
description of the A4Cloud health care use case. 
 
In February 2014, we ran a workshop with 50 participants from the local IT community in Trondheim, 
where we focused on personal data protection issues, and we paid particular attention to the obstacles 
perceived by patients, hospitals, regulators and service providers with respect to outsourcing the 
processing of healthcare data to public cloud service providers. The workshop consisted of three 
introductory presentations, which were then followed by a number of focus group sessions that involved 
a number of stakeholders from the healthcare sector. We have written a paper [14] based on this 
workshop where we outline a number of obstacles to adoption of public cloud services in the healthcare 
domain identified by the workshop participants. The paper also discussed our results in light of the 
previous studies and outlined how current research on cloud accountability may help to solve the 
identified obstacles. The paper was presented at the ARES Conference 2014.  
 
In June 2014, a snapshot of the most mature A4Cloud tools was presented to a gathering of about 50 
technical experts and industry representatives at the CSA Norway summer conference in Oslo, Norway. 
The presentation inspired discussion both during the event and afterwards.  

2.4 Internal Dissemination Activities 

Apart from eliciting requirements, an important part of WP 22 has been to disseminate the requirements 
process and the results within the A4Cloud project itself. This was of course done during plenary project 
meetings, but we also performed more targeted actions. In order to hit the ground running, the first 
workshop (WS1) was organised already in January 2013 (i.e. three months after the project had started), 
which proved to be quite challenging not only in terms of recruiting stakeholders (as will be discussed 
in Section 6), but also in terms of reaching a consensus among the project partners who had not at that 
time yet had the opportunity to work together. A workshop preparatory meeting was therefore held in 
Trondheim, Norway, in December 2012 to discuss strategy and agree the techniques and the agenda 
of WS1.  
 
Since the requirements ultimately are intended for the tool development efforts in stream D, important 
findings have been regularly disseminated to WP leads by emails; this included our flow of requirements 
as illustrated in Appendix G and our mapping of requirements from the first two workshops (WS1 and 
WS2) to the individual work packages.  

2.5 Requirements Repository 

The stakeholder elicitation workshops that were organised by WP 22 resulted in a large number of 
requirements. In order to categorise them, to classify them with respect to what actor(s) they apply to, 
to preserve consistency, to simplify future management and to make all the requirements accessible to 
all the project partners, we created a requirements repository. This will ensure that requirements are 
effectively communicated to work packages that need them, particularly when these requirements are 
updated or changed during the course of the project. Furthermore, the repository also serves as the 
collection point for requirements created by other workpackages in the project.  

                                                      
1 http://cloudsecurityalliance.no  
2 http://www.dataforeningen.no/in-english.128921.no.html  

http://cloudsecurityalliance.no/
http://www.dataforeningen.no/in-english.128921.no.html
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The requirement repository created for the project has three main objectives: 

¶ Collecting all requirements from all workpackages in a single location; 

¶ Describing all requirements in a uniform manner; 

¶ Providing a global reference for each requirement for tracking purposes. 

To meet these objectives we utilised the software versioning and revision control system (SVN) that all 
project partners have access to, created an Excel spreadsheet template for requirements, and specified 
a requirement numbering scheme. In Appendix C we describe the requirements template and 
numbering scheme in detail, as well as the methodology for adding new requirements and updating the 
existing ones in the SVN. 
 
It is important to note here that the requirements in each elicitation activity must be internally consistent, 
but no attempt has been made to enforce coherence between requirements in different activities; this is 
a consequence of how the requirements have been gathered and analysed. The Excel sheets do not 
contain raw text, but the result of extracting individual requirements from (e.g.) workshop minutes. 
However, the versioning scheme explained in Appendix C caters for an evolution of requirements as 
they are refined by validation activities in the development work packages.   
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3 Guiding Light Requirements  

The following section aims to supplement the requirements elicitation process described in the DoW by 
providing a set of high-level "guiding light" requirements, formulated as requirements an accountable 
organisation must meet. Tools to be developed within the project must support organisations in meeting 
these top level requirements. The guiding light requirements must be read in conjunction with the project 
scope, objectives, and conceptual model because these jointly define the A4Cloud concept of 
accountability. These requirements seek to answer the question "What does it take to be an accountable 
cloud provider?" , and are thus oriented more toward an "organisational" reader than a technical one.  
 
In previous work leading up to the specification of the A4Cloud project, and as part of the conceptual 
work performed within the project, there are many more or less implicit requirements for accountability 
that are drawn from the literature and/or the partners' experience. Until the creation of the Guiding lights, 
there was no formalised process for documenting these requirements, other than hinting that the 
stakeholder elicitation activities should strive to relate their work to the conceptual framework that is 
being developed by WP 32 [15].  

3.1 Rationale 

The guiding light requirements were developed by a multidisciplinary group of A4Cloud researchers3 
involved in the various conceptual tasks within the project, taking into account the various documents 
produced in the project so far as well as relevant external documents (such as the óGalwayô[16] and 
óParisô[17] deliverables produced in the CIPL Accountability project).     
 
The starting point is that an accountable organisation must commit to responsible stewardship of other 
peopleôs (personal and/or confidential) data.  More specifically, the organisation should follow the 
accountability practices outlined in the A4Cloud conceptual model [15], which in brief entail that the 
organisation: 

¶ defines what it does,  

¶ monitors how it acts,  

¶ remedies any discrepancies between the definition of what should occur and what is actually 
occurring  

¶ explains and justifies any action. 
 
Basically the first three bullets describe the standard cybernetic loop (define, monitor, correct) as well 
as the preventive, detective and corrective mechanisms described in the project objectives (see D:C-
2.1 [15]). 

3.2 Guiding Light Requirements 

These elements can be elaborated as follows.  
 
1. Accountable organisations must demonstrate willingness and capacity to be responsible and 

answerable for their data practices 
Data practices are a shorthand for the processing of data that falls within the scope of the A4Cloud 
project. This primarily concerns personal data as defined in the Data Protection Directive [18], but 
may extend to types of confidential information that do not involve personal data. 

 
2. Accountable organisations must define policies regarding their data practices 

Policy is a shorthand for the wide variety of things that need to be defined by an accountable 
organisation. Policies may take the form of written text (such as privacy statements or manuals), 
machine readable policies in a formal language or any form that conveys information about the way 
the organisation deals with the sensitive/confidential information within scope.  
Aspects of the data practices that need to be defined (may) include: 

- the entities involved in the processing of data and their responsibilities 
- the scope and context of processing data 
- the purposes and means of processing 
- data handling and data access policies 

                                                      
3 Nick Wainwright (HP), Siani Pearson (HP), Massimo Felici (HP), Martin Gilje Jaatun (SINTEF), Ronald Leenes 

(Tilburg), Eleni Kosta (Tilburg), Bushra Hasnain (QMUL), Alain Pannetrat (CSA). 
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- risk monitoring and risk mitigation 
- relevant external legal obligations (such as what legal obligations the organisation has in 

disclosing data to third parties (e.g., in the context of law enforcement) 
 
These items include information obligations as defined in the data protection legal framework, but 
extend those to include all elements that are relevant for customers to make informed choices about 
the organisationôs offering and that allow checking compliance later on (in the monitoring stage) and 
will also be based on business considerations related to the service providerôs services. Policies 
hence have external (e.g., the law, social norms) and internal (business objectives) sources that are 
the relevant ones for the given context.  

 
3.  Accountable organisations must monitor their data practices  

Accountable organisations outline how they process data and have to be able to prove that they 
acted according to their policies and hence have to monitor the actual data practices and keep 
records of the monitoring and its results (i.e. a running account).  
 

4. Accountable organisations must correct policy violations  
 If discrepancies between the stated policies and actual (system) behaviour are detected, several 

things need to be done about it. First of all the effects of the violation need to be addressed. Errors 
need to be corrected and damages need to be compensated (financially or otherwise). Second, the 
causes of the violation need to be addressed. If the violation is the result of a faulty process, the 
process needs to be repaired, or improved. If the violation results from a data breach or (other) 
cybercrime, the security needs to be improved, etc. Third, the appropriate stakeholders need to be 
informed. In some cases the authorities (such as the Data Protection Authorities) need to be 
informed; in other cases the customer or affected data subjects may need to be informed (depending 
on, for instance, the policies as defined by the organisation). 

 
5. Accountable organisations must demonstrate policy compliance  

The final element of the accountability loop is demonstration of compliance with the adopted policies. 

Not only policy violations need to be reported, an accountable organisation should be willing and 

able to demonstrate compliance with their policies in a timely fashion ñreactivelyò and where possible 

ñproactivelyò. Furthermore, it should be able to demonstrate that the controls that are selected and 

used within the service provision chain are appropriate for the context and provide evidence that the 

operational environment is satisfying the policies (cf. point 3. above). 

In addition to the above, there is a need for accountability requirements across the cloud service 

provision and governance chains and not just in isolation for organisational cloud consumers or cloud 

service providers, who are the focus of the project scope, described above. Hence there is a need for 

provision of evidence of satisfaction of obligations right along the service provision chain as well as 

aspects such as checking that partners are accountable too and that there has been proper allocation 

of responsibilities along the service provision chain [9]. These requirements need to be reflected within 

the processes for organisations described above, but in addition there are implications in terms of the 

way that the accountability governance chains will operate, the scope of risk assessment and the ways 

in which other stakeholders are able to hold this organisation to account. In complex, dynamic or global 

situations there needs to be a practical solution for data subjects to obtain both requisite information 

about the service provision and remediation. 
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4 Accountability Requirements 

In this section we summarise all the requirements that have been elicited from the different activities 
performed by WP 22. Since the requirements repository is currently being used within the project, it is 
important to note that this overview represents a snapshot of the repository at the time of writing.  The 
repository consists of the consolidated accountability requirements gathered by the different elicitation 
activities. These include all the requirements that were gathered in the stakeholders elicitation activities 
performed by WP 22 as well as requirements that other work packages in the project have provided. 
This section provides a brief summary of these requirements. Appendices D, E and F list the 
requirements in a tabular format (that is, a simple requirement template tailored to capture relevant 
information such as the most closely related accountability attributes and cloud actors ï corresponding 
to the definitions given within WP 32 ï alongside the requirement description and rationale). This allows 
grouping and analysing requirements by accountability attributes and cloud actors (who are concerned 
with the specific requirement). Figure 4 shows an example of a functional requirement (from Appendix 
D) described using the requirement template tailored to accountability. 
 

 
Figure 4: An example of a functional requirement in the repository. 

 
Most of the requirements that we have identified are related to the actors involved in the cloud service 
delivery chain. We call these requirements "functional requirements". These will be described in Section 
5.1. In addition, the repository contains 15 requirements that are related to the accountability policy 
language, 22 requirements that are related to the Data Track tool  and 11 requirements that are related 
to the COAT tool. We call these "requirements for accountability mechanisms" since they directly target 
the technologies and tools that are being developed in the A4Cloud project. These will be described in 
Section 5.2. 
 
We have adopted the semantics of RFC 2119 [10] for the requirements text, where e.g. SHALL means 
"that the definition is an absolute requirement of the specification". SHOULD, on the other hand, implies 
a recommendation "that there may exist valid reasons in particular circumstances to ignore", and is 
usually preferably avoided in requirements texts.  
 
The remainder of this chapter summarises all the requirements in the repository. Note that we only 
describe the requirements at a high level in this chapter; a table including a detailed snapshot of all the 
requirements in the repository (at the time of writing) is included in the appendices, specifically within 
Appendix D to Appendix F.  

4.1 Functional Requirements 

Functional requirements are requirements that are directly related to the actors involved in the cloud 
service delivery chain. They are defined as "The [actor] shall..." where [actor] can be any entity involved 
in a cloud ecosystem, such as a cloud provider or a cloud customer. As will be seen, most of the 
requirements in the repository apply to cloud providers; however there also exist requirements that are 
applicable to cloud customers, cloud users, cloud auditors and other relevant parties, such as 
standardization bodies. Here we present an overview over the functional requirements in the repository, 
structured in terms of whether they relate to transparency, incident management, security mechanisms, 
data governance, data protection legislation, policies or audits.  
 
Transparency. Most of the functional requirements that we have defined are related to transparency. 
These requirements state that cloud providers shall be open and informative about the services that 
they provide. More specifically, they should be transparent about their data processing practices (for 
example what data they collect, how they process it, where they store it, how long they store it and with 
whom they may share it), how their customers' data are separated from other customer data, what 
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service providers that are involved in the service delivery chain and how they conform to existing data 
agreements. Other requirements related to transparency are information about what security 
mechanisms that they apply, issues related to the ownership of the data and information about how data 
breaches will be handled.  
 
The transparency requirements are mostly targeting cloud providers; however, there are also some 
requirements towards the cloud customers. For example, one of the requirements states that the cloud 
customer shall perform risk assessment when selecting a cloud service provider. The importance of  
cloud customers being proactive,  making sure that all the documentation is in place  was also 
emphasised by the stakeholders.  
 
In relation to transparency, there is also a strong focus on evidence; the requirements state that cloud 
providers must be able to provide evidence of the provided service levels and data governance practices 
and that data policies have been applied satisfactorily.  

Incident management. The repository also contains many requirements related to incident 
management, i.e. the processes and procedures that define what should happen in case of a (security) 
incident at the provider's premises that influence the confidentiality, availability or integrity of their 
customers' data. There are also a number of requirements on evidence related to incident management, 
for example that the provider shall be able to deliver evidence of successful recovery from a security 
breach.   
 
Most of the incident requirements are targeting cloud providers; however, there are also a number of 
requirements on the cloud users. More specifically, for example, the customer needs to identify and 
evaluate possible approaches to detect and analyse security incidents making sure that they have 
access to the data sources and information that are relevant for incident detection/analysis. 
 
Security mechanisms. Some requirements are related to what security mechanisms that cloud 
providers should apply. More specifically, the requirements state that cloud providers should safeguard 
the integrity, confidentiality, availability and traceability of their customers' data and they should have 
mechanisms in place that ensure data rights management. Data encryption is also explicitly formulated 
as a requirement.  
 
Data governance. The ability to classify customer data, to segregate different customers' data, to 
specify where customer data is located and the possibility to opt out from data migration has also been 
explicitly formulated in terms of requirements that apply to the cloud provider. Related to this, there are 
also a number of requirements that explicitly state that the cloud provider shall provide evidence of their 
data governance practices.   
 
Data protection legislation. There are also a number of requirements related to compliance with data 
protection legislation and the ability to provide evidence that compliance requirements are being met. 
Most on these requirements are on the cloud provider with the exception of one requirement that 
specifically states that cloud auditors, regulators and DPAs shall clarify compliance with extra-territorial 
legislative regimes.    
 
Policies. Related to data processing policies (e.g., privacy policies), the repository also contains 
requirements that specifically state that the cloud provider shall implement different policies that are 
tailored to different types of data, legislation and the needs of the customers, and that they shall provide 
evidence of policy compliance and notifications in case of possible policy violations.   
 
Audits. Finally there are a number of requirements related to audits. These are related to how audits 
shall be performed; who will be responsible for the audit and what certifications are relevant. These 
requirements are related to cloud providers, customers and standardization bodies.  

4.2 Requirements for Accountability Mechanisms 

Requirements for accountability mechanisms that are currently stored in the repository are requirements 
that are related to the COAT and Data Track tools and to the accountability policy language that is being 
developed in the project. Similarly to the functional requirements, these are defined in terms of "The 
[mechanism] shall..." where [mechanism] is COAT, the Data Track or the policy language.  
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Cloud Offerings Advisory Tool (COAT). The purpose of the COAT tool is to assist potential cloud 
customers (SME organisations and individuals) in assessing and selecting cloud offerings, with respect 
to certain security and privacy requirements [20]. There are currently 11 requirements related to the 
COAT tool in the repository. These comprise the intended users of the tool and their needs, the tool's 
ability to adapt to changes in the service offers and the criteria for best practices, and its ability to act as 
an independent advisor for potential cloud customers. There are also a number of requirements related 
to the core functionality of the tool itself, for example on how the criteria can be selected and how the 
results are displayed.  
 
Data Track. The Data Track tool is intended to be used by data subjects to get a user-friendly 
visualization of all personal data they have disclosed to cloud service, with the additional capability to 
rectify data if necessary [20]. There are currently 22 requirements related to Data Track in the repository. 
There are mostly related to the intended functionality of the tool, as seen from the user's perspective. 
More specifically the requirements state how the data will be tracked, what kind of warning messages 
the tool will display and how deletion of data should be performed. In addition there are also a few 
requirements on how the tool should secure the personal data that is has access to (the data must be 
encrypted), the usability of the tool (it should be usable to a diverse set of users), the applicability of the 
tools in different domains (health data, financial data, personal data) and how the tool will be deployed 
(locally installed).  
 
The accountability policy language. Finally the repository contains requirements on the A4cloud 
policy language that is being developed. There are currently 15 such requirements, which comprises its 
ability to support user preferences, rules about data location, access and usage control, delegation 
capabilities and rules about data retention. There is also a requirement on attaching policies to data (i.e. 
"sticky policies"). 

4.3 Analysing the Requirements 

As has been explained, the requirements in Appendix D, E and F have been categorised as either 
"functional requirements" or "requirements for accountability mechanisms", where the first category 
refers to requirements that are directly related to the actors involved in the cloud service delivery chain 
and the second category refers to requirements that are related to the COAT and Data Track tools and 
to the accountability policy language that is being developed in the project. Since the different categories 
of requirements have different targets they will also most likely be useful in different contexts and to 
different target audiences. We expect that the requirements for accountability mechanisms will be useful 
for the researchers in the A4Cloud project as well as researchers outside the project who are working 
on concepts and tools for cloud security, privacy and/or accountability. These requirements may also 
be useful to the software industry that is developing similar technologies. On the other hand, since the 
functional requirements are targeting the actors in cloud ecosystems, these requirements have a wider 
scope; targeting a wide range of aspects (technical, organisational and societal), which are necessary 
in order to build an accountable cloud ecosystem.        
 
The starting point of the A4Cloud project is that cloud and IT service providers should act as responsible 
stewards for the data of their customers and users. Most of the functional requirements that are outlined 
in Appendix D therefore target cloud providers. However, accountability is a wider concept that also 
includes the organisations that consume cloud services, the end-users of the services, the data subjects 
whose data is being processed by the services, as well as the organisations that audit, certify and 
regulate the services. Some of the requirements therefore target other actors in the cloud ecosystem as 
well.   
 
Most of the requirements in the repository have been specified at a high level. The main reason is that 
the requirements should be applicable to a broad spectrum of cloud services models that involve the 
processing of personal and/or business confidential data. By avoiding specifying detailed requirements 
on how, for example, the different SaaS, PaaS and IaaS services are implemented and operated we 
can make sure that sure that the requirements cover also other types of service models that may appear. 
This is in line with the scope of the A4Cloud project, whose focus is not only on today's cloud services 
but also future IT services. The exception is the requirements for accountability mechanisms, which are 
detailed enough to be (more or less) directly applied to the technologies and tools that the project is 
developing. In fact, some of these requirements have already been implemented in the project tools.   
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Most of the requirements in the repository originate from perceived challenges that the stakeholders 
associate with existing cloud services, and thus represent features that stakeholders would like to see 
in a future accountable cloud ecosystem. However, there are exceptions, for example, "R211 - The 
Cloud Subject (Cloud Customer) shall be made aware of the data processing and sharing practices of 
the Cloud Provider" is something that almost all providers already do (as they provide privacy policies 
that specify this).    
 
Accountability requirements can also be derived from the current and future data protection legislation. 
Many of the requirements in the repository are indeed compliant with the existing Data Protection 
Directive [18], which specifies a number of rules on the processing of personal data in Europe. Even 
though the Data Protection Directive has not been used as input to the elicitation of the requirements in 
our repository, it is clear that the stakeholders that were engaged in the elicitation activities are aware 
of both the rules in the Directive and the context in which it applies. Similarly, some of the requirements 
that were elicited form the stakeholders include rules that will appear in the proposed new European 
Union Data Protection Regulation [19].      
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5 Requirements Insights 

The elicitation effort of the A4Cloud project has involved more than 300 stakeholders, resulting in 155 
stakeholder requirements. Furthermore, WP 22 has spread knowledge to A4Cloud participants about 
requirements, highlighting that also things they take for granted as common knowledge can indeed be 
called requirements. Although the main focus for WP 22 has been stakeholder-driven requirements, we 
have also devised a central requirement repository for collecting requirements from all work packages, 
ensuring full traceability for future use. We have also initiated an initial analysis and refinement of the 
stakeholder requirements; but as will be explained below, the ultimate requirements validation can only 
be performed by the development of activities that will actually use the requirements.  
 
WP 22 has as tangible results produced four reports (WS1 [3], WS2 [4], WS3 [5] and this deliverable) 
and the requirements in the repository. On a wider scale, WP 22 has contributed to project dissemination 
through participation in workshops, presentation events and social media channels, and has also 
provided a venue for exposing stakeholders to early results from the project, collecting feedback 
enabling necessary course adjustments in the research process. For some tools, this feedback was 
especially helpful to the tool owners to externalise the requirements for the tools, since such 
requirements were initially not available anywhere, except as tacit knowledge of the tool owners. 
 
The approach to uptake of requirements in the project has differed from WP to WP. The most direct 
example is WP 36 Risk and Trust Modelling, which was actively waiting for the results from the first 
workshop (WS1), and that proactively integrated the preliminary stakeholder requirements in their own 
work. Other WPs have worked more in parallel with the elicitation work in this WP; these WPs have thus 
provided complementary input to the tool WPs. Even though only half of the WPs in stream B (WP 22 
and WP 24) actively created requirements in the repository, the other WPs created other artefacts useful 
for the tools (the business use cases in WP 23) and provided legal guidance on other results (WP 25). 
Almost all work packages in the conceptual stream have contributed requirements to the repository, and 
the one that did not (WP 35) has instead contributed directly to the elicitation work in WP 22 (see 
requirements activity R-B2E). At the time of writing, there are nearly 300 distinct requirements in the 
repository.   
 

5.1 Coverage of the Goals for this Work Package 

The results of WP 22 are in conformance with the goals for the work package. Looking back at Section 
1, most task elements have been satisfactorily competed, even though a few proved to be more 
challenging than foreseen. In the work done in WP 22, we have been able to establish and maintain 
contact with stakeholders in a frequent manner; through the workshops we have identified and engaged 
with a number of relevant stakeholder groups, such as data protection commissioners, auditors, 
consumer groups, trade bodies and SME organisations, including providers in the cloud ecosystem as 
well as service users. More than 300 stakeholders were exposed to the concepts of the project and the 
vision of the A4Cloud project. In addition to the direct inputs to the A4Cloud project that were generated, 
our events have served to strengthen interaction between customers and providers of cloud services, 
opening up new opportunities for collaboration. 
 
As shown in this deliverable, the workshops were clearly described and organised in such a way that 
the participants were recruited to contribute actively to the elicitation process of A4Cloud. Participation 
was very good from the stakeholders who committed to be part of the events. All workshops proved to 
be fruitful with respect to generating further insights for the tools, accountability practices (or 
expectations), and for the project in general. Our stakeholder selection and invitation process was 
suitable for the A4Cloud project, although recruiting stakeholders to non-local events proved more 
difficult than firs envisaged. When reflecting on the method for generating discussions which led to 
stakeholder feedback, the methods used through all workshops showed to be effective, and they can 
favourably be reproduced in other workpackages for further eliciting, evaluating and refining the 
requirements of the tools to be developed in the project. Such re-use by other workpackages has been 
facilitated by the very detailed description of the design, running and analysis of the elicitation activities 
provided in the deliverables [3]. 
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The analysis of the requirements documented in this report expand on the insights generated by the 
workshops in terms of identifying the participantsô perceptions and attitudes towards accountability, and 
illustrate their expectations in regard to the project.  

5.2 Moving Forward 

The most concrete legacy that WP 22 hands off to the rest of the project is the requirements repository 
with its associated requirements. The requirements repository is designed with requirements evolution 
in mind. It is envisioned that some requirements of a general nature may be modified by a tool owner 
for clarification based on experiences in the development process. Other requirements may be split in 
two or more, with the resulting requirements being further specialised to fit specific tools. Some 
requirements may even be deemed out of scope for the tools developed in the project, and left for further 
work. In general, the tool-producing WPs need to take ownership of the requirements, and will be 
responsible for any update and maintenance. Although the elicitation WP concludes with this report, 
further dissemination and demonstration activities both within and outside the project will provide 
opportunities to expose the tools to internal and external stakeholders, providing both corrective input 
to the requirements and the tools themselves.  
 
The development WPs will thus implement specific requirements (a subset of the ones identified), and 
quite likely discover new ones (due to the implementation experiences of integrating all pieces together), 
and at the same time validate the requirements themselves, in accordance with the traditional software 
engineering V-model (where the second part of the V focuses on implementation, testing and validation). 
 
Through application in the tool development process we expect that the requirements in the repository 
will be further improved, and it is therefore important that the development work packages take the time 
to refine and update the requirements that apply to them. At the end of this process, we expect to be 
left with a (possibly smaller) set of validated requirements which may subsequently be released to the 
general community and other accountability-related development efforts.  

5.3 Concluding Remarks 

This deliverable marks the end of the requirements gathering phase in the A4Cloud project. It presents 
all the requirements that were gathered under the umbrella of WP 22, an analysis of the content of them 
and explains the methodologies that have been used to elicit them. The main objective of WP 22 has 
been to ensure that the project activities reflect the needs of the stakeholder groups. The requirements 
represent this link between stakeholder needs and project activities. The elicitation activities have 
included a large number of external stakeholders who have been given the opportunity to express their 
opinions on and experiences with security, privacy, risk and trust issues of public cloud services. In 
addition, a number of researchers from the A4Cloud project have contributed with additional 
requirements for the technologies and tools that they are working on. While we overall are happy with 
the number of stakeholders that have attended the elicitation activities (in particular the WS2 [4] and 
WS3 [5] events attracted a large number of stakeholders) and the number of requirements that were 
generated from these events, we can conclude that not all of the identified stakeholders groups have 
been well represented. We have had a good representation of cloud customers, cloud providers and 
cloud users in our workshops, focus groups and interviews, but cloud auditors and consumer groups 
have not been equally well represented. 
 
The requirements repository contains a broad spectrum of requirements that covers a diverse range of 
technical, organisational and legal constraints. In all nearly 300 requirements have been gathered and 
analysed. These requirements currently serve as input to the development of the A4Cloud toolset and 
to the demonstrator that will be used to disseminate the project results. In addition we foresee the 
requirements to be useful for both other cloud, security and privacy research communities as well as for 
the software industry that are delivering software and services to be deployed in public and private cloud 
ecosystems.     
 
The requirements in the repository indicate that transparency is seen as an important attribute of an 
accountable cloud ecosystem. This is reflected in the large number of requirements that state that cloud 
providers shall be open and informative about the services that they provide. Incident management is 
also considered highly important for accountability. The ability to manage security and privacy incidents 
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in a timely manner, and to be open and honest towards the customers and users whose data have been 
affected by the incidents, is seen as highly important. It is, however, interesting to note that there are 
also a number of transparency and incident management requirements that target the cloud customers. 
Accountability is clearly not a one-way concept; all actors in the cloud ecosystem have to cooperate to 
make it work. 
 
WP 22 has completed its task of eliciting stakeholder requirements related to accountability; it is now up 
to the development work packages to make the best use of this effort to ensure that the A4Cloud tools 
reach their highest potential. 
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Appendix A. Glossary 

A complete glossary for the project can be found in WP:C-2 (Glossary). This section briefly describes 
the concepts and terms that are relevant to DB2-1.Some of these are also unique to this deliverable and 
are not described in the project glossary. 
 

Term Definition 
Accountability There are many definitions in the main glossary, the 

short one is ñResponsibility of an entity for its actions and 
decisions.ò The working definition of accountability in 
A4Cloud is based on the Elements of Accountability 
defined below. 

Accountability Elements See Elements of Accountability 

Accountability relationships Initial high-level requirements based on stakeholder 
statements from the workshop. Will later be refined to 
generate more detailed accountability requirements. 

Assurance Assurance is the provision of ex ante evidence for 
compliance to governing rules 

Cloud Auditor A party that can conduct independent assessment of 
cloud services, information system operations, 
performance and security of the cloud implementation 

Cloud Broker An entity that manages the use, performance and 
delivery of cloud services, and negotiates relationships 
between Cloud Providers and Cloud Consumers. 

Cloud Consumer A person or organisation that maintains a business 
relationship with, and uses service from, Cloud 
Providers. 

Cloud Infrastructure Provider The provider of the collection of hardware and software 
that enables cloud computing.  

Cloud Service Provider An organisation that provides and maintains delivered 
cloud services. 

Cloud Provider A person, organisation, or entity responsible for making 
a service available to interested parties 

Elements of Accountability A set of concepts that collectively define our notion of 
accountability. A4Cloud has identified the following 
elements of accountability: Responsibility, Liability, 
Transparency, Assurance, Sanctions/Holding to 
account, Observability, Verification/Validation, and 
Remediation 

Liability Liability can be explained as an obligation (either 
financially or other penalty) in connection with failure to 
apply governing rules and/or honoring commitments; 
liability is an element of almost every definition of 
accountability 

Observability Observability means that the parties can see what is 
happening;  this is closely related to transparency, and 
to holding to account 

Open Space Technology (OST) A workshop technique recommended for complex 
situations involving a diverse participants and the need 
for a quick decision making 

Remediation  Corrective action taken by the accountable organisation 
in case of failure to apply governing rules and honor 
commitments 
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Term Definition 
Responsibility Attribution of responsibility is a key element of 

accountability, as is apparent from definitions given in 
dictionaries, which tend to center on accountability as 
the quality or state of being held to account for oneôs 
actions and an obligation or willingness to accept 
responsibility for oneôs actions 

Retrospective In software development, a retrospective means a 
meeting that is held at the end of a project (or completed 
part of an ongoing process) in order to discuss the 
successful parts of this effort, and the parts that need 
improvement.  

Sanctions/Holding to account This relates to the presence of sanctions in the case of 
failure to apply governing rules and honor commitments 

Stakeholder In A4Cloud, a stakeholder means a person, group or 
organisation that affects or can be affected by the 
A4Cloud project results. 

Transparency Describes the property of an accountable system that it 
is capable of ñgiving accountò of, or providing visibility of 
how it conforms to its governing rules and commitments 

Verification/Validation This is the provision of ex post evidence for compliance 
to governing rules 

World Café Drawing on seven integrated design principles, 
the World Café methodology is a simple, effective, and 
flexible format for hosting a large group dialogue. See 
http://www.theworldcafe.com/method.html 

  

http://www.theworldcafe.com/method.html
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Appendix B. Workshop 4 

As described in the DoW, WS4 was led by UMA, with participation from SINTEF, HP, QMUL and TiU. 
Due to difficulties in recruiting a sufficient number of stakeholders to a centralised workshop, it was 
decided to again organise this elicitation effort as several local events. WS4 workshops, was planned 
to be an interdisciplinary workshop intended to cover any gaps not resolved by the preceding workshops. 
There are many gaps that potentially could have been addressed here, but for practical reasons it was 
decided to focus on accountability metrics, an additional A4Cloud tool (Incident Response), and 
additional legal input, The goal of the Malaga Workshop on Metrics for Accountability was to expose 
stakeholders to the main objectives and challenges of the A4Cloud project and the importance of having 
specific metrics for the A4Cloud attributes and how they influence on accountability. The goal of the 
Incident Management Workshop was to present the challenges related to incident response that 
organisations may face when going to the cloud, collect the participantsô perceptions on some 
requirements already elicited by CSA [12] and by Brogauer and Schreck [13], and refine these 
requirements. The workshops were supplemented by an email consultation survey from QMUL, 
attempting to gauge how legal experts would react to the Guiding Light requirements; this last activity 
did not result in new requirements, but provided useful input for the ongoing work in the project.  

B.1 Malaga Workshop on Metrics for Accountability 

The goal of this workshop was to present stakeholders the main objectives and challenges of the 
A4Cloud project and the importance of having specific metrics for the A4Cloud attributes and how they 
influence on accountability. 
 
Thus, the workshop consisted of two parts. During the first part we gave the audience an overview of 
A4Cloud and prompted them with several questions for discussion. During the second part we explained 
to the audience the need for measuring accountability and outlined how this can be done. We then 
distributed a questionnaire for them to answer. The workshop took place on the 3rd of September 2014 
in Malaga. 
 
The invitation was sent to the members of the research community in Computer Science at UMA as well 
as members of clerical and technical staff. We also invited SMEs working on the area of cloud 
computing. There were around 30 representatives of each of the sectors that we invited in the workshop. 

B.1.1 Data Collection and Analysis 

The data collection for the first part of the workshop comprised three questions that were launched to 
the audience to generate discussion. The discussions were transcribed by three members of the team 
at UMA. 
 
The questions that we launched were the following: 
Å What are your main concerns when using the cloud? 
Å How important for you is the transparency of cloud provider on the treatment of your data? 
Å Do you think we are missing any dimension of accountability? 

 
The answers to these questions cannot be interpreted in a quantitative way. We analysed the data from 
the transcription of the discussions and show them in the next section.  
 
Fort the second part of the workshop the attendees replied to a questionnaire about metrics either online 
or by filling in a printed version that we distributed to them at the beginning of the session. 

B.1.2 Results 

Here we describe the answers to the above questions by the attendees of the workshop. The questions 
we launched were a way to motivate the audience to start the discussion. The results we obtained are 
not listed below as answers to any specific questions but as general answers that were provoked by the 
three questions that we launched. 
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¶ The main concerns of the users about moving their data to the cloud is the loss of control over 
it. Are the data really deleted by the provider when the user does so? 

¶ The issue that most of the large cloud providers are set in the US it is seen by the users as 
threat to the protection of their data as the providers are not tied to the European regulations on 
data protection. The main problem is therefore the compliance with legal aspects. 

¶ There is the need to promote the creation of European cloud providers such as the cases of 
Google or Amazon in the US. There exist cloud providers in Europe but they still act locally in 
their own areas or countries such as the case of Telefonica in Spain. However, a unique cloud 
provider market for Europe will be desirable. 

¶ The users should have more control in the cloud. For instance, by giving them the possibility to 
manage their own security measures. This means the user should have a bigger control on the 
cloud infrastructure. It is necessary to distinguish between security at the service level from 
security at the platform level.  

¶ Need for automated audits, more traceability and isolation. 

¶ Another big problem identified by the users is the interoperability of the infrastructures and 
platforms in the cloud.  

¶ The advantage of using the cloud could be that we could trust that cloud providers have all the 
mechanisms in place such as trained staff, audits, certifications or specific equipment.  

¶ It is then of paramount importance for the users that the cloud providers guarantee them that 
they perform audits in a periodic way and obtain appropriate certifications. This will increase the 
trust in the cloud for potential users.  

¶ A guarantee of the protection of the users' data could be for example to encrypt the data. In this 
case, the main issues are responsibility and liability. Who is liable for the data, the cloud provider 
or the user? Could the cloud provider look into the data and check the contents? 

B.1.3 Validation of Accountability Metrics 

As mentioned before, one of the parts of the workshop was regarding metrics for accountability, and in 
particular, about its validation. The catalogue of metrics was presented and feedback from the 
participants was required. We consider this part of the workshop as the beginning of the process of 
metrics validation [21].  
 
This process used the Delphi methodology for organizing the collection of feedback from the 
participants. The Delphi methodology is a structured procedure based on surveys of expert opinions, 
which is usually used in forecasting and decision-making processes. It requires the participation of a 
moderator (or a group of moderators), who prepares questionnaires and reviews the responses, and a 
group of experts, which responds anonymously to the questionnaires. The procedure in the Delphi 
methodology is iterative; in each round, expert opinion about a certain subject is surveyed by means of 
the questionnaires. At the end of the round, the moderator reviews the responses, and refines the 
questions based on the identified consensus and disagreement. The process is repeated several times, 
until a reasonable consensus is reached, or the moderator believes it is enough.  
 
The validation session that took place in this workshop was intended as a starting point of the validation 
process, and its output was refined in further rounds of validation. We refer to this session as the ñRound 
1ò of our application of the Delphi methodology. Individual follow-ups for most of the participants 
(specifically, 14 of the original 18) from the first round, constituted a second round of validation. We refer 
to this session as ñRound 2ò.  
 
With regards to the content of the validation session, we prepared a set of questions regarding the 
accountability metrics catalogue. Given the size of the catalogue, of approximately 40 metrics, we 
strived to keep the questions short. In our approach, the experts evaluate the metrics catalogue through 
some general questions, but at the same time are given the liberty of asking or discussing about any 
particular metric. This way, the size of the questionnaire is kept short, but there is room for discussing 
specific aspects if needed.  
 
The questionnaire contained three questions in the form of statements about the respondentsô opinions 
with a five-point scale: strongly disagree (1), disagree (2), neither agree nor disagree (3), agree (4), 
strongly agree (5). These questions were: 
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¶ Q1: ñThis set of metrics contains meaningful and relevant measures for Accountability in the 
Cloudò. With this question, we wanted to analyse the level of appropriateness of the catalogue 
for measuring the concept of Accountability in the Cloud.  

¶ Q2: ñThe use and application of this set of metrics would be easy, in generalò. The goal of this 
question is to assess the perceived degree of feasibility of the metrics proposed. 

¶ Q3: ñThis set of metrics can be easily understood by a professional audienceò. The goal of this 
question is to evaluate the degree of usability of the catalogue with respect to the facility of 
being understood by professionals. We focused on professionals since this part of the 
stakeholders are the ones that most likely will apply and benefit from the metrics for 
accountability, due the specialization of some of the metrics. The general public (i.e., cloud end-
users) needs much more simplified and aggregated information, so we did not considerate for 
this question. 

 
The motivation behind the election of these questions was twofold. Firstly, past experience has shown 
that it is difficult to gather responses to surveys if there are too many questions. Thus, questions should 
be concise and kept to the minimum. Secondly, we wanted to evaluate the metrics with respect to the 
most relevant quality criteria for validating the metrics, which in our case are appropriateness, feasibility 
and usability. 
 
In the original Delphi methodology, the participants are involved through several rounds; however, given 
the difficulty of engaging a moderately big group of participants during the whole process, we adapted 
the methodology so the subsequent round after the in-person session was performed individually, in an 
ad hoc manner. The results of each round were analysed and changes on the catalogue of metrics were 
made in order to refine the input for the next round. 
 
The validation process took place in two rounds, as prescribed by the Delphi methodology. Response 
to the questionnaire was, in general, very satisfactory, as shown in Figure A1: question Q1 had a good 
rating (3.89), much like question Q3 (4.28); the average rating for question Q2 (3.44), although good, 
was also closer to the neutral value. These results seem to indicate that the presented catalogue is in 
general well received, but there is a concern with the perceived difficulty of the respondents with respect 
to the feasibility of applying catalogue. After analysing the free-text comments, this scepticism was due 
to the feeling that it would be difficult to encourage providers to adopt it. This is discussed further above. 
In order to obtain a more detailed insight, Figure A2 shows the distribution of responses per option. This 
distribution is very similar to the result of the online survey, although slightly more diverse. 

 
Figure 5: Average rating of responses (Round 1) 

 
Figure 6: Distribution of responses per option (Round 1) 
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Some of the most remarkable comments received during this session were: 

¶ ñThe catalogue is very complete and reflects appropriately several facets of Accountability, 
however, the difficult part is to engage cloud service providers for utilizing these metrics. I 
wonder how are you going to tackle thisò. Although this comment is not strictly directed to the 
catalogue itself, we believe is highly relevant for the success of the work package itself. 

¶ ñSeveral metrics seem to be based on information coming from self assessments, which is not 
very usefulò. Indeed, there are several metrics that are based on evidence that is usually self-
assessed. To this end, the confidence on the metrics, as described in D:C-5.2, tries to tackle 
this issue by expressing the level of independency in the ñsource of assessmentò factor. 

 
Most of the participants of the first round of validation were willing to take part in a second round of 
validation. Since this round did not imply a huge variation of the catalogue with respect to the previous 
round, there was no need for repeating an in-person meeting with all the participants. Instead, a refined 
version of the catalogue, together with better explanation of its objectives and motivation, was distributed 
individually, and responses were gathered one at a time, as well. 
 
As shown in Figure A3, and with more detail in Figure A4, results were very similar to the previous 
round, although slightly higher ratings were obtained. This time, question Q1 was rated higher (4.07) 
than the ñAgreeò level, which corresponds to a rating of 4. Question Q2 also increased, although it did 
not surpass the agree level. Rating of question Q3 remained practically the same. 
 

 
Figure 7: Average rating of responses (Round 2) 

 
Figure 8: Distribution of responses (Round 2) 
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B.1.4 Questionnaire 

1. Describe your level of agreement or disagreement regarding the following statements about the 

metrics you reviewed. If you have comments regarding specific metrics, you can use the textbox 

in the next question, indicating the identifier of the concerned metrics. (Available options: 

Strongly disagree / Disagree / Neither agree nor disagree / Agree / Strongly agree) 

¶ Q1: This set of metrics contains meaningful and relevant measures for Accountability 
in the Cloud  

¶ Q2: The use and application of this set of metrics would be easy, in general  

¶ Q3: This set of metrics can be easily understood by a professional audience 
 

2. Additional comments. If you have comments regarding specific metrics, you can write them here 

indicating the identifier of the concerned metrics. Finally, please let us know if you miss any 

relevant metric. 

3. The next questions are purely optional, but your responses would be very helpful for us. 

¶ What is the title that best describes your job? 

¶ In your work, you are best described as a: Cloud customer / Cloud provider / Other 
(please specify) 

¶ Would you be interested in a follow up inquiry? If so, please provide your email address. 

B.2 QMUL Questionnaire 

Obtaining reactions to A4Cloudôs tool suite from lawyers with experience in the cloud field has proved 
difficult. A formal survey conducted at the end of September 2007 did not achieve sufficient responses 
to be useful statistically, and there is little appetite among the legal profession for attending workshops. 
 
In QMULôs opinion the reasons for this are entirely understandable: 
 

¶ The work of lawyers is largely reactive to the demands of their clients. If the clients are not 
seeking advice on accountability, lawyers are not interested in it professionally 

¶ Lawyers are, however, keen to be ready to meet client demands. Informal discussion of 
accountability generates interest from legal practitioners, but that interest is about tools which 
already exist and whose uses and implications can be analysed. The work of A4Cloud on its 
tool suite is still at too early a stage to generate interest from the profession. 

 
This document summarises the views of lawyers practising in the cloud field, as conveyed to QMUL 
researches in informal and unstructured discussions (eg at conferences) and from the small number of 
survey responses. Although the information here has not been obtained scientifically, we believe it is 
accurate so far as it goes and thus likely to be of some use in guiding development of the tool suite. The 
information is, however, incomplete, and there are certainly matters of concern to practising lawyers 
which are not reflected here. 

B.2.1 Control and Transparency Tool 

In the survey we described this tool as follows: 
 

This tool would enable a cloud customer to identify how its data (personal data for which it is 
responsible and confidential information) have been processed in the provider chain, and to 
exercise some control over that processing. 

 
There was general consensus that cloud customers would welcome such a tool, and that it would assist 
them in achieving legal and regulatory compliance. However, there was less certainty about the attitude 
of cloud service providers. Some lawyers thought that providers might be willing to implement the tool 
in a private cloud, but that in a public cloud scenario there would be less willingness to do so. There was 
also disagreement how far cloud providers would find the tool helpful in achieving compliance, in part 
because the degree to which e.g. data protection law applies to public cloud providers is highly 
uncertain. 
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One respondent suggested that consumer and SME customers would find the tool of limited use 
because of their inexperience with both law and technology. 

B.2.2 Choices Tool 

This tool would assist cloud users to make choices between cloud service providers, or 
between different cloud services, based on the levels of accountability available. 

 
It was generally agreed that customers, at least in the consumer and SME sectors, would be keen to 
use such a tool. However, there was disagreement about whether it would help those customers to 
achieve legal and regulatory compliance. Some lawyers think that the differences between national 
implementations of the law are too complex to be captured in such a tool without making it unworkable 
(e.g., through asking so many questions at a highly granular a level that it would be usable by the 
average consumer or SME).  
 
Some lawyers also foresaw both commercial and competition law obstacles. Commercially, much of the 
information which the choices tool would need from customers is commercially sensitive, so that they 
might be unwilling to supply it. This could be overcome if there were commercial advantages to doing 
so, but competition law would require the tool operator to be truly independent of any provider, and thus 
unable to give that provider commercial advantages. 
 
B.2.3 Compliance Tool 
 
We described this tool as one which: 
 

é would generate information about compliance failures in the cloud service chain. The focus 
would be on (a) the providerôs internal policies, (b) external obligations such as data protection 
regulation, and (c) external social and ethical norms. 

 
Again, it was thought that customers would welcome such a tool, which would assist them to achieve 
compliance. There was disagreement whether providers would be willing to adopt the tool ï perhaps 
within a private cloud, but in a public cloud the easy visibility of failures would be a commercial 
disadvantage as against providers who were not offering the tool. It might also expose providers to 
regulatory liability by providing evidence of compliance failures. 
 
There was universal agreement that providers would be unwilling to make this information available to 
other providers, for commercial reasons, and therefore the tool would not be able to work across layering 
of services. 

B.2.3 Guidelines Tool 

This tool will consistent of integrated technical, legal and organisational guidelines which aim 
to assist providers and cloud customers in achieving accountability. 

 
Practising lawyers tended to think guidelines would be useful to customers if they could be produced in 
an accurate and usable form. There was some scepticism about whether that would be possible, but if 
it were possible then such guidelines would not duplicate existing guidance material, and thus be a real 
contribution to the achievement of legal and regulatory compliance by customers. It was thought less 
likely that guidelines would assist providers, because they already take legal advice which addresses 
their specific compliance issues, and so more general guidelines would not help them. 
 
The most common reaction was that lawyers would want to see the tool in action before passing 
comment on it. They accepted that guidelines which vastly simplified the technical, legal and 
organisational issues could still be useful, but this would depend on their content. Guidelines which were 
sufficiently detailed to capture all elements relevant to legal and regulatory compliance were thought to 
be unachievable in usable form, and certainly impossible to keep up to date. 
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B.2.4 Conclusions 

Although the opinion finding described in this section could be considered to be unrepresentative and 
unscientific, there is an interesting result in its suggestion that the main beneficiaries of the tools are 
clearly seen to be (a) cloud customers, who furthermore (b) are consumers or SMEs. Little benefit to 
cloud providers is foreseen. 
 
It is also clear that practising lawyers think that the main obstacles to adoption of the tools will be the 
potential commercial disadvantages to providers, and the possible increase in their legal risks. It would 
be worth exploring these issues with providers to identify whether they might be overcome, and if so 
what safeguards need to be built into the tools. 

B.3 Incident Management Workshop  

The goal of this workshop was to present the challenges related to incident response that organisations 
may face when going to the cloud and to collect the participantsô perceptions on some requirements 
already elicited by CSA [12] and by Brogauer and Schreck [13] and then to refine these requirements. 
All the material used in the workshop can be found in this appendix. 
 
The invitation was sent to professionals participating in the Norwegian Computer Society 
(Dataforeningen - DND). This is the largest IT professional association in Norway - an open, independent 
forum by and for IT-professionals and advanced IT users. DND provides a cohesive environment for 
practitioners and users of IT subjects. Society's many forums and events will be the preferred forum for 
strengthening their skills and knowledge transfer and exchange with peers. Participation was voluntary, 
but returned questionnaires received a movie ticket.  The workshop took place on the 16th of September 
from 17:30 to 20:30 in Trondheim Norway. 16 people attended the workshop, and 14 answered the 
questionnaire. 

B.3.1 Data Collection and Analysis 

As described below, the data collection comprised a questionnaire distributed after the presentation.  
The questionnaire comprised three main sections. The first two sections asked the participants to 
assess their agreements with statements on requirements elicited from the CSA Guide [12] and from 
Brogauer and Schreck [13] respectively. The last section asked the participants to freely write other 
comments (extra requirements, improvements, suggestions, recommendations, justification of their 
answers) about the requirements for incident response. All data from the questionnaires were tabulated 
and analysed quantitatively; all the qualitative data from the session were analysed and also 
incorporated in the results. All the details of the answers are shown in B.3.3; the main results are shown 
in the next section. 

B.3.2 Results  

As we can see in Table 2 and Table 3, most of the participants agreed or strongly agree with the 
requirements. Some requirements provoked some neutral answers or a few disagreements, forcing the 
average to go towards neutral. Therefore we assume these are not as strong requirements as the other 
ones. The requirements that are strongly recommended are 1, 2, 3, 5, 6, 7, 8, 9, 10, 12, 13, 14, 15, 16, 
19, 20 and 21. The ones that seem to need more refinement are: 4, 11, 17, 18 (these are indicated by 
gray text in the tables); these latter requirements were thus not included in the requirements repository. 
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Table 2: Agreement on the List of Incident Response Requirements from CSA Guide 

# Requirement 
Strongly 
Disagree 

Disagree Neutral Agree 
Strongly 

Agree 

1 
Customers should ensure that their cloud service provider has 
appropriate collection and data separation steps and can 
provide the requisite incident-handling support 

0 1 0 6 8 

2 
Cloud Providers should be aware that they are ensuing legal 
and regulatory issues related to what must or must not be done 
during and incident. 

0 0 0 4 11 

3 
Customers should ensure that the cloud provider has an up to 
date Incident Response Plan.  

0 2 2 5 6 

4 
Customers should try to integrate as much as possible the 
providers incident response plan to their own plans.  

0 2 3 8 2 

5 
SLAs and contracts should address responsibilities in each 
phase of IR lifecycle. 

0 1 1 6 7 

6 
Customers and providers should consider the means by which 
sensitive information is transmitted between parties to ensure 
that data will be securely transmitted.  

0 2 1 1 11 

7 
Cloud customers should make sure that they have access to 
the data sources and information that are relevant for incident 
detection/analysis. 

0 0 2 8 5 

8 
Cloud Customers should make sure that they have access to 
appropriate forensic support for incident analysis in the cloud 
environment they are using.  

0 1 3 7 4 

9 
The Customers IR team should determine the appropriate 
logging required to adequately detect anomalous events and 
identify malicious activity that would affect assets.  

0 2 1 10 2 

10 
Cloud customers should conduct an assessment of what logs 
are available, how they are collected and processed and how 
and when they may be delivered by the cloud provider.  

0 1 0 13 1 

11 
Cloud Customers should understand the forensics 
requirements for conducting incident analysis, research to what 
extent the provider meet these requirements. 

0 1 4 8 2 
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Table 3: Agreement on the List of Incident Response Requirements from Grobauer and Schreck 

# Requirement 
Strongly 
Disagree 

Disagree Neutral Agree 
Strongly 

Agree 

12 
Cloud Providers should provide access to controlled event 
sources and vulnerability information to cloud customers. 

0 1 1 8 5 

13 
 Especially for PaaS and SaaS, cloud providers should provide  
access to event data and other information relevant for incident 
handling via interfaces under the control of the provider. 

0 1 0 8 6 

14 
Customers should have a choice to add security-specific event 
sources required, possibly as service add-on.  

0 1 1 9 4 

15 
Incidents that originate with CSP-controlled infrastructure and 
might have an impact on a customerôs resources must be 
reported to the customer.  

0 0 3 2 9 

16 
The SLA must provide a well-defined incident classification 
scheme and inform about reporting obligations and service 
levels (what is reported, how fast is reported, etc.) 

0 1 0 8 5 

17 
External incident reports that concern or impact a customer 
must be brought to the attention of the customer with a de- 
fined service level. 

0 0 2 9 2 

18 

When entering a cloud-sourcing relationship, cloud customers 
should have at least a basic under- standing of the CSPôs 
infrastructure such that in case of a security incident, 
information gathering does not ñstart from zero.ò The CSP 
should provide such information to the customer.  

0 2 2 7 3 

19 
The customer needs to identify possible approaches to detect 
and analyse security incidents.  

0 0 3 8 4 

20 
The customers should Evaluate CSPôs level of support for 
detection and analysis. 

0 0 2 7 5 

21 
The customers and CSPs should establish communication 
channels and exchange formats of incident information. 

0 0 2 6 6 
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B.3.3 Questionnaire and Answers 

 

 
 
  

Incident Response in Cloud Computing 

Instructions:  For each of the following statements, mark one box that best describes your opinions 
on what should be requirements for cloud accountability.   

Strongly 

Disagree 

Donôt 

Know 

 

Disagree 

 

Neither 

 

Agree Incident Response 

1. Customers should ensure that their cloud service 
provider has appropriate collection and data 

separation steps and can provide the requisite 

incident-handling support 

2. Cloud Providers should be aware that they are 

ensuring legal and regulatory issues related to 
what must or must not be done during and 

incident. 

3. Customers should ensure that the cloud provider 

has an up-to-date Incident Response Plan.  

4. Customers should try to integrate the provider's 
incident response plan as much as possible into 

their own plans.  

5. SLAs and contracts should address 

responsibilities in each phase of the Incident 

Response lifecycle. 

6. Customers and providers should ensure that data 

will be securely transmitted.  

 

7. Cloud customers should make sure that they 

have access to the data sources and information 
that are relevant for incident detection/analysis. 

8. Cloud Customers should make sure that they 

have access to appropriate forensic support for 

incident analysis in the cloud environment they 
are using.  

9. The Customer's IR team should determine the 

appropriate logging required to adequately detect 

anomalous events and identify malicious activity 

that would affect assets.  

10. Cloud customers should conduct an assessment 

of what logs are available, how they are collected 

and processed and how and when they may be 

delivered by the cloud provider.  

11. Cloud Customers should understand the 
forensics requirements for conducting incident 

analysis, research to what extent the provider 

meets these requirements. 

Strongly 

Agree 
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Incident Response in Cloud Computing 

Instructions:  For each of the following statements, mark one box that best describes your opinions 
on what should be requirements for cloud accountability.   

Strongly 

Disagree 

Donôt  

Know 

 

Disagree 

 

Neither 

 

Agree Incident Response 

12. Cloud Providers should provide access to 
controlled event sources and vulnerability 

information to cloud customers. 

13. Especially for PaaS and SaaS, cloud providers 

should provide  access to event data and other 

information relevant for incident handling via 
interfaces under the control of the provider. 

14. Customers should have a choice to add security-

specific event sources required, possibly as a 

service add-on.  

15. Incidents that originate with CSP-controlled 
infrastructure and might have an impact on a 

customerôs resources must be reported to the 

customer.  

16. The SLA must provide a well-defined incident 

classification scheme and inform about reporting 
obligations and service levels (what is reported, 

how fast it is reported, etc.) 

17. External incident reports that concern or impact a 

customer must be brought to the attention of the 

customer with a defined service level. 

18. When entering a cloud-sourcing relationship, 

cloud customers should have at least a basic 

understanding of the CSPôs infrastructure such 

that in case of a security incident, information 
gathering does not ñstart from zero.ò The CSP 

should provide such information to the customer.  

19. The customer needs to identify possible 

approaches to detect and analyze security 

incidents.  

20. The customers should Evaluate the CSPôs level 

of support for detection and analysis. 

21. The customers and CSPs should establish 

communication channels and exchange formats 

of incident information. 

Strongly 

Agree 

Incident Response 

Please provide any comments (extra requirements, improvements, suggestions, recommendations, 

justification of your answers ) about accountability and incident response.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

If you would be ok to be contacted for extra clarification please provide: 

 Name: 

 Email: 
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